NATIONAL  RECONNAISSANCE  OFFICE 

14675  Lee  Road 
Chantilly,  VA  20151-1715 


28  December  2018 


Michael  Best 

MuckRock 

DEPT  MR  33386 

411A  Highland  Avenue 

Somerville,  MA  02144-2516 

REF:  FOIA  Case  F-2017-00100 

Dear  Mr.  Best: 

This  is  in  response  to  your  request  dated  and  received  in  the 
National  Reconnaissance  Office  (NRO)  on  16  March  2017.  Pursuant  to 
the  Freedom  of  Information  Act  (FOIA) ,  you  requested  "copies  of  the 
materials  cited  in  the  162  footnotes  of  the  National  Reconnaissance 
Office  Review  and  Redaction  Guide,  2008  edition." 

A  thorough  search  of  our  files  and  databases  located  sixty-six 
NRO-originated  documents  responsive  to  your  request.  We  also  located 
additional  document (s)  that  will  be  referred  to  other  agencies  for 
their  review  and  direct  response  to  you. 

Fifty-three  NRO-originated  documents  are  being  released  to  you  in 
part,  seven  NRO-originated  documents  are  being  released  to  you  in 
full,  and  six  NRO-originated  documents  are  being  denied  in  full. 

Material  withheld  from  release  is  denied  pursuant  to  FOIA 
exemptions : 

(b) (1)  as  properly  classified  information  under  Executive  Order 
13526,  Section  1.4(c).  To  the  extent  that  the  classified 
information  in  the  responsive  documents  is  over  25  years  old,  we 
have  determined  that  it  qualifies  for  continued  classification 
under  Executive  Order  13526,  Section  3.3  (b) (1) ; 

(b) (3) ,  which  is  the  basis  for  withholding  information  exempt 
from  disclosure  by  statute.  The  relevant  withholding  statute  is 
10  U.S.C.  §  424,  which  provides  (except  as  required  by  the 
President  or  for  information  provided  to  Congress) ,  that  no 
provision  of  law  shall  be  construed  to  require  the  disclosure  of 
the  organization  or  any  function  of  the  NRO;  the  number  of 
p02-gons  employed  by  or  assigned  or  detailed  to  the  NRO;  or  the 
name  or  official  title,  occupational  series,  grade,  or  salary  of 
any  such  person; 


(b) (4) ,  which  applies  to  proprietary  information  obtained  from  a 
company  which,  if  released,  would  result  in  competitive  harm  to 
the  company; 

(b) (5) ,  which  applies  to  information  that  is  predecisional  and 
deliberative  in  nature;  and 

(b) (6)  Which  applies  to  records  which,  if  released,  would 
constitute  a  clearly  unwarranted  invasion  of  the  personal  privacy 
of  individuals. 

You  have  the  right  to  appeal  this  determination  to  the  NRO 
Appellate  Authority,  14675  Lee  Road,  Chantilly,  VA  20151-1715,  within 
90  days  of  the  above  date.  You  may  also  submit  an  appeal 
electronically  through  the  National  FOIA  Portal  at  www.foia.gov  or  via 
email  to  FOIA@nro.mil.  Please  include  an  explanation  of  the  reason (s) 
for  your  appeal  as  part  of  your  submission.  The  FOIA  also  provides 
that  you  may  seek  dispute  resolution  for  any  adverse  determination 
through  the  NRO  FOIA  P\iblic  Liaison  and/or  through  the  Office  of 
Government  Information  Services  (OGIS) .  Please  refer  to  the  OGIS 
public  web  page  at  www . ogi s . archive . gov  for  additional  information. 

If  you  have  any  questions,  please  call  the  Requester  Service 
Center  at  (703)  227-9326  and  reference  case  number  F-2017-00100 . 


Sincerely, 


Cynthia  Allman 
^  FOIA  Piiblic  Liaison 
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AUTHORITY 


-tfl/&)This  Interim  Release  of  the  NRO  Classification  Guide  is 
approved  for  use  by  all  NRO,  Intelligence  Community  and  contractor 
personnel  authorized  to  classify  National  Reconnaissance  Program 
information  when  making  BYEMftN  Control  Channel  classification 

decisions* 


Deputy  Director 
llational  Reconnaissance  Office 
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14  October  1995 


(U)  The  following  changes  to  Version  3.0,  31  Augrust  1995  OTRO 
Classification  Guide  incorporate  the  provisions  of  .  Executive  Order 
12958.  Effective  14  October  1995,  the  NRO  changed  the  way  it  marks 
classified  material. 

(U)  it  is  iitportant  to  understand  with  the  inflplementation  of  EO 
12958  that  only  a  limited  number  of  individuals  within  the  1^0 
will  have  Original  Classification  Authority.  The  remaining 
individuals  will  classify  information  derivatively. 

(U)  The  NRO  Classification  Guide  should  be  disseminated  as  widely 
as  necessary  to  ensure  the  proper  and  uniform  derivative 
classification  of  information. 


— <rOUOt~  The  EO  mandates  portion  marking  for  all  classified 
information.  However,  the  NRO  ha.s  been  exempted  from  this 
retjuirement  for  information,  generated  and  maintained  within  the  NRO 
government  euid  contractor  base.  Information  disseminated  external  to 
the  NRO  Government  and  contractor  facilities  must  be  portion  marked 
>inH  contain  a  doc\jment  accountability  ntunber  (DAN)  .  External  to  the 
NRO  is  defined  as  beyond  the  direct  cognizance  of  the  Director  of 
the  NRO.  Prior  to  disseminating  the  NRO  Classification  Guide 

external  to  the  NftO,  individuals  must  first  contact  the  NRO _ 

Classification  Guide  Focal  Point  by  phone  I  . . .  . . . 


(b)(3) 
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(U)  The  NRO  Classification  Guide  provides  authoritative 
classification  guidance  for  frequently  recurring  items  of  national 
reconnaissance  program  information.  The  use  of  an  item  in  the 
Guide  to  classify  a  document  is  considered  a  derivative 
classification  decision.  Should  there  be  discrepancies,,  between 
this  guide  and  program  classification  guides  or  contractual 
specifications,  then  the  program  specific  guides  and  current 
contracts  take  precedence.  For  classification  decisions  on 
information  not  referenced  in  the  Guide,  users  must  apply  guidance 
contained  in  program  classification  guides,  or  the  Intelligence 
Community  sources  listed  on  page  19  of  the  Guide,  or  contact  the 
Classification  Guide  Focal  Point  via  the  mechanisms  described 
below. 

Procedures  used  for  marking  derivatively  classified 
information  within  the  BYEMAN  Control  Channel  are  eiqplained  in  the 
ensuing  pages  and  in  the  BYBMAN  SECURITY  MANUAL. 

”(FOUO>  Discrepancies  or  conflicts  regarding  classification  issues 
need  to  be  brought  to  the  attention  of  the  Class ificat ion  Guide 
Focal  Point  via  the  appropriate  program  security  offices  in  order 
that  this  guide  may  be  properly  amended.  Once  the  program  security 
office  determines  that  there  is  Cause  for  changing  the  NRO 
Classification  Guide,  those  recommended  changes  will  be  brought 
before  the  Classification  Guide  Review  Committee  chaired  by  the 
Classification  Guide  Focal  Point.  Otherwise,  questions  or  comments 
may  be  brought  to  the  attention  of  the  Focal  Point  by  phqne  | 


(b)(3) 


Page  5  of  61  Pages 


Handle  via  lYSMAM/mASfWB-yrYSOTiT 


Channels  Jointly 


Approved  for  Release:  2018/12/21  COS 102020 


C05102020 


Approved  for  Release:  2018/12/21  C051 02020 


PREFACB 


BYE-137832-95 


(U)  This  NRO  Classification  and  Security  Guidance  document  was 
prepared  by  the  Director  of  Security /National  Reconnaissance 
Office  ( DOS /NRO) ,  and  coordinated  with  NRO  Program  Offices  emd 
other  components  internal  and  external  to  the  NRO.  It  outlines 
general  classification  guidance  relating  to  National 
Reconnaissance  Programi  (NRP)  information  and  activities.  Guidance 
on  more  detailed  and  technical  information  is  contained  in  the 
program  classification  guides. 

(3/D)  The  overall  objectives  of  the  guide  are  the  proper 
classification  determinations  for  NRP  and  NRO  matters  and  the 
protection  of  sensitive  satellite  intelligence  sources  and  methods 
within  the  BYEMAN  Security  Control  System  and  product  control 
systems.  The  guide  serves  as  baseline  guidance  for  the  definition 
of  BYEMAN:  *a  unique  DCI  Security  Control  System  which  protects 
key,  specific  and  fragile  details  of  reconnaissance  satellite 
design  and  operation.*  Such  delinOation  of  BYEMAN  and  non-BYEMAN 
information  facilitates  accurate  determinations  for  access  to  the 
respective  control  systems.  It  serves  to  Standardize  categories  of 
information  in  classification  guides,  ,such  as  common  components, 
practices  and  procedures,  an<i  to  promote  uniform  implementation  of 
the  BYEMAN  Security  Control  System,  consistent  with  intelligence 
sources  and  methods  protection.  , 

■fS/B)  An  imperative  for  proper  classification  and  access 
determination  is  that  user  communities  have  sufficient  technical 
information  at  non-BYEMAN  levels  to  ensure  understanding  of 
cababilities  to  task  satellite  systems  and  analyze  products 
effectivelY. 


—(■SyUEOL Based  on  senior  government  initiatives  over  the  past  year, 
including  the  National  Reconnaissance  Program  Task  Force  Final 
Report  (the  '^Woolsey  Report,*  September  1992)  and  a  DCI  memorandum 
which  called  for  a  50-percent  reduction  in  security  compartments, 
the  DOS/NRO  established  a  joint  government  industry  task  force 
that  recommended  a  BYEMAN  compartmentation  restructure.  This 
restructure,  approved  by  the  DCI  on  November  4,  1993,  reduced 
operational  system/ integration  coimpartunents  and  Studies  into  a 
single  major  compartment — BYEMAN  (BYE) . 


-(^/B)  This  document  incorporates  applicedble  portions  of  the 
Security  Implementation  Plan  for  BYHMAN  Gompartmentation 
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Restructure;  the  Implementation  Plan  For  Further 
Decompartmentation  and  Declassification  of  the  National 
Reconnaissance  Office;  the  Classification  Guide  for  National 
Reconnaissance  Imagery  (Imagery  Policy  Series);  Signals 
Intelligence  Security  Regiilatio^  (SISRs) ;  Security  Control  Manual 
and  Classification  Guide  for  Nationel  Measurement  and  Signature 
Intelligence  Reconnaissance  Materials  (MASPIT  Policy  Series) ;  and 
current  BYEMAN  and  TALENT-KEYHOLE  security  policy  and  procedures. 
The  guide  has  been  prepared  in  concert  with  a  major  protection  and 
classification  review  by  NRO  Program  Offices,  with  invaluable 
assistance  from  staffs  of  the  Central  Imagery  Office  (CIO);  SI6INT 
Overhead.  Recoimaissance  Sub-committee  (SORS) ;  SlGINf  and  MASINT 
Committees;  eind  Central  intelligence  Agency  Collection 
Requirements  Evaluation  Staff  (CIA/CRES) . 
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SECTION  1 1  QEWBRAL 

1.  PURPOSE  AND  SCOPE 

-(■S/D)-  This  guide  provides  general  security  classification  guidance 
for  information,  products  and  activities  relating  to  satellite 
systems  within  the  National  Reconnaissance  Program  (NRP)  and  the 
National  Reconnaissance  Office  (NRO) .  It  is  designed  for  use  hy 
NRO  and  other  Intelligence  Community  personnel  engaged  in  security 
classification  and  access  determinations  in  the  BYEMAN,  TALENT- 
KEYNOLE  and  COMINT  Security  Control  Systems.  Classification 
determinations  appear  in  general  categories  common  to  all  NRO- 
operated  systems.  The  guide  acknowledges  BYEMAN  conpartmentation 
restructure  and  serves  to  complement  specific  NRP  systems 
classification  guides  and  relevant  imagery  intelligence  (IMINT) , 
signals  intelligence  (SIGINT) ,  and  measurement  and  signature 
intelligence  (MASINT)  security  control  policy  manuals  and  related 
classification  guides.  It  also  acknowledges  intelligence 
informationi  products  and  activities  derived  from  non-BYEMAN 
sources  such  as  the  Defense  Support  Program  (DSP) . 

-<0/TR^  The  user  should  know  that  most  non-COMINT,  denied  area 
products  of  satellite  systems  are  classified  at  the  SECRET,  non- 

SCI,  level.  For  example,! _ _ 

Electro-Optical,  and  99%  of  Operational  Electronic  Intelligence 
products  are  SECRET  COLLATERAL.  Care  should  be  taken  not  to  over- 
classify  given  the  inherently  close  interrelationship  between 
syst^  information  and  information  needed  by  the  consumers  of  the 
products  of  these  systems. 

2.  BACKGROUND 

(0/B-)-  On  August  26,  1960,  President  Eisenhower  approved  the 
establishment  of  the  TALENT-KEYHOLE  Security  Control  System  to 
protect  satellite  reconnaissance  information  and  products.  On 
December  20,  1961,  the  BYEMAN  Security  Control  System  was 
established  to  protect  information  regarding  sensitive 
reconnaissance  satellite  design,  acquisition  and  operations,  and 
formally  protect  certain  activities  of  the  NRP  and  its 
inqplementing  organization,  the  NRO. 

(3/^  The  BYEMAN  and  TALENT-KEYHOLE  Security  Control  Syst^s  were 
instituted  to  protect  critical  satellite  reconnaissance  systems 
an*^  programs — through  the  research,  development,  acquisition. 


Page  8  of  61  Pages 


Handle  via  BYEMAN/ TA LENT ■CTVHOIiT; 
Channels  Jointly 


(b)(1) 

(b)(3) 


Approved  for  Release:  2018/12/21  0051 02020 


C05102020 


Approved  for  Release;  2018/12/21  C051 02020 


BYK-137832-95 

operations  and  exploitation  phases.  Selective  system/sensor  data, 
which  included  general  capabilities  of  the  systems,,  was  made 
available  in  both  control  systems.  The  TALENT-KEYHOLE  user 
community  used  this  information  for  satellite  tasking  and 
intelligence  product  analysis,  while  NRO  contractors  needed  this 
information  at  the  BYEIW^  level.  (No  product  information  from 
denied  area  collection  is  in  the  BYEIMAN  System. )  To  help  assist  in 
making  these  classification  decisions,  and  in  response  to  the  user 
community,  the  first  BYEMAN/TALENT-KEYHOLE  Classification  Guide 
was  pviblished  in  November  1970.  The  last  update  was  issued  in 
August  1977,  April  1994,  September  1994,  and  August  1995. 

(U)  Classification  policy  of  National  Reconnaisseuice  Programs 
evolved  as  the  NRP  and  the  NRO  became  increasingly  "overt.' 
President  Carter  admitted  the  '♦fact  of'  satellite  photo- 
recohnaissance  in  October  1978.  The  unclassified  provisions  of 
National  Security  Decision  Directive-42,  revised  in  June  1987  as  a 
result  of  the  Samuel  Morison  trial,  and  National  Security 
pirective-30  on  National  Space  Policy  (November  2,  1989  updated 
March  8,  1995)  revealed  certain  "facts  about*  satellite  photo- 
reconnaissance.  The  Acting  Secretary  of  Defense  issued  a 
Memorandum  on  September  18,  1992,  that  declassified  the  existence 
of  the  NRO  euid  certain  facts  about  its  organization  and  the  NRP. 

tfl/Dj.  The  end  of  the  Cold  War  and  the  "globalization'  of  space 
technologies  also  caused  a  broadening  of  U.S.  national  security 
strategy,  a  changed  foCus  of  overhead  collection  and  a 
reassessment  of  the  nature  and  scope  of  defense  intelligence 
needs.  These  changes  compelled  a  re-examination  of  the  BYEMAN 
Security  Control  System. 

-(2/B)  One  effect  of  these  changes  was  the  BYEMAN  compartmentation 
restructure  approved  by  the  .DC I  on  November  4,  1993.  The  BYEMAN 
Control  System  is  now  based  on  a  risk  numagement  philosophy  and 
"need-to-know'  information  exchange.  Certain  security  procedures 
have  changed  euid  internal  compartmentation  has  been  virtually 
eliminated.  However,  the  requirement  to  protect  BYEMAN  information 
as  SGI  remains.  Program  names  remain  valid  only  as  "platform 
identifiers'  for  use  in  document/infprmation  management  and  ^ 
dissemination.  Exceptioftally  sensitive  information,  such  as 
surviyability  and  vulnerability  data,  may  be  protected  separately 
as  program/project  "Special  Handling'  (SH) .  The  release  of  BYEMAN 
information  to  foreign  nationals  continues  in  accordance  with 
government -to-government  agreements.  Foreign  disclosure  of  BYEMAN 
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information  beyond  specific  second  party  agre^ent  is  permissible 
upon  approval  by  the  DNRO  and  specific  delegation  of  access 
approval  authority. 


3.  RESPONSIBILXTY/AUTHORZTir 

■(g/Bt  The  BYEMAN,  TALENT-KEYHOLE  and  COMINT  Security  Control 
Systems,  as  SCI  control  mechanisms  for  the  protection  of 
intelligence  sources  and  methods,  aire  statutory  responsibilities 
of  the  DCI. 

(g/p)  VIhile  DCI  directives  provide  the  baseline  guidance  for 
execution  of  the  BY^IAN  Security  Control  System,  the  Director, 
National  Reconnaissance  Office  (DNRO)  is  the  overall  BYEMAN 
Program  Manager.  His  responsibilities  include:  Implementation  of 
DCI  directives;  establishment  and  maintenance  of  security  for 
BYEMAN  activities  and  programs;  execution  of  contracts; 
determination  of  what  constitutes  BYEMAN  information  and 
determination  of  classification  level  (TOP  SECRET  or  SECRET)  of 
BYEMAN  information;  publication  of  security  classification  guides> 
including  this  Classification  Guide;  and  accoiintability  for  access 
control . 


-ffl/lH  The  DNRO  is  the  sole  approving  authority  for  determination 
of  •need-to-know*  access  requirements  for  BYEMAN  information.  This 
authority  extends  to  U.S.  Government,  contractor,  and  foreign 
govemtrnent  personnel  having  or  requiring  access  to  BYEMAN 
material.  Delegations  of  this  authority  are  specific  and  in 
writing. 

(S/i^  The  DCI  has  delegated  secvirity  policy  formulation  authority 
for  the  BYEMAN  Security  Control  System  to  the  Director  of 
Personnel  Security,  CIA  (DOPS/CIA) .  The  Director  of  Security,  NRO, 
(DOS/NRO)  is  responsible;  however,  for  implementation  and  is  the 
senior  security  advisor  to  the  DNRO. 


'TSf/WCl^The  TALENT-KEYHOLE  Security  Control  System  is  jointly 
managed  for  the  DCI  by  the  Director,  Central  Imagery  Office  (CIO) ; 
the  Chairman,  National  SIGINT  Committee;  and  the  Chairman,  MASINT 
Committee.  Changes  and  modifications  to  the  system  require 
coordination  by  each  Director/Chairman  and  approval  of  the  DCI/ 
DDCI.  The  COMINT  Security  Control  System  is  managed  for  the  DCI  by 
the  Director,  National  Security  Agency  (NSA) .  Signals  Intelligence 
Security  Regulations  (SlSifls)  constitute  the  basic .  implementation 
of  the  system  for  SIGINT  and  SIG.lNT-related  information.  Detailed 
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security  and  control  procedures  for  IMINT  and  MASIlW  are  contained 
in  releveuit  policy  geries  nicuiiials. 


4.  CZJkSSIFZCATXON  CRITERIA 


-(■S/&)  Assignment  of  Information  to  Control  Systems .  Various 
infotmation  about  the  NRO  and  its  systems  will  be  exclusively 
BYEMAN,  exclusively  TALENT -KEYHOLE,  or  either  BYEMAN  or  TALENT- 
KEYHOLE.  Certain  SIGINT  product  information  may  be  exclusively 
COMINT  or  recjuire  COMINT  Control  Syst^  protection.  As  a  general 
rule/  'products,*  product  characteristics  and  information  relating 
to  the  understanding  of  general  program  capabilities  for 
collection  tasking  purposes  should  be  controlled  within  the  TALENT- 
KEYHOLE  and  COMINT  Security  Control  Systems,  when  deemed 
necessary,  future  capabilities  information  may  be  controlled 
within  the  Talent -Keyhole  Control  System.  This  information  may  be 
afforded  additional  protection  through  the  use  of  Talent -Keyhole 
siibcompartments  to  limit  access  to  only  those  persons  needing  the 
information  for  planning  purposes. 


(S/B)  BYEMAN.  BYEMAN  is  a  security  system  which  protects  sensitive 
sources  and  methods  used  in  the  research,  davelopmant  and 
operation  of  space-based  reconnaissance  systems;  budgeting  and 
(  fuinding  details;  relationships;  integration  of  launch  and  sensor 

platforms;  command  and  control  operations;  key  design  and 
development  details;  and,  survivability  and  vulnerability  of 
systems .  , 

-fn/TY)  TAZiENT-mYHOZiE.  Information  controlled  exclusively  in  the 
TALENT-KEYHOLE  Control  System  includes  specific  capabilities  and 
related  collection  targeting  and  tasking  to  include  data,  and 
certain  products  of  overhead  collection.  Some  SIGINT  collection  may 
also  require  compartmentation  within  the  COMINT  Control  System. 

•— (a/D4-  Either  BYEMAN  or  TALENT-KEYHOLE.  Examples  of  information 
that  can  be  compartmented  in  either  control  system  (but  not  both 
simultaneously)  are  syst^  characteristics  and  program 
capabilities.  In  such  cases,  the  determination  of  the  control 
system  to  be  used  will  be  made  based  upon  the  audience.  For 
instance,  not  all  contractors  are  accessed  at  the  Talent-Keyhole 
level;  therefore,  certain  information  would  need  to  be  protected 
in  BYEM]!^  channels  especially  when  generated  in  company 
development  and  manufacturing  facilities.  However,  the  same 
iriformation  could  most  likely  be  handled  in  the  Talent-Keyhole 
System  when  going  to  the  Intelligence  Community.  For  either 
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audience,  avoid  the  use  of  terms  that  would  cause  joint 
conqpartmentation  to  be  required.  For  instance,  for  a  TALEWT- 
KEYHOLE  audience,  do  not  use  BYEMAN  •platform  identifiers"  when 
mission  numbers  would  serve  the  same  purpose  and  permit  the 
docujnent  to  be  controlled  only  within  TALENT-KEYHOLE.  If 
information  on  system  design  is  needed  in  a  TALENT -KEYHOLE 
document,  beyond  thet  which  is  normally  allowed,  publish  a 
separate  BYEMAN  annex  to  avoid  restricting  the  distribution  of  the 
basic  document. 

-fn/D  BYSMAN  Special  Handling  (SB) .  Selective  information  that  is 
critical  to  the  NRO  mission  such  as  vulnerability/survivability 
data  may  be  placed  within  distinct  BYEMAN  security  controls  that 
are  termed  "Special  Handling."  such  information  is  nominated  by 
government  Program  Directors  and  approved  by  the  DNRO  or  DDNRO. 
Program  Directors  have  access  approva!!  authority;  each  program 
will  establish  its  own  procedures. 

4Sg(£l_Not  Releasable  to  Foreign  Nationals  (NOFORN) .  Most 
classified  intelligence  information  relating  to  intelligence 
sources  and  methods  is  NOFORN.  Release  of  NRO-related  classified 
information  to  foreign  governments  or  individuals  at  the 
COLLATERAL,  COMINT,  TALENT -KEYHOLE  or  BYEMMI  level  must  be  in 
accordance  with  arrangements  between  NRO,  NSA,  and  CIA/Col lection 
Requirements  and  Evaluation  Staff  (CRES) ,  Potential  data  release 
must  also  satisfy  the  applicable  requirements  outlined  in  DCID  1/ 

1,  DCID  5/6,  SISRs  Volumes  I/II,  and  the  imagery  Policy  Series.  In 
addition  to  its  SIGINT  responsibilities,  CRES  is  the  DCI- 
desighated  focal  point  for  all  imagery- related  intelligence 
community  disclosures  to  foreign  officials.  Release  of 
iinclassified  NRO-related  satellite  technology  is  subject  to  export 
controls  as  established  by  the  Departments  of  Commerce  and  state, 
in  coordination  with  Department  of  Defense.  Certain  organizations/ 
agencies  have  authorized  memoranda  of  understanding  (MOUs)  or 
other  agreements  that  permit  the  release  of  non-BYENAN  classified 
intelligence  information  to  foreign  nationals.  Release  of 
information  is  bound  by  the  specific  terms  of  the  agreements  and 
may  supersede  other  caveats  and  restrictions . 

5.  SSCURZTY  AND  CLASSIFICATION  RBCOMMiaroATZONS . 

ffl/gy  classification  or  Control  Systan  Resolution.  The 

classification  tables  in  this  guide  specify  the  classification  and/ 
or  control  system  for  information  relating  to  NRP  systems, 
products  and  data.  Where  the  security  control  system  or 
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I  ■ 

classification  is  not  readily  apparent  from  the  table  or  system 
SCGs  information,  products  and  activities  will  be  protected  at  the 
applicable  level  with  the  most  limited  distribution,  pending  a 
control  and  classification  system  review  by  the  NRO  for  BYEMAN 
issues  cuid  the  respective  functional  program  managers  within  the 
DIA,  CIO,  or  NSA  for  TALENT-KEYHOLE,  COMINT  and  collateral 
classification  matters . 


Executive  Order  12958  *Claselfied  National  Security  InfonDatipn" 

(O)  Under  the  provisions  of  Executive  Order  12958,  the  NRO  changed 
the  way  it  classifies  material  effective  14  October  1995,  It  is 
iiitportant  to  \inderstand  that  only  a  limited  number  of  individuals 
within  the  NRO  will  have  Original  Classification  Authority.  The 
remaining  individuals  within  the  organization  will  classify 
information  derivatively. 

(U)  Clasalficatlon  identifier.  As  part  of  personal  accoxmtability 
for  classification,  on  the  face  of  each  classified  document 
individuals  will  apply  their  iinique  six  digit  classification  ID 
Number  on  the  *Classified  By’  line.  An  example  might  be: 

'  classify  By:  Classification  ID  N\jirf3er  (123456) 

(CL  BY:) 

(U)  Reason  for  classification.  The  classifier  shall  identify  the 
reason (s)  for  the  classification  decision.  The  classifier  shall 
include,  at  a  minimum,  a  brief  reference  to  the  pertinent 
Classification  category (ies) ,  or  the  number  1.5  plus  the  letter (s) 
that  Corresponds  to  the  classification  category  identified  in 
Section  1.5  of  EO  12958: 

(a)  "military  plans,  weapons  systems,  or  operations;* 

(b)  "foreign  government  information; * 

(c)  "intelligence  activities  (including  special 
activities),  intelligence  sources  or  methods,  or  cryptology;’ 

(d)  "foreign  relations  or  foreign  activities  of  the  united 
States,  including  confidential  spurces;* 

(e)  "scientific,  technological,  or  economic  matters  relating 
to  the  national  security;' 

(f)  "United  States  Government  programs  for  safeguarding 
nuclear  materials  or  facilities,*'  or 
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(g)  "vulnerabilities  or  capabilities  of  systems, 
installations,  projects  or  plans  relating  to  the  national 
segurity." 

CL  BY:  123456 

CL  REASON:  1.5(c) 

or 

1.5(C) (•) 

(U)  Dociassification  instruction.  The  duration  of  the 
classification  decision  shall  be  placed  on  the  "Declassify  On^ 
line.  The  classifier  will  apply  one  of  the  following  instructions. 

(U)  The  classifier  will  apply  a  date  or  event  for  declassification 
that  corresponds  to  the  lapse  of  the  information's  national 
security  sensitivity,  which  may  not  exceed  10  years  from  the  date 
of  the  original  decision.  When  linking  the  duration  of 
classification  to  a  specific  date  or  event,  mark  that  date  or 
event  as  follows: 

123456 
1.5(c) 

14  October  2005 
or 

Completion  of  Operation 

(U)  At  the  time  of  original  classification  individuals  with  original 
classification  authority  may  determine  that  certain  information  must 
remain  classified  beyond  10  years.  The  classifier  will  apply  the 
letter  "X*  plus  a  brief  recitation  of  the  exemption  category ( ies ) , 
or  the  letter  "X*  plus  the  number  that  corresponds  to  that  exemption 
category(ies)  in  section  1.6(d)  of  EO  12958: 


CL  BY: 

CL  REASON: 

DECLASSIFY  ON: 
(DBCL  ON) 

DBCL  atii 


XI:  "reveal  an  intelligence  source,  method,  or  activity,  or  a 
cryptologic  system  or  activity;' 

X2:  "reveal  information  that  would  assist  in  the  development 
or  use  of  weapons  of  mass  destruction;' 

X3:  "reveal  information  that  would  impair  the  development  or 
use  of  technology  within  a  United  States  weapons  system;* 

X4:  "reveal  United  States  military  plans,  or  national  secu¬ 
rity  ^ergency  preparedness  plans;' 

X5:  "reveal  foreign  government  information;' 

X6:  "damage  relations  between  the  United  States  and  a  foreign 
government,  reveal  a  confidential  source,  or  seriously  undermine  dip¬ 
lomatic  activities  that  are  reasonably  expected  to  be  ongoing  for  a 
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period  greater  than  that  provided  in  paragraph  (b) 

X7:  "impair  the  ability  of  responsible  united  States  Govern¬ 
ment  officials  to  protect  the  President,  the  Vice  President,  and 
other  individuals  for  whom  protection  services,  in  the  interest  of 
national  security,  are  authorized;*  or 

X8:  "violate  a  statute,  treaty,  or  international  agreement.* 

CL  BY: 

CL  REASON: 

DBCL  ON: 


123456 

1.5(c) 

XI 


(U)  Derivative  Glassification.  Derivative  classification  is  the 
act  of  incorporating,  paraphrasing,  restating  or  generating  in  new 
form  information  that  is  already  classified,  and  marking  the  newly 
developed  material  consistent  with  the  markings  of  the  source 
information.  On  the  face  of  each  derivatively  classified  document 
the  identity  of  a  source  docinnent(s)  or  classification  guide  to 
include  date  shall  appear  on  the  "Derived  From*  line.  An  exaitple 
might  appear  as  follows: 

123456 
1.5(c) 

XI 

NRO  SCO  «4.0  14  October  1995 
or 

NRO  Director's  Note  001,  14  October  1995 


Classify  By: 
CL  REASON: 
DECL  ON: 

DERIVED  FRON: 
(DRV  FRON) 

DRV  From: 


(U)  When  a  document  is  classified  derivatively  on  the  basis  of 
more  than  one  source  document  or  classification  guide,  the 
"Derived  From*  line  shall  appear  as  follows: 

•j 

Derived  From:  Hultlple  Sources 

(U)  The  derivative  classifier  shall  maintain  the  identification  of 
each  Source  with  the  file  or  record  copy  of  the  derivatively 
classified  document.  When  practicable,  this  list  should  be 
included  in  or  with  all  copies  of  the  derivatively  classified 
docximent . 


(U)  The  classification  tables  in  this  guide  specify  the 
classification  and/or  control  system  for  information  relating  to 
NRP  systems,  products  and  data.  Certain  information  will  surface 
or  be  handled  through  or  under  collateral  cover  organizations. 
Classification  authorities  for  those  organization  will 
derivatively  classify  NRP  information  under  the  authority  of  this 
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guide.  In  those  cases  the  derivative  classification  source  will  be 
protected  and/or  masked  appropriately;  and  the  related  source  list 
will  be  protected  at  the  highest  appropriate  level  and  controlled 
with  the  appropriate  control  system (s) , 

(U)  A  docxament  derivatively  classified  on  the  basis  of  a  source 
document  that  is  itself  marked  •Multiple  Sources'  shall  cite  the 
source  document  on  its  'Derived  From'  line  rather  than  the  term 
•Multiple  Sources.' 

(U)  For  IMAGERY  material  under  Talent-^Keyhole  control  derived  from 
the  CIO  Policy  Series:  DRV  FRCaai  C^OPS  1  June  1994 

(S/TR.)  For  information  derived  from  the  Signals  Intelligence 
Security  Regulations:  DRV  fllSR  Aua  1981 


(U)  For  MASINT  material  imder  Talent-Keyhole  control  derived  from 
the  MASINT  Policy  Series:  DRV  FROMt  KPfl  002-88  June  1989 

(U)  The  highest  level  of  classified  information  contained  in  a 
document  shall  be  marked  in  a  way  as  to  distinguish  it  clearly 
from  the  informational  text.  Conspicuously  place  the  overall 
classification  at  the  top  Snd  bottom  of  the  front  cover,  on  the 
U-.  title  page,  on  the  first  page,  and  on  the  outside  of  the  back 

cover.  Each  interior  page  of  a  classified  document  shall  be  marked 
at  the  top  and  bottom  either  with  the  highest  level  of 
classification  of  information  contained  on  that  page,  including 
the  designation  •Unclassified'  when  it  is  applicable,  or  with  the 
highest  overall  classification  of  the  document.  In  the  lower  right 
corner  of  BYEMAN  documents,  include  the  handling  caveat  marking: 
•Handle  via  BYEMAN  Channels  Only*  All  documents  must  be  dated  on 
the  front  page. 

Portion  Marking.  Each  classified  document  being  distributed 
to  agencies >  offices,  and  commands  external  to  the  NRO  commwity 
shall,  by  marJcing,  indicate  which  portions  are  classified,  with 
the  applicable  classification  level.  External  is  defined  as  beyond 
the  direct  cognizance  of  NRO  Security  (i.e.,  NSA,  DOE,  DoD, 
Congress,  etc.)  Each  portion,  ordinarily  a  paragraph,  but 
including  subjects,  titles,  graphics  and  the  like,  shall  be  marked 
to  indicate  its  classification  level  by  placing  a  parenthetical 
symbol  immediately  preceding  the  portion  to  which  it  applies .  The 
following  are  examples  of  portion  marking  abbreviations  for  both 
collateral  and  BYEMAN  information: 
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TOP  SECRET 
SECRET 

TOP  SECRfiT  Handle  via  BYEMAN  Channels  Only 

SECRET  Handle  via  BYEMAN  Channels  Only 

TOP  SECRET  Handle  via  BYEMAN/TALENT-KEYHOLE 
Channels  Jointly 


(U)  Documents  that  are  not  portion  marked  may  not  be  cited  as 
source  docxhnents  for  derivative  classification.  These  documents 
shall  be  marked  ''Wamlng-thia  document  shall  not  be  used  as  a 
source  for  derivative  classification.^  This  "warning”  marking  will 
be  prominently  placed  on  the  first  page  of  the  document. 


“tS/D)  Information  that  was  previously  program  or  platform  specific 
has  been  marked  with  a  "4*  (Black  Diamond)  symbol  in  the  NRO 
Classification  Guide,  When  information  is  marked  with  a  '^4*  then 
the  portion  marking  should  include  the  applicable  platform 


identifier.  "Using  the  _ 

Diamond  information)  an  example  may  be: 


(i.e. 


*4”  Black 


(TS/B‘ 


TOP  SECRET  Handle  via  BYEMAN  Channels  Only 


(b)(1) 

(b)(3) 


(U)  Classified  material  being  distributed  external  to  the  NRO, 
information  marked  with  a  "4”,  or  other  technical /project  data 
when  specifically  identified  by  the  cognizant  program  office  or 
directorate  must  posses  a  document  accountability  number  (DAN) 


(U)  All  existing  programs  will  be  reviewed  annually  to  ensure  they 
meet  the  guidelines  and  requirements  of  Executive  Order  12958  and 
DCi£)  3/29,  "Control  Access  Program  Oversight  Committee  (CAPOC),” 
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(U)  The  above  example  document  identifies:  the  overall 
classification  level  of  the  document;  identifying  number  of  the 
person  marking  the  document;  reason  for  classification;  duration 
of  classification;  and,  classification  authority.  Since  this 
example  is  a  document  that  is  going  external  to  the  NRO, . it 
includes  a  dociament  accoxintability  nvimber  (DAN)  . 
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SECTION  II 8  CLASSIFICATION  AND  INFORMATION 

Section  II  provides  a  series  of  classification  tables  that 
outline  eight  basic  information  categories  that  relate  to 
satellite  reconnaissance  and  classification  determinations  for 
such  information.  D/NRO  is  the  original  classification  authority 
for  BYEMAN  information.  Information  listed  as  TALENT-KEYHOLE, 

COMINT  or  collateral  derives  from  classif ication/compartmentation 
guides  issued  by  the  CIO,  SlQINT  Committee  and  MASINT  Committee. 

(g/B)  Prior  to  the  BYEMAN  compartmentation  restructure,  CODEWORD 
markings  in  documents  were  used  to  facilitate  general  need-to-know 
determinations  as  well  as  which  data  could  be  disseminated  or 
transferred  to  certain  foreign  goveriflnents .  There  is  still  a  need 
for  platform  or  program  identifiers  for  similar  reasons.  In  the 
BYEMAN  colijinn  in  the  following  tables,  information  that  was 
previously  program  or  platform  specific  has  been  marked  with  a 
symbol. 

O/D/TMI  The  User  should  ensure  that  data  in  these  categories  are 
marked  with  the  pertinent  program  or  platform  identifier  to  set 
the  limits  of  what  can  be  appropriately  released  to  a  foreign 
government.  For  reference  purposes,  the  Section  II  tables  include 
a  ’SOUECE^  coltimn  that  reflects  the  original  authority  for  the 
derivative  classification.  Unless  otherwise  specified,  the  sources 
are  coded  as  follows: 

1)  Central  Imagery  Office  (CIO)  Imagery  Policy  Series 
Interim  Imagery  Classification  Chart 

2)  Signals  Intelligence  Security  Regulations  (SISR) 

3)  Security  Control  Manual  and  Classification  Guide  for 
National  MASINT  Reconnaiss£uice  Materials  (MASINT  Policy  Series) 

4)  Program  Security  Guides 

5)  Security  Implementation  Plan  for  BYEMAN 
Compartmentation  Restructure,  November  18,  1993 

6)  BYEMAN /TALENT-KEYHOLE  Compartmentation  Guide,  August 
23,  1977 

7)  NRO  Staff  Memoranda/DNRO  briefings 
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8)  The  Peconqpartmentation  auid  Declassification  of  the 
National  Reconnaissegice  Office,  24  April  1995 


9)  Executive  Order  1'2951,  'Release  of  Imagery  Acquired  by 
Space-Based  National  Intelligence  Reconnaissance  Systems,  22 
February  1995* 


10)  Amendment  to  National  Security  Directive-30  regarding 
National  Space  Policy,  08  March  1995 

11)  Declassification  of  the  terms  'Talent-Keyhole*  and 
the  satellite  mission  designator  'KH*  and  their  general  relationship 
to  intelligence,  23  February  1995. 
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SECTION  IVt  nBEIWITIOWS 


Air  Torom  Program  (ATP)  Mumibar-UnclassifiecJ  number  assigned  by  the  System  Program 
Office  (SPO) . 


mNAH  Security  Control  System-BYEIAN  is  a  unique  DCI  Security  Control  System 
that  protects  key,  specific  and  fragile  details  of  reconnaissance  satellite 
design  and  operation.  Generally,  information  requiring  exclusive  BVEMAN 
protection  includes:  ID  budgeting  and  fundinG  details;  (2)  reietionshipS 
(Between  Government  and  contractors);  (3)  integration  of  launch  and  sensor 
platforms;  (4)  commenid  and  control  operations,  (5)  key  design  and  development 
details;  and  (6)  survivability  and  vulnerability  of  systems. 

Classified:  information  or  material  that  requires  protection  against  unauthorized 
disclosure  in  the  interest  of  national  security.  This  material  consists  of 
three  categories: 


1)  TOP  SECRET  -  applied  to  information  or  material  the 
unauthorized  disclosure  of  which  reasonably  could  be  expected  to  cause 
exceptionally  grave  damage  to  the  national  security. 

2)  SECRET  -  applied  to  information  or  material  the  unauthorized 
disclosure  of  which  reasonably  could  be  e)qpected  to  cause  serious  damage  to 
the  national  security. 

3)  Confidential  -  applied  to  information  or  material  the 
unauthorized  disclosure  of  which  reasonably  could  be  expected  to  cause 
damage  to  the  national  security. 


Security  classification  judgments  must  be  made  based  on  an  approved  System 
Classification  Guide  (SCG)  or  by  an  original  classification  authority,  in 
accordance  with  the  rules  for  Such  determinations  set  forth  in  Executive  Order 
12958.  Confidential  .is  not  used  in  the  BYBMAW  Control  System. 

CCaUBT  Security  Control  System:  COMINT  is  a  DEI  special  access  Security  Control 
System  expressly  authorized  for  handling  or  trananitting  communications  derived 
from  satellite  intelligence  aind  other  sources.  COMINT  categories  have  been 
established  to  distinguish  among  the  classes  of  COMINT  which  differ  in 
sensitivity  and  are' designated  by  distinctive  codewords. 


rrnmnnn  Name-Name  assigned  to  the  satellite  by  its  owner/ operator .  The  common  name 
ai^ears  in  the  unclassified  Spaoecom  Satellite  Catalogue  (SATCAT) .  The  common 
name  is  not  the  satellite's  BYEMAN  name.  For  exaiti>le.  the  common  names  for 
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perivatiTS  claaaificatioa-  Means  the  incotporating,  paraphrasing,  restating  or 
generating  in  new  form  information  that  is  already  classified,  and  marking  the 
newly  developed  material  consistent  with  the  classification  markings  that  apply 
to  the  source  information.  Derivative  classification  includes  the 
classification  of  information  based  on  classification  guidance. 


( 


lOR  onlCXAL  USB  OMIjY:  For  Official  Use  Only  (FOUO)  is  not  a  security 
Classification.  Information  identified  as  FOUO  in. this  guide  is  exen^t  from 
mandatory  disclosure. 

zaagsry  Xntelligeace  (SKINT):  The  collection  and  analysis  of  photography  and 
electronic  imaging  across  the  electromagnetic  spectrum,  to  include  visual,  radar, 
infrared,  and  ultraviolet  data. 

international  Designator  (INT  DBS) -A  number  made  up  of  year  and  chronological 
number  of  the  launch  for  that  year  to  include  the  suffix  that  defines  each 
piece  associated  with  the  same  latmch  (also  knoVftx  as  the  ID#).  (b)(3) 

Inter-Kanga  Operations  Btamber  ( IRON) -Number  assigned  by  CSTC/VOl  at  Onizuka 
AFB^  CA  for  identifying  satellites  in  the.  Air  Force  Satellite  Control  Network 

(AFSOi) 

Operations  NunJaer-Nuiiher  assigned  by  the  launch  agency. 


Missiott-The  NRO  mission  of  the  satellite. 


MlMsicm  Mm 

bber-Number  assigned  to  identify  specific  NRO  satellites,  e.g.. 

etc . 

NOn-^O^artawnted  National  Saeurity  Information-ln  instances  where 
conpartmented  secxirity  controls  are  not  warranted  for  added  protection, 
classified  information  may  be  placed  within  e  non-Sensitive  Compartmented 
information  (SCI)  system  for  safeguaurding  national  security  information.  This 
is  especially  inaportant  for  ndlitary  users  of  product  information. 

- - -  (b)(3) 


Original  classification  authority-Means  an  individual  authorized  in  writing, 
either  by  the  President,  or  by  agency  heads  or  other  officials  designated  by 
the  President,  to  classify  information  in  the  first  instance. 

SigpalB  intelligence  (SXQiNT) :  The  interception,  analysis  and  reporting  of 
information  comprising  either  individually  or  in  combination,  all  COMINT, 

ELnJT,  and  FISlNT.  SIGlNT  includes  both  raw  data  and  the  analysis  product  of  that 
data.  Subsets  of  SIGINT  include: 
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1)  Conranications  Xntalliganc*  (CCliZim) :  Technical  and  intelligence 
information  derived  from  foreign  communications  by  other  than  the  intended 
recipients  Special  intelligence  (SI)  is  the  unclassified  term  which  is  used 
to  identify  COMINT  in  the  lanelassified  environment. 

2)  llectronie  Intelligence  (SLUR):  Technical  and  intelligence 
information  derived  from  foreign  electromagnetic  non-comrounication.s 
trans^ssions  by  other  than  intended  recipients,  and  foreign  non- 
coiraiMnications  electromagnetic  radiation  emanations  from  other  than  atomic 
detonation  or  radioactive  sources. 

3}  Foreign  InstrSaentetion  Signels  Intel liganee  (FZSZIR) : 

Technical  and  intelligence  information  derived  from  the  intercept  of 
foreign  instrumentation  signals  (i.ei,,  electroimagnetic  emissions) 
associated  with  the  testing  and  operational  deployment  of  non-U. S. 
aerospace,  surface,  and  subsurface  systems.  Signals  include  telemetry, 
beaconry,  electronic  interrogators.  trac)cing/ fusing /arming /command  systems, 
and  video  data  linics: 


Measurement  and  Signature  intelligence  (MaSlHT) -Scientific  and  technical 
intelligence  information  obtained  by  gueintitative  and  qualitative  analysis  of 

derived  from  specific  technical  sensors  for  the  purpose  of  identifying  any 
distinctive  features  associated  with  the  source,  emitter  or  sender  and 
facilitating  subsequent  identification  and/or-  measurement  of  the  same. 

-  ^  1  (b)(3) 


«ii>t.wi»-vevwf>r.iiB  Security  Control  System-TALENT-KEYHOLE  is  a  DCi  special  access 
Security  control  System  vhich  protects  technical  data  used  in  collection  tasicing, 
imagery  processing/exploitation  techniques  for  collected  data,  and  intelligence 
products  derived  from  overhead  reconnaissance  programs.  Generally,  TALENT-KEYHOLE 
protects  information,  products  and  activrities  relating  to  the  following 
intelligence  disciplines;  imagery  intelligence  (IMI.NT) ,  signals  intelligence 
(SIOINT) ,  electronic  intelligence  (ELINT),  conrouni cations  intelligence 
(COMINT),  foreign  instrumentation  signals  Intelligence  (FISINT),  and 
measurement  and  signature  intelligence  (MASINT) 
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Sedactlon  Guide 
for 

Wes'tfields  Freedom  of  Information  Act  (FOIA)  Bequests 

July  10/  1995 


POLICY :  The  NRO  policy  regarding  FOIA  requests  is  to  ifiake  the 
"fullest  responsible  disclosure"  consistent  with  the  need  to 
maintain  national  security  and  the  requirement  to  protect  other 
categories  of  information  that  qualify  for  FOIA  exemptions . 

PURPOSE:  The  purpose  of  this  redaction  guide  is  to  consolidate 

pertinent  extracts  of  existing  guidance  ("NRO  Classification 
Guide"/  Version  2.0  dated  9  September  1994/  designated  by  #  and 
"Implementation  Plan  for  Further  Decompartmentation  and 
Declassification  of  the  National  Reconnaissance  Office?/  dated  10 
Apr  1995  and  effective  24  Apr  1995)  and  provide  additional  tailored 
guidance,  where  necessary,  for  determining  which  information  is 
classified  (with  appropriate  exemptions),  and  which  information  is 
eligible  under  other  exemptions  of  the  POJA  to  assist  document 
reviewers  in  responding  to  FOIA  requests  the  NRO  has  received 
regarding  the  Westfields  Facility.  Because  every  category  of 
information  Cannot  be  predicted  and  classification  changes  continue 
to  occur,  this  guide  may  be  modified  as  we  proceed  with  review  and 
redaction,  tfodifications  to  this  guide  should  be  brought  to  the 

attention  of _  _ _ _ 

I  I  Changes  to  this  document  willbe  coordinated  with 

Security,  GC,  ER,  and  MS&O  and  approved  by  the  Director,  ER. 


Tnformatlrtn  revealing:  fifimaxkfl: 

Orgaulzation  and  iudividuals: 

Identities  (i.e.  names, 
partial  names ,  initials , 
signatures)  of  Government  NRO 

personnel  (Note  1)  (b)(3)  10  U.S.C.  §425 
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(b)(3) 
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Identities  ( i .  e .  n^es , 
partial  naines ,  initials , 
signatures)  of  all  contractor 
personnel  (Note  1) 

Fact  that  MS&O  provides 
consolidated  support  in  the 
areas  of  communications,  human 
resources  management , 
administrative  services, 
facility  acquisition, 
logistics  support,  and 
facility  security  (Note  2) 

Fact  that  Air  Force-  element 
was  Los  Angeles,  CA-based  and 
CIA  and  Navy  were  Washington - 
based  (Note  3) 

Number  of  individuals  assigned 
to  each  NRO  office, 
directorate,  staff, entity 
(Note  4) 

-  when  office  is  not 
identified  (Note  4) 

NRO-sponsored  facilities 
working  groups  (e.g. 
Requirements  Working  Group, 
Facilities  Working  Group, 
Communications  Sub^Working 
Group)  and  their  membership 

-  Fact  of  existence 
(Note  5) 


(b)(6) 


Releasable 


Releasable 

Classified  (b) (l)§1.3(a) (4) 
and  (b)(3)  10  U.S.C.  §425 

Classified  (b)(1)  §1.3  (a)(4) 
and  (b) (3)  10  U.S.C.  §425 


Releasable  (unless  name  raises 
Operational  Security  (OPSEC) 
concerns,  then  case-by-case 
determination  required) 


SeeRET/DYEMAN  2 

./• 
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-  Membership, proceedings.  Classified  (b)(l)§  1.3  (a)<4) 

processes,  methodologies  ahd  (b)(3)  10  U.S.C.  §425 

(Note  6)  (names)  or  (b)(3)  50  U.S.C. 

§403-3(c)(5)  (Requires  item- 
by-item  review.) 


Miscellaneous: 

Fact  that  Mission  Support 
expenditure  center  includes 
facilities  required  in  the  NRO 
reorganization,  airlift 
support,  personnel  costs , 
security  operations,  NRO 
communications  and  non -program 

specific  logistics  and  support  Releasable  (limited  to  this 

wording) 


Releasable 


Releasable 


Releasable 


Releasable 


sponsor  of  the  Westf ields 
construction  site  and  fact 
that  westfields  will  be  the 

NRO  Headquarters  ( Note  12)  Releasable 

eECBET,i^YFMAN  3 


(Note  7) 

Pact  of  Joint  Senior  Advisory 
Board  or  National 
Reconnaissance  Review  Board 
(NRRB)(Note  8) 

Fact  of  Fuhrman  Panel  on  NRO 
Reorganization  (Note  9) 

Fact  of  Geiger/Kelly  Study 
(Note  10) 

Fact  of  John  McMahon  and 
Senior  Advisor  Planning 
Group (SAPG) (Note  11) 

Building  Identification: 

(#)Fact  that  NRO  is  the 
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(#)Fact  that  Westfields  site 
is  located  at  Route  28  and 
Willard  Road,  Chantilly,  VA; 
size  of  site  is  68  acres; 
occupancy  scheduled  for  1996; 
and  an  estimated  3000  (or  any 
total  number)  government  and 
contractor  personnel  will 
occupy  the  site  (Note  13) 

Fact  that  2/3  of  3000 
occupancy  total  is  NRO 
(government)  and  1/3  are 
supporting  contractors 
(Note  14) 


(#)Fact  that  Collins 
International  Services 
Company/  a  subsidiary  of 
Rockwell  Corporation,  is  the 
construction  manageifteftt 
contractor  for  the  Westfields 
construction  project  (Note  15) 

Fact  that  taxes  were  paid  to 
the  county  of  Fairfax  by 
Rockwell  (Note  16 ) 

(#)Fact  that  the  NRO  operates 
interim  facilities  (Note  17) 

-  Identity  or  location  of 
Interim  NRO  facilities  (Note 
18) 


Releasable 


Releasable 


Releasable 


Releasable 


Releasable 

Unclassified  but  not 
releasable -protect  as  (b)(3) 
(no  specific  citation  per  GC) 
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Number  of  interim  NRO 
facilities 

--  As  "several" 

(Note  19) 

Exact  number 

(Note  18) 


-  Other  Rockwell  or 
CISCO  buildings  located  in 
Washington ,  p . C . area 
identified  as  Rockwell  or 
CISCO 

If  used  to  support 
NRO  operations  (Note  18) 

If  not  used  to 

support  NRO  operations  (Note 
19) 


Releasable 


Not  releasable  (b)(3)  (no 
specific  citation  per  GC) 


Unclassified  but  protect  as 
(b)(3)  (no  specific  citation 
per  GC) 

Releasable  (after  coordination 
with  Rockwell  or  CISCO  to 
ensure  other  customers  are  not 
revealed) 


Identification  of  other 
Rockwell/CiSCO  buildings  or 
divisions  located  outside  the 
Washington,  D.C.  area  (Case- 
by- case  determinatidn) 

-  If  they  support/reveal 
other  NRO  operations  (Note  20) 


-  If  they  do  not 
support/reveal  other  NRO 
operations  (Note  19) 


Classified  (b)(i)S  1.3  (a)(4) 
and  (b)(3)  50  U.S.C.  §403- 
3(c)(5) 

Releasable  (after  coordination 
with  Rockwell  or  CISCO  to 
ensure  other  customers  are  hot 
revealed) 
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Drawings/Floor  plans: 

Standard  construction ’■type 
blueprints ,  drawings , 
diagrams/  and  floor  plans  when 
not'  annotated  with  NRO  office 
symbols  or  other  identifiable 
NRO  information  (Note  19) 


When  annotated  with  NRO 
information  such  as  office 
s^nbolS/  title  of  the 
individual/  special 
communications  equipment  or 
other  NRO  unique  information 
(Note  21) 

NRO  areas /  and  details  about 
these  areas /  within  the 
buildings 


(Note  21) 


Alarm  equipment  drawings/ 
specifications/  type/  number/ 
location/  wiring  diagrams 
(previously  released  as 
unclassified) (Note  19) 

■As  built"  alarm  equipment 
drawings  and  diagrams  not 
previously  released (Note  22) 


Releasable 


Classified  (b)(l)§1.3  (a)(2) 
and  (b)(3)  50  tJ.S.C.  §403- 
3(C)(5)  or  (b)(3)10  U.S.C.§425 
and  (b)(3)  50  D.S.C.  §403g 


(b)(3)  50  U.S.C.  403g 


Releasable 

Classified  (b)(l)§1.3  (a)(2) 
and  (b)(3)  50  U.S.C.  §403- 
3(c)(5) 
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6 


Approved  for  Release;  2018/12/21  C051 02022 


(b)(3) 


C05102022  Approved  for  Release:  2018/12/21  C051 02022 

gBCRET/DYBMftH — 


Security  concept  of 
operations,  information 
revealing  employment  of 
security  personnel, 
utilization  of  security 
devices,  weaknesses,  potential 
vulnerabilities  (Note  23) 

Building  permits  (Note  24) 

Pictures,  videotapes  of 
construction  without  NRO 
annotations  (Note  25) 


Budget  and  Cost  information: 

.Total  cost  of  the  West  fields 
project  as  $301.7,  $310,  $347 
or  $350  million  (Note  26) 

-  The  cost  of  the 
building  is  $153  million  (Note 
27) 

The  Cost  of  the  land 
is  $24  million  (Note  27) 

■Other  Support  costs" 
are  $124,7  million  (Note  27) 

Total  NRO  facility  budget 
1993?97  as  released  to  SSCI 
(Note  28) 

Financial  Information: 

Note:  All  financial 
information  will  require  case- 
by-caSe  review.  (Note  29) 


Classified  (b) (1) §1.3(a) (2) 
and  (b) (l)Sl.3(a) (4)  and 
(b) (3)50  U.S.C. §403-3 (c) (5) 

Releasable 

TBD 


Releasable 

Releasable 

Releasable 

Releasable 

Releasable 
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Contract  Information: 

Note:  Contract  information 

will  require  case-by-case 
review. 


Fact  that  DCI's  special 
authority/  Section  8/  or  CIA 
contracting  authority  was  used 
to  procure  Westfields  and 

other  NRO  buildings  (Note  30)  Releasable 


Fact  that  contracts  exist 
between  the  NRO  and  CISCO 
(Note  31) 

Total  value  of  contract  (Note 
32) 


Identity  of  NRO  individual  who 
signed  contract  (Note  33) 

Identity  of  COTR  (Note  33) 


Releasable 

Classified  (b)(1) §1.3  (a)(4) 
and  (b)(3)  50  U.S.C.§403- 
3(c)(5) 

(b)(3)  10  U.S.C.  §425 
(b)(3)  10  U.S.C.  §425 


NRO  peculiar  clauses  that 
indicate  how  the  NRO  does 
business  (Note  34) 

Fact  of  special  banking 
mechanisms  and  transaction 
procedures  (Note  35) 

Details  about  special  banking 
mechanisms  and  actual 
transactions  (Note  36) 


Case -by -case  review 


Releasable 

Classified  (b) (l)§1.3(a) (4) 
and  (b)(3)50  D.S.C.§403- 
3(G)(5) 
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Boiler  plate  clauses  from  the 
FAR  that  do  not  indicate 
sensitive  aspects  of  how  the 

NRO  does  business  (Note  37)  Releasable 


Fact  that  NRO  contract  with 
CISCO  contains  the  clause  " 

All  automated  information 
systems  utilized  to  process 
project  information  will  be 
operated  in  accordance  with 
the  requirements  of  "Security 
Policy  on  Intelligence 
InfoiTOation  in  Automated 
systems  and  Networks"  (DCID 
1/16,  4  January  1987)  and  the 
"Security  Requirements  for 
Contractor  Automated 
Information  Systems  Processing. 

Sensitive  Compartmented 
Information, "  dated  1  July 

1987  (Note  38)  Releasable 

Fact  that  NRO  contract  with 
CISCO  contains  the  clause  "... 
all  automated  information 
systems  utilized  to  process 
project  information  will  be 
operated  in  accordance  with 
"TEMPEST  Security  Requirements 
for  Contractors  Processing 
Sensitive  Compartmented 
Information/ "  dated  March 

1987.  (Note  38)  Releasable 

Fact  that  NRO  contract  with 
CISCO  contains  the  clause 
"H-8  52.204-818,  Industrial 
^  Polygraph  Program"  which  reads 
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as  follows:  "As  a  further 
enhancement  to  security 
measures  for  the  protection  of 
Sensitive  Compartmented 
Information /  the  Contractor 
agrees  to  permit  necessary 
polygraph  interviews  of 
Contractor  personnel  having 
access  to  such  information. 

It  is  understood  that  the 
polygraph  interview  will  be 
limited  to  counterintelligence 
issues."  (Note  38) 

Fact  of  contract  between 
Rockwell/CISCO  and  their 
subcontractors  ( Note  39) 

Fact  that  NRO  does  covert 
procurements  (Note  40) 

NRO  Contract  Number 

-  Full  contract  nximber 
(Note  41) 

-  Last  four  digits  (Note 

42) 


Government  deliberations 
during  Source  Selection 
process:  (Note  43) 

-  regarding  winning 
contractor 

-  not  regarding  winning 
contractor 


Releasable 


TBP  by  CISCO 

Releasable 

Classified  (b) (l)§1.3(a) (4) 
and  (b)(3)  50  U.S.G.§403- 
3(c)(5) 

Releasable 


Source  Selection  Decision 
Document  releasable :  remainder 
might  be  exempt  under  (b)(5) 

Might  be  exempt  under  (b)(5) 
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Source  selection  materials  aot 
containing  government 
deliberations  (Note  43) 

-  obtained  from  contractors 


-inter-6r  intra -agency  records 

Government  negotiation 
strategy,  positions, 
rJbCumentation  (Note  44) 

Security  Information : 

Handle  Via  BYEMAN  Channels 
only  (Note  45) 


Handle  Via  talent -keyhole 
Channels  only  (Note  47) 


Codewords  (Program 
iden tl f ier ) ( Note  4  6 ) 


Confidential,  Secret,  Top 
Secret 


Coordinate  with  contractor: 
some  may  be  (b)(4);  remainder 
will  depend  on  whether 
voluntarily  submitted  by 
contractor- -voluntarily 
submitted  information;  if  of 
the  kind  not  Customarily 
disclosed  to  the  public,  may 
be  exempted-' -or  whether 
contractor  can  show 
competitive  harm  if  released 

Presumption  of  releasabilit-y 


Requires  case~by-case  review 


Classified  (b) (l)§l,3(a) (4) 
and  (b)(3)50  U.S.C.§463- 
3(G)(5) 

Line  through  once.  Without 
obliterating,  no  citation 
(unless  "fact  of"  TK  adds 
information  that  warrants 
exclusion) 

Classified(b) (l)§1.3(a) (4)  and 
(b)  (3)50  U.S.C. §403  =  3(0  (5) 

Line  through  once,  without 
obliterating,  no  citation 
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are  pertinent  annotations. 
Otherwise,  non-responsive, 
classified  (b) (l)Sl.3(a) (4) 
and  (b)(3)50  U.S.G.§403> 
3(c)(5)and  (b)(3)  10  O.S.C., 
§425  (if  names  are  included) 
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Redaction  Guide  Notes 

1.  At  a  meeting  on  May  16. 1995  it  was  decided  that  ali  NRO  Government  Personnei 
and  all  contractpr  personnel  would  be  redacted. 

2.  Public  dornain  -  Page  189  of  the  FY  1993  Congressional  Budget  Justification  Book 
declassified  and  released  to  the  SSCI 

3.  Public  Domain  -  DNRO  Memo  with  attachments  to  Sen.  Dianne  Feinstein,  17  Aug  94 

4.  Derived  from  ''Implementation  Plan  for  Further  Decompartmentation  and  Declassification 
of  the  NRO",  dated  1 0  Apr  1 995  and  effective  24  Apr  1 995 

5.  Judgement  call  that  names  of  facilities  working  groups  on  Westfields  would  be 
releasable  unless  there  was  something  in  the  name  that  was  classified,  or  that  would  raise 
Operational  Security  (OPSEC)  concerns. 

6.  Derived  from  "Implementation  Plan  for  Further  Decompartmentation  and 
Deplassification  of  the  NRO",  dated  1 0  Apr  1 995  and  effective  24  Apr  1 995.  Each  item  will 
be  looked  at  to  determine  if  it  is  classified  or  warrants  a  (b)(3)  ekemiMion. 

7.  Public  Domain  ^  Page  250  of  the  FY  1992-1993  Congressional  Budget  Justification 
Book,  Vol  IV  as  redacted,  declassified  and  released  to  SSCI.  Release  limited  to  this 
wording. 

8.  Public  domain  -  DGI/SECDEF  memo  to  Sen  Boren,  26  Feb  1 990 

9.  Public  domain  -  Transcript  of  Proceedings  Before  the  Senate  Select  Committee  on 
Intelligence,  Briefing  on  NRO  Headquarters  Project,  Wednesday,  August  10, 1994,  page 
104 

10.  Public  domain  -  Stenographic  Minutes,  U.S.  House  of  Representative,  Permanent 
Select  Committee  on  intelligence.  Full  Committee  Hearing,  NRO  Headquarters  Fadlity, 
Thursday,  August  11, 1994,  page  30-31 . 

1 1 .  Public  Dortiain  -  Unclassified  "NRO  Collocation  Key  Events",  no  date 
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1 2.  Item  1 .3.1 ,  NRO  Classification  Guide,  Version  2.0, 9  Sep  1 994. 

1 3.  Derived  from  item  1 .3.2  NRO  Classification  Guide,  Version  2.0, 9  Sep  1 994 

1 4  Public  Domain  -  Transcript  of  Proceedings  Before  the  Senate  Select  Committee  on 
Intelligence,  Briefing  on  NRO  Headquarters  Project,  Wednesday,  August  10, 1994,  page 
71 

1 5.  Derived  from  item  1 .3.4  NRO  Classification  Guide,  Version  2.0, 9  Sep  1 994 

16.  Public  Domain  -  Stenographic  Minutes,  U.S.  House  of  Representatives,  Permanent 
Select  Committee  on  Intelligence,  Full  Committee  Hearing,  NRO  Headquarters  FaCiiity, 
Thursday,  August  11,1 994,  page  34-35. 

17.  Item  1.3.3  NRO  Classification  Guide,  Version  2.0, 9  Sep  1994 

18  Derived  from  "Implementation  Plan  for  Further  Decompartmentation  and 
D^assificat  on  of  the  NRO”,  dated  10  Apr  1995  and  effective  24  Apr  1995  page  1 1 .  Part 
II  para  C.  Also,  NRO/GC  informed  CIA/OGC  of  intentloh  to  use  403g  as  (b)(3)  statute  to 
protect  identity  and  location  of  interim  fadlities  (P,  Moffett  i-mail  28  Apr  95  16:10:44) 

19.  Judgement  call 

20.  Derived  from  item  6.1 .1  and  6.1 .3  NRO  Glassification  Guide,  Version  2.0, 9  Sep  1994 

21.  Derived  from  Item  6.1 .1  and  6.1 .3  NROCIassificationGuide,  Version  2.0, 9  Sep  1994. 
Ali),  NRO/GC  informed  CIA/OGC  of  intention  to  use  403g  as  (b)(3)  Statute  (P.  Moffett  E- 
mail  28  Apr  95 1 6: 1 0:44).  At  the  meeting  on  27  Apr  1 995,  a  discussion  of  the  potential  for 
an  act:  like  the  bombing  of  the  Federal  Building  in  Oklahoma  City  to  occur  with  the  NRO 
building  resulted  In  general  agreement  to  keep  internal  NRO  specific  details  from  being 
released.  Content  will  determine  which  exemptions  apply. 

22.  "As  built"  drawings  detail  the  actual  installation  of  equipment  and  may  be  different  than 
drawings  filed  with  the  County  of  Fairfax  and  available  in  the  public  domain.  These  "as 
builf  drawings  should  be  protected  since  they  reveal  specific  vulnerabilities  of  the  buildings. 
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.  23.  How  the  NRO  intends  to  utilize  the  installed  equipment  may  reveal  vulnerabilities  that 
need  to  be  protected  from  disclosure. 

24.  Since  building  permits  should  sdready  be  in  the  public  domain,  they  should  be 
releasable. 

25.  TBD.  May  reveal  vulnerabilities,  specific  uses  of  particular  areas,  or  some  other 
feature  that  may  require  protection. 

26.  Public  domain  -  Transcript  of  Proceedings  Before  the  Senate  Select  Committee  on 
Intelligence,  Briefing  on  NRO  Headquarters  Project,  Wednesday,  August  10, 1994,  page 
64 

27.  Public  domain  -  "Westfields  Project  Current  Costs"  chart  (2208F-94  SSCI) 
declassified  and  released  to  SSCI 

28^  Public  domain  -  'Total  Facility  Budget'  chart  (2208F-94  SSCI)  declassified  and 
released  to  SSCI 

29.  TBP 

30.  Public  domain  ^  Transcript  of  Proceedings  Before  the  Senate  Select  Committee  on 
Intelligence,  Briefing  on  NRO  Headquarters  Project,  Wednesday,  August  10, 1994,  page 
27,91-93 

31 .  Pubjic  domain  -  revealed  at  the  hearing  in  Birmingham,  Alabama,  20  April  1995 

32.  Derived  from  item  6.2.1, 6.2.2  NRO  Classification  Guide,  Version  2.0, 9  Sep  1994 

33.  Derived  from  "Implementation  Plan  for  Further  Decompartmentatjon  and 
Declassiftcation  of  the  NRO",  dated  1 0  Apr  1 995  and  effective  24  Apr  1 995  page  1 5,  Part 
ill,  B.2.a. 

34.  Derived  from  6.3.3  and  6.3.8  NRO  Classification  Guide,  Version  2.0, 9  Sep  1994 
Contract  clauses  that  are  indicative  of  how  tiie  NRO  does  business  and  may  reveal 
classified  or  sources  and  methods  information  will  require  exemption.  These  clauses  will 
be  identified  on  a  case-by-case  basis. 

35.  The  mere  existence  of  special  banking  mechanisms  is  releasable. 
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36.  Derived  from  6.3.3  and  6.3.8  NRO  Classification  Guide,  Version  2.0, 9  Sep  1994 

37.  Many  of  the  clauses  In  NRO  contracts  are  required  by  the  Federal  Acquisition 
Regulations  (FAR)  and  are  not  revealing  of  classified  information  or  sources  and  methods 
information.  These  are  releasable. 

38.  These  clauses  were  evaluated  as  not  requiring  exemption  and  are  included  In  this 
guide  to  document  this  decision. 

39.  If  there  Is  any  reason  to  protect  the  relationship  between  CISCO  and  their 
subcontractors,  CISCO  should  make  this  determination. 

40.  Public  domain  ^Transcript  of  Proceedings  Before  the  Senate  Select  Committee  on 
Intelligence,  Briefing  on  NRO  Headquarters  Project,  Wednesday,  August  10, 1994,  page 
92-93 

41.  Derived  from  6.3.1  NRO  Classification  Guide,  Version  2.0, 9  Sep  1994 

42.  Based  on  recollection  of  R.  Marsh  and  B.  MacDonald. 

43.  Input  from  NRO/GC.  Under  the  Clinton/Reno  policy,  the  government  is  no  longer 
being  given  the  benefit  of  the  doubt  regarding  (b)(6)  records.  Policy:  release  unless  we 
can  show  a  harm  that  would  result  from  release.  Because  source  selection  documents 
contain  a  lot  of  predeclsional,  deliberative,  opinion-like  statements,  and  a  lot  of  contractor 
information,  these  can  probably  be  heavily  redacted.  But  factual  information  must  be 
released.  Any  factual  information  that  pertains  to  contractors,  however,  must  bo 
coordinated  with  those  contractors  so  that  the  NRO  can  decide  whether  to  release  or 
redact  certain  information. 

44.  Must  be  reviewed  on  a  case-by-Case  basis  to  determine  which,  if  any,  exemption  is 
justified. 

46.  Derived  from  Item  8.1  and  8.6  NRO  Classification  Guide,  Version  2.0, 9  Sep  1994 

46.  Derived  from  item  8.4  NRO  Classification  Guide,  Version  2.0,  9  Sep  1994 

47.  Director,  Central  Imagery  Office  memo  dated  23  Feb  1995  and  approved  by  DCI  on 
23  Feb  1995 
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WASNZNO  NOTICB:  The  procedures  set  forth  in  this  plan  will  not  be 
divulged  or  Inplemented  until  ell  personnel  have  been  officially 
notified  and  fully  briefed  on  their  reBponslblllties, 


WARNING:  OTHER  THAN  APPENDIX  B,  THIS  DOCUMENT  MAY  NOT  BE 
USED  AS  A  SOURCE  FOR  DERIVATIVE  CLASSIFICATION. 
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EXECUTIVE  SUMMARY 


As  Deputy  Director  (DDNRO) ,  1  have  approved  a  concept  to  anno\mce 
National  Reconnaissemce  Office  (NRO)  launches  and  to  declassify  spe¬ 
cific  functional  and  administrative  information  relative  to  launch  of 
NRO  satellites.  The  first  stage  of  this  declassification  will  be  an 
aclcnowledgment  that  the  scheduled  December  1996  Vandenberg  AFB  (VAFB) 
Titan  IV  laxmch  carries  an  NRO  satellite.  Functional  auid  administrative 
launch  management  information  will  be  d^classif  ied  pn  1  March  1997 . 

This  plan  describes  the  process  for  acknowledging  NRO  sponsprship  of 
•satellites  being  integrated  2md  launched  auid  for  declassifying  or 
decompartmenting  most  office  of  Space  Launch  (OSL)  and  Oparating  Pivi- 
sion  4  (OD-4)  f\anctiona  -  permitting  most  government  and  contractor 
personnel  to  acknowledge  an  aff  iliation  with  NRO  lainich  in  a  less 
restrictive  environment.  It  also  declassifies  or  decompartments  launch 
communication  support  auid  OSL  facilities. 

There  will  be  no  changes  in  classification  policy  relative  to  technical 
dahh  and  intelligence  system  operations.  BYE  protection  of  current  and 
future  mission  capabilities,  sensitive  technologies,  amd  sensitive 
operations  locations  is  maintained-  And,  even  though  certain  activities 
such  as  launch  and  early  pn-orbit  operations,  command  and  control;  and 
health  and  status  will  be  evident,  the  NRO  will  observe  a  strict  'N6 
Comment'  policy  relative  to  mission  operations. 

Acknowledging  NRO  launch  and  further  declassification  of  the  NRO  OSL  is 
a  calculated  risk  management  decision  based  on  emalysis  of  present  and 
future  launch  operational  profiles,  open-source  information  availabil¬ 
ity,  NRO  mission  objectives  and  critical  capabilities,  and  the  on-going 
move  towards  more  openness  in  government. 

A  transition  period  between  the  December  launch  acknowledgment  and  full 
launch  declassification  will  allow  for  the  completion  of  appropriate 
education  amd  training,  both  NRO  internal  amd  external,  to  achieve 
effective  implementation.  The  fact  that  the  scheduled  December  1996 
VAFB  Titan  IV  laionch  caurries  an  NRO  satellite  will  be  declassified  con¬ 
current  with  the  launch,  currently  scheduled  for  18  December.  The 
effective  date  for  declassification  of  specified  functional  and  admin¬ 
istrative  information  is  1  March  1997. 

APPROVED  BY: 


Keith  R.  Hall 
Deputy  Director 


SECRET 

Page  4  of  76 


Handle  Via 
Channels  Only 


Approved  for  Release:  2018/12/21  C051 02024 


C05102024 


Approved  for  Release;  2018/12/21  C051 02024 


In^lementation  Plan 

-SECRET 

March  1,  1997 

NRO  Launch  Declassification 

PART  I  -  BASELINE 

...  . 


1.  Objective.  The  intent  o£  this  initiative  is  to  emnoxmce  most  present 
and  future  NRO  laxmches  and  to  declassify  specif  ic  functional  and 
administrative  information  relative  to  NRO  launch  activities. 

2.  Scope.  This  declassification  affects  all  NRO  offices,  directorates, 
eoid  contractors  involved  in  euid  supporting  integration  and  lavinch  of 
1^0  satellites.  OSL  and  0D^4  sites  and  personnel  identified  in  this  pleui 
will  be  declassified  or  decompartment ed,  euid  will  follow  inqplementation 
procedures.  Other  NRO  Directorates  and  offices  will  provide  support  and 
services  needed  to  ensure  an  efficient  in^lementation.  Non-NRO  agencies 
2uid  personnel  that  support  the  NRO  .launch  process  (e.g.  CIA,  CMO,  DOC, 
DOS,  DOT,  JCS,  SAP,  NASA,  NIMA,  NSA,  AFSPACE,  SMC,  and  DIA)  will  be 
informed  of  the  action  and  involved  in  implementation  as  necessary. 

3.  Criteria. 

a.  The  fact  of  certain  NRO  launches  will  be  officially  released. 

b.  The  OSL  must  be  able  to  openly  function  as  the  NRO  lavinch  agent. 

c.  The  Onizuha  (OAS)  sited  NRO  assets  will  not  be  identified  M  NRO. 
OD-4  will  openly  support  NRO  laxinches  but  will  not  be  openly  identified 
as  part  of  the  NRO.  OD-4  may  be  acknowledged  as  am  NRO  element  at.  the 
collateral  SECRET  level. 

d.  The  Information  TechhpiogV  Group  (ITG)  affiliation  with  the  NRO 
will  remain  protected;  however,  support  to  NRO  launch  may  be  acknowl¬ 
edged  . 

e.  Satellite  mission,  technical  data,  intelligence  system  operations 
data,  euid  past  launch  activities  will  remain  classif  ied  and  compart- 
mented . 

f.  The  edjility  to  conceal  appropriate  technology,  organizations,  and 
operations,  euad  to  preserve  cover  arrangements  consistent  with  sources 
euid  methods  techniques  will  be  maintained. 

g.  OPSEC  or  similar  measures  will  be  taken  to  minimize  publicity  auid/ 
or  the  operational  profile  of  NRO  lavinch-related  facilities,  personnel, 
operations,  and  activities. 

h.  NRO  launch  declassification  niiist  be  based  on  a  plausible,  easily 
understood,  cuid  executable  concept. 
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Part  II  -  APPROACH 


1.  General. 

a.  NRO  launch  declassification  will  occur  in  two  stages. 

1)  Concurrent  with  the  December  1996  VAFB  TitcUi  IV  launch.  Stage  I 
will  declassify  and  release  the  fact  that  the  launch  carries  w  NRO  sat¬ 
ellite.  All  other  launch  related  information  including  organizations, 
personnel,  amd  locations  remains  classified.  The  satellite's  intelli¬ 
gence  mission,  technical  data,  operational  intelligence  data,  tasking, 

data  collection,  downlinks,  operational  data,  data  processing, _ 

_  remain  classified  £uid  compartmented,  as  appropri¬ 
ate. 

2)  Stage  II  will  declassify  the  fact  that  Cape  Cemaveral  Air  Sta¬ 
tion  (GCAS)  smd  Onizi^a  (OAS)  ,  as  well  as  VAFB,  support  NRO  integration 
and  launch.  Certain  details  relating  to  the  OBL,  including  personnel,, 
facilities,  ^d  contracts  at  Los  Angeles  AFB  (LAAFB) ,  VAFB,  and  CCAS 
will  also  be  declassified.  Certain  details  relating  to  OD-4,  including 
personnel,  facilities,  and  contracts  at  QAS  will  be  dfecpmpartmented . 


b.  A  transition  period  between  Stage  I  and  Stage  II  will  allow  for 
the  conpletion  of  appropriate  education  and  training,  both  NRO  inbernnl 
and  external,  to  achieve  effective  implementation. 

2.  Classification  Concept . 

a.  The  classification  tables  in  App«nidix  B  (on  page  24)  provide 
interim  guidaunce  until  appropriate  classif  ication  guidance  is  imple¬ 
mented.  In  the  event  of  a  conflict,  this  plein  takes  precedence  oyer  the 
currently  approved  NRO  Security  Classif  ication  Guide  (SCG) ,  Program 
SGGs,  and  Air  Force  program  (AFP)  SCGs.  Many  classif  ication  policy' 
decisions  are  TBD,  however,  /^pendix  B  should  provide  a  framework  that 
is  adequate  to  address  most  situations  and  aid  in  identifying  those 
areas  where  additional  guidance  is  needed. 

b.  Integration  cuid  operations  information  that  is  currently  classi¬ 
fied  due  to  'content'  and  not  because  of  association  will  remain  clas¬ 
sified  unless  specifically  identified  for  change  in  the  classification 
ted>le  in  Appendix  B. 

c.  Integration  and  operations  information  that  is  ONLY  classified 
because  of  NRO,  SAF/SP,  or  other  organizational  association  (i.e.  giiid- 
euice  states  'unclassified  when  not  associated  with')  will  be  evaluated 
and  decompartmented/declassified  with  the  objective  of  ensuring  the  NRO 
-  SAF/SP  association  is  protected. 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 
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3 .  Orgaftiwtlon  • 

a.  Effective  1  March  1997,  the  OSL  Deputy  Director  (DD/OSL)  position 
will  be  declassified  emd  added  to  the  released  MRO  organization  chart. 

b.  Effective  1  March  1997,  the  entire  OSL  structure  will  be  declassi¬ 
fied  but  not  added  to  the  released  iffiO  organization  chart.  Though  not 
released  this  information  is  permitted  to  become  known  through  daily 
operations  and  correspondence . 


1)  SMC/CLX  euid  SMC/ IMO .launch  related  organization,  structure, 
functions ,  responsibilities,  contracts,  obligations,  budgets,  etc,  will 


,  transition  to  the  NRO  OSL. 

_ 

CLX  or  IMO  functions,  contracts,  etc.  that  are 

unclassified  will  remain  so.  Functions,  contracts,  etc.  t^t  are  clas¬ 
sified  will  remain  so.  Contracts  will  be  evaluated  for  possible  re^ 
classification  upon  re-issue  or  modi  f  i  cat  ion. 


2)  OD-4  organization,  structure,  functions,  responsibilities,  etc. 
will  be  identified  as  NRO  at  a  Secret  collater.ai  cl4Ssi£i0atioh  level. 
op-4  suppott  for  NRO  launch  and  on-orbit  command  emd  control  functions 
will  be  declassified.  This  information  will  NOT  be  released  at  the  1 
Majch  1997  effective  date  but  is  permitted  to  become  known  through  daily 
operations  and  correspondence. 

3)  ITG  organization,  structure,  functions,  responsibilities,  etc. 
providing  communications  support  to  the  OSL  euid  OD-4  will  remain 
unchanged.  ITG  Detachments  at  each  lOcatiOh  will  not  be  declassif  ied 
but  niay  acknowledge  support  of  NRO  launch  and/or  mission.  This  informa¬ 
tion  will  NOT  be  released  at  the  1  March  1997  effective  date  but  is  per-' 
mitted  to  become  Imown  through  daily  operations  and  correspondence. 

c.  Functions  and  offices  that  co-use  or  are;,  sited  with  OSL  or  OD-4 
units  will  be  evaluated  for  classif  ication  on  a  case-by-case  basis, 
with  decisions  being  based  on  parent  organization  directions  and  inple- 
mentation  processes.. 

4.  Personnel. 

a.  Effective  1  March  1997,  NRO  government  personnel  assigned  to 
LAAFB,  CCAS,  and  VAFB,  except  those  assigned  to  specifically  exempt 
elements  (see  Paft  III  paragraph  2.d.,  page  11),  may  acknowledge  their 
NRO  affiliation  for  official  purposes.  NRQ  government  personnel 
assigned  to  OD-4  at  OAS  may  acknowledge  their  NRO  affiliation  at  a 
SECRET  Collateral  level. 

b.  Effective  1  March  1997 «  support  contractors  may  acknowledge  their 
affiliation  and  NRO  support  in  a  manner/degree  consistent  with  corpo- 


SKCFBT 

Page  7  of  76 


Handle  Via 
RYBMW 

Channels  Only 


Approved  for  Release;  2018/12/21  C051 02024 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


C05102024 


Approved  for  Release:  2018/12/21  C051 02024 


Inplementation  Plan 

-SECRET- 

March  1,  1997 

NRO  Launch  Declassification 

rate  cuid  NRO  contract  relationship  policy,  their  contracting  instrument 
auid  as  it  appears  oh  uhclasdlf  ied  OSL  or  OD-4  organization  charts  and 
mission  statements. 


c.  The  names  of  personnel  declassified  under  this  action  will  not  be 
released  at  the  1  March  1997  effective  date  but  are  permitted  to  become 
knoym  through  daily  operations  and  correspondence.  NO  personnel  declas¬ 
sified  under  this  action  (other  them  the  DD/OSL)  will  be  officially 
identified  as  x)ccupvina  a  specific  NRO  organizational  position. _ 

(b)(1) 

(b)(3) 


e.  Individuals  who  are  no  longer  supporting  the  NRO  as  of  1  March 
1997  are  not  included  in  this  declassification  effort. 

5.  Facilities.  Effective  1  March  1997,  the.  association  of  the  NRO  with 
specified  NRO  memaged  or  occupied  facilities  at  LAAFB,  CCAS,  and  VAFB 
will  be  declassified.  The  association  of  the  NRO  with  specified  NRO  man¬ 
aged  or  occupied  facilities  at  OAS  will  be  decompartmented  to  Secret 
collateral.  This  information  will  NOT  be  released  at  the  1  March  1997 
effective  date  but  is  permitted  to  become  Icnown  through  daily  opera¬ 
tions  and  correspondence. 

6 .  Operating  Sltas/Zaocatlona . 

a.  Effective  l  March  1997,  the  fact  that  the  NRO  has  personnel, 
facilities,  and/or  assets  stationed  at  LAAFB,  CCAS,  emd  VAFB  will  be 
declassified.  Effective  1  March  1997,  the  fact  that  the  NRO  has  person¬ 
nel,  facilities,  and/or  assets  stationed  at  OAS  will  be  decompartmented 
to  Secret  collateral.  Although  NOT  released  at  the  l  March  1997  effec¬ 
tive  date  declassified  information  is  permitted  to  become  known  through 
daily  operations  and  correspondence. 

b.  Effective  1  March  1997,  the  fact  that  NRO  assets  will  be  located 
at  Falcon  APS,  CO  will  be  decompartmented. 

c.  All  other  MGS  emd  sensitive  sites/operations  locations  remain  com¬ 
partment  ed  . 
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PART  lil  »  II^LENEMTATZON  GUIDANCE 


1.  ClaaBlficatlon  Policy. 

a.  the  only  information  declassified  concurrent  with  the  scheduled 
December  1996  Vandenberg  AFB  titeui  IV  launch  is  the  fact  that  the  launch 
carries  eui  NRO  satellite.  Note:  this  information  was  declassified  on  18 
Dec  96  by  the  Deputy  Director's  Note  30  and  in  conjunction  with  the  NRO/ 
PA  (sic)  generated  press  package.  See  Appendix  F  (on  page  47) 

b.  Specified  ftuictional  smd  administrative  information  becomes  col¬ 
lateral  SECREt  effective  with  approval  of  this  pleui.  Affected  informa¬ 
tion  is  identified  in  the  classification  tadsle  in  Appendix  B  (on 
page  24)  .  other  than  specif  ic  personnel  responsible  for  brief  ing  or 
training  non-NRO  personnel,  this  information  will  continue  to  be 
treated  euid  handled  as  SECRET  BVE  until  it  becomes  unclassif  ied  or 
decon^artmented  concurrent  with  full  implementation  on  1  March  1997. 

c.  Personnel  who  interface  with  launch  support  orgeuii rations  may 
become  aware  of  or  exposed  to  speculations  related  to  NRO  functions  eihd 
operations  as  a  result  of  the  December  1996  Vandenberg  AFB  Titeui  IV 
launch  acknowledgment.  Individuals  should  not  comment  nor  become 
involved  in  confirming  nor  denying  any  speculations.  However,  if  con¬ 
fronted  prior  to  the  1  March  1997  effective  date,  individuals  may 
acknowledge  their  NRO  affiliation  under  guidelines  in  paragraphs  2  euid 
3  below. 


(b)(1) 

(b)(3) 


Approved  for  Release:  2018/12/21  C051 02024 


2 .  Organisation . 

a.  Declassifloatlon  Scope. 

1)  Effective  1  March  1997,  the  unclassified  NRO  organization  chart 
is  revised  to  acknowledge  the  DD/OSL  position  and  incumbent. 

2)  Effective  1  March  1997,  the  entire  OSL  structure  will  be 
.declassified  but  not  added  to  the  released  NRO  organization  chart.  The 
personnel,  organizations,  missions,  emd  functions  of  elements  declassi¬ 
fied  under  this  action  will  NOT  be  released  at  the  1  March  1997  effec¬ 
tive  date  but  may  be  acknowledged,  as  necessary,  in  the  normal  course  of 
business.  This  meeuis  these  elements  will  become  known  as  NRO  assets 
through  daily  operations,  activities,  relationships,  eUid  correspon¬ 
dence.  See  Appendix  C  (on  page  33)  and  Appendix  D  (on  page  38)  for  the 
unclassified  organization  charts  and  mission  euid  function  statements. 
"Figure  E.l.  A<Ministrative  Cheuiges"  on  page  42,  graphically  summarizes 
these  changes . 

3)  Effective  1  March  1997,  the  OD-4 

I  organization  will  be  decoirpartmented  to  the  Secret 
collateral  level.  See  i^pendix  C  (on  page  33)  and  Appendix  D  (on 
page  38)  for  the  unclassified  organization  charts  and  mission  and  func¬ 
tion  statements.  "Figure  E.l.  Administrative  Changes*  on  page  42, 
graphically  summarizes  these  chcuiges. 

4)  Effective  1  March  1997,  the  TTG  Detachments  located  at  LAAFB, 
CCAS,  VAFB,  and  OAS  may  acknowledge  that  they  support  the  NRO  and  the 
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NRO  launch  process.  The  fact  that  the  Detachments  occupy  space  in  NRO 
managed  facilities  may  be  acknowledged  but  should  not  be  highlighted. 
ITQ  personnel  are  reminded  that  the  AF  Coimn  Element  cover  story  remains 
in  place  and  that  they  are  AF  Comm  personnel  assigned  to  support  the  NFO 
-  only  one  of  ITG's  mauiy  customers. 

.5)  Unclassified  organization  structure,  with  personnel  names,  is 
For  Official  Use  Only  (FOUO)  euid  may  be  made  available  upon  request  to 
those  who  officially  interact  with  the  NRO.  See  Appendix  C  and  Appendix 
D  for  the  unclassif  ied  orgeuiization  charts  and  mission  and  function 
statements . 

6)  The  NRO  Office  of  Cotporate  Communications  staff  will  use  the 
material  in  Appendix  C,  NITHOUT  personnel  names,  and  i^pendix  D  to 
reSpohd  to  inquiries  from  the  pi;d3lic. 

b.  Officially  Released  Elements.  Effective  1  March  1997,  the  DO/OSL 
office  will  be  included  on  the  NRO  organizational  chart  and  may  func¬ 
tion,  operate,  and  correspond  as  an  NRO  asset. 

c .  Declassified  Elements 

1)  General.  Orgamizational  elements  and  personnel  currently 

assigned  to  SAF/SP  elements  declassified  under  this  action  will  transi'^ 
tion  to  SAF/SL,  SAF/SO,  SAF/ST,  orj  | Unless  noted  below,  existing 

operating  location  designations  (i.e.  Ob  QPS,  OL  VNBG)  will  continue, 
though  may  be  restructured.  These  offices  are  NOT  included  on  the  NRO 
organizational  chart  and  will  continue  to  function,  operate,  and  corre¬ 
spond  as  identified.  Correspondence  will  normally  be  on  OSAF  letter¬ 
head.  Although  SAF/SL  is  the  office  of  assignment  for  USAF  persoiuiel,  it 
is  not  and  will  not  be  used  as  the  operational  off  ice  designator.  SMC/ 
CLX  and  SMC/IMO  will  functionally  cease  operations  although  they  will 
hot  formally  'stand-down' .  Memoranda  of  Agreement  will  be  reaccom¬ 
plished  as  SAF/SL  units  vice  SAF/SP  units. 

2)  unclassified.  Effective  1  March  1997,  the  existence  of  euid 
relationship  of  the  NRO  with  the  follov/ing  elements  and  operational 
activities  become  unclassif  ied. 

a)  LAAFB 

(1)  Launch  Program  Off  ice  (LPO)  (formerly  SMC/CLX  or  SMC/IMO) 

Note:  Fact  that  ITG  support  the  NRO  auid  the  NRO  launch  pro¬ 
cess  may  be  acknowledged;  however,  ITG's  NRO  aff  illation  remains  com¬ 
partment  ed  . 

b)  CCAS 
(l)OL  QPS 

Note:  Fact  that  ITG  provides  communications  support  to  the 
NRO  launch  process  may  be  acknowledged;  however,  ITG's  NRO  affiliation 
remains  compartmented. 

c)  VAFB 
(l)OL  VNBG 

Note:  Fact  that  ITG  provides  communications  support  to  the 
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NRO  launch  process  may  be  acknowledged;  however,  iTG's  IfRO  affiliation 
remains  compartmented. 


d)  OAS  -  none 


Note:  Fact  that  OD-4  and  ITG  support  the  NRO  and  the  NRO 
launch  process  may  be  acknowledged;  however,  the  OD  and  ITG  NRO  affili¬ 
ation  remains  compartmented. 

3)  Non-MRO.  Association  of  the  NRO  with  the  following  offices  that 
are  not  part  of  the  NRO  but  are  located  at  or  use  NRO  sponsored  facili¬ 
ties  at  tiAAFB,  CCAS,  VAFB,  or  OAS  become  unclassified.  Depending  upon 
parent  organization  direction,  personnel  assigned  to  these  offices  may 
aclmowledge  the  fact  their  office  is  located  in  the  same  building  as  an 
NRO  office. 

a)  LAAFB 

(1)  National  Imagery  and  Mapping  Agency  (NIMA,  formerly  DDPO) 

(2)  Space  Applications  Program  Office  (SAPO) 

(3) MILSATCOM  Joint  Program  Office 

b)  CGAS-  none 


c)  VAFB-  none 

d)  OAS-  none 

d..  Classified  Blaments. 


1)  Collateral.  Personnel,  organizations,  missions,  and  functions 
of  the  following  NRO  elements  located  at  LAAFB,  CGAS,  VAFB,  and  OAS 
remain  classified  but  are  decompartmented  to  SECRET  collateral.  Person¬ 
nel  currently  assigned  to  SAF/SP  in  these  elements  will  transition  to 
SAF/SL,  SAF/SO,  SAF/ST, I  | 

All  government  personnel/positions  will  be  appropriately  annotated  in 
MS&O/HRMG  records.  See  classification  guidance  in  Appendix  B  (on 
page  24)  . 

a)  LAAFB  -  none 

b)  CCAS  -  none 


c)  VAFB  -  none 

d)  OAS 

(1) 00-4 

(2)  OD-4  Comm  Support 


2)  Canpartmantad..  Personnel,  orgeinizations,  missions,  euid  f\mc- 
tions  of  the  following  NRO  organizational  elements  located  at  LAAFB, 
CCAS,  VAFB,  and  OAS  remain  classified  and  compartmented.  Personnel  cur¬ 
rently  assigned  to  SAF/SP  in  these  element s 

All  government  personnel/posi- 

tions  retaining  classification  will  be  appropriately  eumotated  in  MS&O/ 
HRMG  records.  Managers,  in  conjunction  with  HRMG,  are  responsible  for 
informing  their  incumbents  and/or  incoming  personnel  of  the  classified/ 
unclassified  position  Status.  The  process  for  identifying  positions 
will  be  Goit^leted  by  the  1  March  1997  effective  date.  See  classification 
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guideuice  in  Appendix  B  (on  page  24)  . 

a)  LAAFB 

(1)  Document  Control  functions 

(2) ITG  Detachment  9  (Det  9) 

(3)  Los  Angeles  Operations  Security  Support  Office  (LAOSSO) 
(.4)MS&0  Coxirier  functions 

(5) OSA 

(6)  West  Coast  Security  Center  (WSC) 

b)  CCAS 

(l)ITG  Detachment  5  (Det  5) 

c)  VAFB 

(1) ITG  Detachment  1  (Det  1) 

(2)  Mobile  Communications  (MCOM) 

d)  OAS 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


d)  OAS-  none 


(l)ITG  Detachment  7  (Det  7) 

Note  :| 

3)  Non-NRO.  Association  of  the  NBO  with  the  following  offices  that 
are  not  part  of  the  KRO  but  are  located  at  or  use  NRO  sponsored  facili¬ 
ties  at  LAAFB,  CCAS,  VAFB,  or  OAS  remains  classified  and/or  compart - 
mented.  Saa  parant  organization  for  diraction  on  degraa  of  association 
acknowledgmant . 

a)  LAAFB-  none 

_ b)  CCAS  _ _ 


c)  VAFB-  none 
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3 .  Parsonnel . 
a.  OoverniMat. 

1)  Assigned  Blomsnt.  All  SAF/SP  personnel  and  el’emants  will  be 
transferred  to  other  OSAF  elements.  OSL  personnel  assigned  to  SAF/SP 
elements  at  LAAFB,  CCAS,  cuid  VAFB  and  that  are  declassified  under  this 
action  will  administratively  treuisfer  to  SAF/SL.  Personnel  assigned  to 
SAF/SP  elements  at  LAAFB,  CCAS,  and  VAFB  that  remain  classified  and  non- 


OSL  personnel  will  administratively  tremsfer  td 


br  SAF/ST  with 


OSL  BAF/gP  personnel  assigned  to  OD-4/ 


DL  will'  administratively  transfer  to  SAF/SL 

All  other  SAF/SP  personnel  assigned  to  OAS  OD-4  will  adlin^ 


i strati vely  treuisf af  to  SJ^/SO 


_ oa. _ anr  /  j  i 

_ 1 

or 

SAF/SO 

"Figure  E.l.  Administra- 
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tive  Chamges”  on  page  42,  graphically  sumnmrizes  these  changes.  ITOMG 
will  establish  office  assignment  codes  and  general  procedures  to  prop¬ 
erly  annotate  all  career  briefs,  evaluations,  unit  manning  doOutnentS, 
etc.,  in  order  to  accurately  reflect  NRO  affiliation. 


(b)(1) 

(b)(3) 


2)  iniid  Affiliation. 


a)  Official  Contacts.  In  genei^al,  NRO  government  persoimel  at 
LAAFB,  CCAS,  and  VAFR,  except  for  those  assigned  to  elements  that  remain 
classified^  may  acknowledge  that  they  are  assigned  to/aff  -iliated  with 
the  NRO.  NRO  government  personnel  at  OAS  may  acknowledge  that  they  sup¬ 
port  the  NRO . in  an  FOUO  environment  euid  may  state  they  are  assigned  to 
the  NRO  in  a  SECRET  collateral  environment.  IT6  personnel  may  state  that 
they  are  part  of  an  AF  Comm  element  assigned  to  Support  the  NRO.  Person¬ 
nel  may  also  state  they,  support  the  NRO  in  a  m2umer/degree  as  it  appears 
on  the  \mclas8ified  organizatipn  charts  and  tp  the  extent  described  in 
unclassified  mission  statements.  Additionally,  personnel  may  acknowl¬ 
edge  the  generic  nature  of  their  work,  e,g.,  analyst,  inte$ratPr,  engi¬ 
neer,  secretary,  security  officer,  etc.  Such  disclosures  shall  not 
confirm  the  existence  of  an  NRO  classified  and/or  eon^artmented 
project,  information,  technology,  application,  or  operations  facility. 
See  Appendix  C  and  Appendix  D  for  the  unclassified  organization,  mis¬ 
sion,  and  function  statements.  Also  see  Appendix  H  (on  page  63)  for 
Questions  and  Answers  with  additional  guidance  on  how  personnel  may 
identify  themselves  in  various  situations. 

b)  xniofflclal  Contacts.  Personnel  whose  affiliation  with  the 

NRO  has  been  declassified  may  choose  to  disclose  their  affiliation  to 
family >  close  friends,  and  neighbors  based  on  a  personal  need-to-know  . 
judgment.  This  acknowledgment  must  not  inadvertently  reveal  classified 
or  co^artmented  information  or  relationships  with  other  'personnel 
whose  NRO  affiliation  has  not  been  declassified-  Likewise,  personnel 
Should  not  acknowledge  their  NRO  affiliation  gratuitously  in  response 
to  casual  social  or  other  inquiries,  and  are  urged  not  to  make  indis¬ 
criminate  admissions  of  NRO  affiliation.  The  first  response  to  any 
social  inquiry  edsout  a  person's  place  of  enployment  should  be  the 
en5>lbying  organization,  i.e.|  |NR0 

affiliation  will  not  be  acknowledged  during  personal  travel  and  other 
similar  outside  activities.  Personnel  imiSt  also  be  aware  that,  by  their 
own  admission  of  NRO  af f  iliation,  TOY  travel  to  domestic  or  foreign 
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locations  could  reveal  those  locations  to  friends  and  family  as  NRO. 
Travel  to  covert  destinations  must  be  protected  appropriately.  See 
Appendix  H  for  Questions  and  Answers  with  additional  ^idance  on  how 
personnel  may  identify  themselves  in  various  situations, 

c)  NRO  Logo-ed  Items.  Persoimel  assigned  to  elements  that 
remain  classified  are  NOT  authorized  to  publicly  wear  or  display  NRO 
logo-ed  items  (e.g,  T-shirts,  mugs,  notebooks) .  Personnei  assigned  to 
elements  that  become  unclassified  bn  1  March  1997  may  wear  or  display 
NRO  logO-ed  items.  Operating  location  designations  (i.e.  LPO,  OL  QPS, 

OL  VNBG,  OD-4)  will  be  used  as  organization  identifiers  in  intrantural- 
like  activities.' 

3)  Office  of  ^signment.  Organizational  positions  will  NOT  be 
released  at  the  1  March  1997  effective  date  but  may  be  used  in  the  nor¬ 
mal  course  of  business.  This  means  personnel  assigned  to  Unclassified 
elements  will  become  known  as  NRO  assets  through  daily  operations, 
activities,  relationships,  cuid  correspondence.  See  Appendix  H  (On 
page  63)  -  Question  euid  Answer  Supplement  for  additional  guideuice  on 
how  personnel  may  identify  themselves  in  various  situations. 


5)  Performance  Reports /Asslgnmenc  HistOty.  Military  euid  civilian 
personnel  whose  support  to  the  NRO  has  been  declassified  may  have  their 
NRO  support  reflected  within  their  \niclasSif ied  assignment  histories 
and  their  performance  evaluations  after  the  effective  date  of  1  March 
1997.  Care  must  be  taken  to  ensure  that  descriptions  do  not  reveal 
information  about  classified  NRO  locations,  information,  technology, 
capabilities,  or  applications.  Aff  illation  and  roles  may  be  acknowl¬ 
edged  consistent  with  unclassif ied  functional  element-  mission  state¬ 
ments.  Individuals  who  are  no  longer  supporting  the  NRO  as  of  1  March 
1997  are  NOT  included  in  this  declasslf  ication  effort. 

6)  Resumes.  Starting  1  March  1997,  affiliation  with  the  NRO  may  be 
stated  on  resumes  for  those  government  personnel  whose  support  has  been 
declassified  as  long  as  classified  information  is  not  revealed.  Assign¬ 
ment  histories  euid  resume  entries  covering  periods  that  start  before 
the  effective  date  of  1  Marbh  1997  will  NOT  show  NRO  affiliation  euid 
support  even  if  the  individuals'  functions  have  not  changed  and  were  in 
support  of  launch  activities.  Care  must  be  taken  to  ensure  that  skill 
wd  fimction  descriptions  do  not  reveal  information  eibout  classif  ied 
NRO  locations',  information,  technologies,  capabilities,  or  applica- 
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tions.  Individuals  who  are  no  longer  supporting  the  NRO  as  of  1  March 
1997  may  NOT  identify  NRO  affiliation  on  assignment  histories  euid 
resume  entries. 

b.  Contractors. 

1)  NRO  Affiliation.  Pending  review  and  approval,  and  consistent 
with  NRO  eUid  corporate  policies,  contractor  personnel  en^)loyed  on 
existing  unclassified  SMC/CLX  or  SMC/IMO  contracts  may  aciqiowledge 
their  affiliation  with  the  NRo  or  support  to  the  NRO,  to  include  being 
known  as  an  "NRO  laxinch  support  contractor" *  after  the  effective  date  of 
1.  March  1997.  Appendix  G  (on  page  60)  lists  contracts  that  will  allow 
contractors  to  acknowledge  eui  NRO  aff  illation.  The  NRO  will  NOT 
annoimCe  euny  declassified  contractor  affiliations,  but  may  acknowledge 
the  affiliation  once  the  company  in  question  has  announced  it.  Contrac¬ 
tor  personnel  on  instruments  that  are  NOT  declassified  will  contact 
their  Contracting  Officer  prior  to  acknowledging  their  NRO  association. 
Consistent  with  NRO  and  corporate  policies,  contractor  personnel 
employed  on  existing  vinclassified  OD-4  contracts  may  acknowledge  their 
NRO  affiliation  at  the  collateral  SECRET  level.  Acknowledgment  will  be 
in  a  manner/degree  consistent  with  the  contracting  instrument  and  as  it 
appears  on  unclassified  NRO  organization  charts  and  mission  statements. 
Additionally,  contractor  personnel  may  acknowledge  the  generic  nature 
of  their  NRp  related  work,  e.g.,  analyst,  integration,  engineer,  secre¬ 
tary,  security  officer,  etc.  Care  must  be  taken  to  ensure  disclosures  do 
not  reveal  classified  NRO  locations,  information,  technologies,  capa¬ 
bilities,  or  applications.  Contractors  who  are  no  longer  supporting  the 
NRO  as  pf  1  March  1997  are  NOT  included  in  this  declassif icatipn  effort. 

2)  Perfozmance  Reports/Assignaent  Blstory.  Contractor  assignment 
hiatories  smd  performance  evaluations  may  NOT  show  NRO  aff  iliation. 

3)  Resumes.  Contractors  are  NOT  permitted  to  identify  NRO  affilia¬ 
tion  or  support  on  resumes,  cover  letters,  or  job  applications.  As  long 
as  classified  information  is  not  revealed^  contractor  personnel  may 
make  statements  concerning  the  generic  nature  of  their  NRO  related 
work,  e.g.,  analyst,  integration,  engineer,  secretary,  courier,  secu¬ 
rity  officer,  etc.  in  a  nanner/degree  consistent  with  their  contracting 
instrument  and  as  it  appears  on  unclassif  ied  organization  chart  euid 
mission  statements. 

4)  Correspondence.  SETA  or  CAAS  contractors  located  in  government 
facilities  may  utilize  the  same  correspondence  (unclassified  official 
mail)  and  courier  (classified  documents)  addresses  as  their  government 
sponsor . 

c.  Protocol  and  Senior  Nanagemant  Visits.  The  site  comnander  will 
determine  protocol  procedures  on  a  case^by-case  basis  for  senior  NRO  or 
contractor  management  visits  to  LAAFB,  CCAS,  VAF'B,  or  OAS.  The  host  base 
or  location  may  acknowledge  the  VIP  presence  to  the  extent  the  operating 
location  or  site  is  acknowledged  ^d  to  the  extent  the  individual's 
relationship  with  the  NRO  is  acicnowledged. 

d.  Former  Personnel .  Only  those  government  and  contractor  personnel 
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.who  are  assigned  to  the  positions  supporting  the  NRO  as  of  1  March  1997 
may  be  declassified.  Individuals  whose  orgeuiization  of  record  (SAF/SP, 
SAF/SS,  SAF/ST)  does  NOT  ch2uige  as  part  of  declassification,  or  who  are 
no  longer  supporting  the  NRO  as  of  1  March  1997,  are  not  included  in 
this  declassification  effort.  Exceptions  will  be  mcuiaged  through  the 
DNRO  on  a  case-by-case  basis. 

4.  Facilities. 

a.  Nestfields.  The  fact  that  the  OSL  HQ  is  in  Hestfields  is  imclassi- 
fied  and  acknowledged. 

b.  lAAFB,  GCAS,  and  VAFB. 

1)  Effective  1  March  1997,  most  NRO  managed  or  occupied  facilities 
at  lAAFB,  CCAB,  and  VAFB  will  be  declassif  led.  The  following  NRO  spon¬ 
sored  Sensitive  Compartmented  Information  Facilities  (SCIF)  remain 
classified-  Facilities  are  listed  as  part  of  the  classification  tables 
in  Appendix  B  (on  page  24) .  See  that  appendix  for  classification  guid- 
^ce  on  facility  relationships. 

a)  LAAFB  -  none 

b)  CGAS 

(l)McDonnel  Douglas  Astronautics  SCiF  (Titusville,  FL) 

c)  VAFB 

(1) LM  Federal  Systems  SCIF  (Santa  Maria,  CA) 

(2) NR.L  Facility,  Bldg  660. 

2)  Location  of  a  declassified  facility  is  For  Official  Use  Only 
and  will  NOT  be  released  at  the  1  March  1997  effective  date  but  may  be 
identified  in  the  normal  course  of  business.  This  means  NRO  used  facil¬ 
ities  will  become  known  as  NRO  assets  through  daily  operations,  activi¬ 
ties,  relationships,  amd  correspondence. 

3)  Personnel  working  in  facilities  at  the  time  of  declassification 
must  exercise  good  judgment  in  acknowledging  their  actual  work  location 
in  6U1  unclassified  setting.  Disclosure  of  the  actual  location  of  OSL 
facilities  should  be  judged  on  a  need-to-know  basis. 

c.  OAS.  Effective  1  March  1997,  OAS  HRO  managed  or  occupied  facili¬ 
ties  will  be  decompartmented  but  remain  SECRET  collateral  when  identi¬ 
fied  as  NRO. 


5 .  Administrative  ArrangoientB  . 

a.  Massage  Traffic.  The  preferred  routing  for  message  traffic  contin- 
V  ues  to  be  via  Special  Operations  Consnunications  (SOGOMM) ;  the  NRO  Spe¬ 
cial  Security  Office  (SSO) ;  emd  the  NRO  government  and  contractor  wide- 
area  networks  (GWAN  &  CWAN) .  Administrative  traffic  from  other  Intelli¬ 
gence  Community  activities  which  do  .not  have  access  to  SOCOMM  may  be 
transmitted  via  the  Defense  Special  Security  Communications  Systems 
(DSSCS)  using  routing  instructions  to  be  provided  by  the  Comminicatiohs 
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Office,  or  via  the  Intelligence  Community  E-mail  (ICE)  system.  General 
Service  (G^SER)  messages  will  use  routing  addresses  provided  in  Appen¬ 
dix  E  (on  page  41) . 

b .  Telephones/Facslmlla/B-lCall/Intexiiet . 

1)  The  NRO's  secure  red  phone  system  and  the  STU-III  voice  phones 
remain  the  preferred  telephone  system  for  all  official  calls,  whether 
classified  or  unclassified.  Telephone  euiswering  procedures  remain 
unchanged . 


2)  Classified  and  sensitive  as  well  as  compartmented  information 
will  continue  to  be  transmitted  over  a  secure  facsimile.  E-mail  and  fac¬ 
similes  between  unclassified  locations  will  no  longer  need  to  be  clas¬ 
sified  of  handled  as  classif  ied  singly  because  of  NRO  association. 
Unclassified  e-mail  messages  and  facsimiles  to  or  between  classif  ied 
facilities  will  be  appropriately  classified  and  protected. 


(b)(1) 

(b)(3) 


3)  Personnel  may  continue  to  use  existing  imclassified  e-mail  sys¬ 
tems  or  Internet  accoimt  addresses.  Use  remains  unclassified  as  long  as 
the  routing  indicator  does  not  reveal  classified  information. 


4)  Do  not  enter  classified  or  For  Official  Use  Only  information  on 
the  Internet  or  in  the  local  unclassif  ied  e-mail  systems.  Good  OPSEC 
practices  must  be  followed. 


c. .  Courier.  The  NRO  courier  system  or  the  Defense  Courier  Service 
remain  the  preferred  method  of  transporting  documentation. 

d.  Correspondence.  Personnel  will  use  OSAF  letterhead  for  off  icial 
classified  and  xinclassif  ied  correspondence.  Letters  on  NRO  letterhead 
must  be  signed  by  D/OSL  or  DD/OSL.  A  memorandiim  without  letterhead  will 

'be  used  in  those  cases  where  unclassified  NRO  association  is  not  possi¬ 
ble.  See  Appendix  E  (on  page  41)  for  examples  of  letterhead  and  approved 
signature  blocks. 


e.  Subscriptions.  MStO  will  continue  to  be  responsible  for  off  icial- 
use  paid  subscriptions.  The  vinclassif ied  address  in  Appendix  E  will  be 
used  when  a  subscription  is  ordered  for  a  declassified  element. 

f .  Business  Cards . 


1)  Government  personnel  may  be  authorized  NRO  business  cards  by 
the  D/OSL. or  DD/OSL  on  a  case-by-case  basis. 

a)  Those  government  personnel  whose  positions  have  been  declas¬ 
sified  euid  who  have  a  justifiedjle  need  are  generally  considered  eligi¬ 
ble  for  NRO  business  cards.  Business  cards  will  be  purchased  at  the 
individuals ' s  own  expense  and  used  only  for  official  business.  NRO 
business  cards  will  not  be  used  during  travel  to  sites  or  locations  that 
remain  classified. 

b)  Requests  for  NRO  business  cards  must  be  svibmitted  in  writing 
to  the  approving  authority.  Upon  approval,  the  component  security 
officer  will  ensure  that  classified  information  is  not  revealed  on  the 
card  and  that  the  appropriate  telephone  numbers  and  addresses  are  indi¬ 
cated.  NRO  business  cards  may  identify  actual  work  telephone  number,  to 
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include  red  numbers.  GWAN/CWAN  e-mail  addresses  will  not  be  included. 
The  business  card  shouldn't  draw  attention  to  the  red  number. 

c)  See  Appendix  E  (on  page  41)  for  examples  of  approved  govern¬ 
ment  NRO  business  card  formats. 

2)  Contractor  business  cards  will  not  contain  any  NRO  related 
information,  i.e.  NRO  logo,  NRO  Directorate,  GWAN/CWAN  addresses,  etc. 
Contractor  business  cards  may  identify  actual  work  telephone  nuirfaer,  to 
include  red  numbers.  However,  the  business  card  shouldn't  draw  atten¬ 
tion  to  the  red  number. 

g.  Travel. 

1)  Travel  Orders.  Declassification  of  NRO  launch- related  informa¬ 

tion  does  not  affect  the  travel  reservation  and  accovmting  processes 
declassified  personnel  may  use.  Any  SAF/SP  blanket  travel  orders  will 
be  cancelled  ^ 

2)  NRO  Travel  Office.  Personnel  may  continue  to  use  existing 
arrangements  or  may  use  the  NRO  Travel  Off  ice  provided  Travel  Reserva¬ 
tions  and  Processing  System  (TRAPS)  system  currently  used  by  acknowl¬ 
edged  NRO  Headquarters  personnel.  Elements  at  LAAFB,  CCAS,  VAFB,  and 
OAS  will  identify  an  official  authorised  to  approve  all  TRAPS  provided 
travel.  Furthermore,  all  four  nodes  will  develop  and  submit  travel  pro¬ 
file  sheets  for  all  personnel  the  NRO  Travel  Office  will  support. 

3)  Foreign  Travel.  Regardless  of  which  of  the  two  processes  is 
used,  any  travel  to  foreign  ground  stations  will  be  coordinated  with  the 
iite  being  visited,  owning  Directorate,  or  the  NRO  Cover  &  Liaison  Staff 
prior  to  traveling. 

6 .  Program  Control . 
a .  Budget . 

1)  The  NRO  budget  remains  classified  and  compartmented.  The  NRO's 
current  comptroller  arrangements  and  budgeting  methods  and  techniques 
will  be  preserved  to  allow  for  covert  activities  when  necessary. 

2)  Comptroller  arrangements  managed  through  or  by  other  NRO 
offices  but  that  support  declassified  locations  will  continue,  without 
revision  or  change  \miess  specifically  identified. 

3)  All  existing  classified  and  vuiclassif ied  SMC/CLX  amd  SMC/IMO 
laviAch  related  comptroller  arrangements,  budgets,  and  purchase  requests 
(PR)  will  administratively  become  NRO  budgets  and  PRs,  without  revision 
or  chauige  unless  specifically  identified.  OL  QPS  and  OL  VNBG  will  inves¬ 
tigate  assuming  management  functions  for  NRO  Job  Order  Number  (JON) 
fxmds  currently  managed  by  the  host  oiganization  auid  the  establishment 
of  OL  JONs.  Otherwise  existing  SMC/CLJ:  and  SMC/IMO  fund  site  numbers 
will  remain  in  force  and  existing  funding  commitments,  PRs,  and  admin¬ 
istrative  processes  will  continue. 

4)  The  fact  that  budgets  have  'transitioned'  to  the  NRO  is  unclas¬ 
sified  but  will  NOT  be  released  at  the  1  March  1997  effective  date  but 
may  be  acknowledged,  as  necessary,  in  the  normal  course  of  business. 
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This  meeins  unclassified  and  collateral  budget  information  will  eventu¬ 
ally  become  officially  recognized  as  NRO  through  administrative 
actions,  award  fee  reviews,  contract  chauiges,  budget  actions,  and  genr 
eral  correspondence. 

b,  Gontracting. 

1)  .There  is  no  cheuige  to  current  NRO  contracting  policies.  The 
practice  of  issuing  coitpeUiion  BYE  contracts  for  OSL  collateral  con¬ 
tracts  will  continue  for  eui  indeterminate  period.  The  OSL  Contracting 
Officer  will  assess  the  nssd  to  continue  this  practice  after  launch 
declassification  is  fully  in^lemented. 

2)  Ail  exi.sting  classified  and  unclassified  SMC/CLX  and  SMC/IMO 
launch  related  contracts  will  administratively  become  NRO  OSL  contract¬ 
ing  instruments,  without  revision  or  change  unless  specifically  identi¬ 
fied.  Contracts  will  not  he  novated  nor  replacing  instruments  issued 
xinless  specifically  required.  The  OSL  Contracting  Officer,  working  with 
OSL  Security,  will  issue  contracting  letters  notifying  the  contractors 
of  the  administrative  cheuige,  providing  a  letter  change  to  the  applica^ 
ble  DD  Form  254,  and  directing  that  no  contractor  action  is  required. 
Existing  SMC/CLX  and  SMC/IMO  contract,  numbers  will  remain  in  force  and 
will  remain  legally  binding  documents .  Existing  funding  commitments  and 
administration  processes  will  continue. 

3)  The  fact  that  contracts  have  become  NRO  instruments  is  unclas¬ 
sified  but  will  NOT  be  released  at  the  1  March  1997  effective  date  but 
may  be  acknowledged,  as  necessary,  in  the  nortia.i  course  of  business. 
This  means  these  contracts  will  eventually  become  officially  recognized 
as  NRO  contracts  through  administrative  actions*  award  fee  reviews. 
Contract  changes,  budget  actions,  and  general  correspondence. 

7 .  Operations . 


b.  Effective  1  March  1997,  OD-4  as  an  NRO  organization  will  be  clas¬ 
sified  SECRET  Collateral .OD-4  as  an  orgauiization  that  supports  the  NRO 
will  be  FODO.  APStRI  support  to  the  NRO  iS  FOUO. 

C.  NRO  mission  ground  and/or  spacecraft  on-orbit  operations  will  NOT 
be  declassified  and  remain  compartmented. 


OP/iPPitti 
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8.  Legacy/Hi  story. 

^ _ a.  All  SAF/SP  personnel  will  be  adininistratively  tremsf erred  toj 

_  SAF/SL,  SAF/SO,  or  SAF/ST  eind  SAF/SP  will  be  deactivated  at  a  future 

date.  The  NRO-SAF/SP  relationship  auid  SAF/SP' s  operational  history 
.reTnains  classified  and,  as  appropriate,  conpartmented. 

b.  History/Past  Missions.  NRO  past  niissions  remain  classif  ied.  Clas¬ 
sification  of  and  display  of  existing  historical  or  legacy  items  (e.g. 
plaques,  pictures,  nameplates,  etc.)  are  uncheuiged  ernd  are  not  to  be 
affected  by  NRO  launch  declassification.  However,  good  OPSEC  practices 
and  care  should  be  taken 'to  avoid  creating  linkages  between  past  mis¬ 
sions  and  the  NRO  or  future  missions. 

9.  Training. 

a.  An  AIG  711  SOCOMM  message  will  be  released  announcing  the  NRO 

Launch  Declassification  effort  approximately  one  week  prior  to  Stage  I 
and  Stage  II  in^lementation.  A  message  will  be  released  in  pa,r-i: 

allel  notifying  the  collateral  launch  support  community. 

b.  OSL  Security  in  conjunction  with  the  NRO  Security  Policy  euid  the 
Training  Brauich  will  prepare  introductory  briefings  for  all  NRO  person¬ 
nel  on  the  NRO  Launch  Declassification  effort.  OSL  Euid  OD-4  Security 
will  contact  and  brief  key  AFSPC,  USSPC,  SMG,  and  contractor  personnel 
prior  to  the  18  Dec  1996  and  1  Match  1997  in^lementation  dates. 

c.  A  RED  phone  hotline] _  [  has  been  established 

for  Comments  euid  questions  relative  to  the  NRO  Launch  Declassification 
effort.  The  OSL  declassification  team  Will  monitor  this  voice  mailbox 
and,  as  appropriate,  respond  to  specific  queries.  Also,  as  appropriate, 
questions  euid  responses  will  be  incorporated  into  the  Questions  anH 
Answers  appendix  to.  this  pleui. 

di  A  GWAN  ttiailgroup  (declass -launch)  has  been  established  for  routing 
Of  comments  or  questions  related  to  the  launch  declassification  effort. 
The  OSL  declassification  team  will  monitor  this  mailbox  and,  as  appro¬ 
priate,  respond  to  specific  queries.  Also,  as  appropriate,  questions 
and  responses  will  be  incorporated  into  the  Questions  and  Answers 
appendix  to  this  plan. 

,  e.  The  implementation  Plan  for  NRO  Launch  Declassif  ication  and  the 
Public  Affairs  Plan  will  be  available  for  general  access  in  the  GWAN 
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DEFINITION  OF  TERl^ 

ClaBsifiad.  Information  or  material  tliat  has  been  determined  pursuant 
to  Sixecutive  Order  (EO)  12958  or  any  predecessor  order  to  require  pror 
tection  against  unauthorized  disclosure  in  the  interest  of  national 
security.  There  are  three  levels  of  classification:  Confidential > 
Secret,  and  top  Secret.  (EO  12958) 


Cottpartmented.  Classified  information  concerning  or  derived  from  intel¬ 
ligence  sources,  methods,  or  analytical  processes.  Such  information 
requires  protection  within  a  special  access  program  Or  control  system 
established  by  the  Director  of  Central  Intelligence  (DCI) .  Information 
handled  within  a  DCi  established  special  compartmented  security  control 
channel  is  identified  as  Sensitive  Compartmented  Information  (SCI) .  See 
'Special  Access  Program'  def  inition  below. 

Declassification.  The  authorized  change  in  the  status  of  information 
from  classified  to  unclassified.  (EO  12958) 

Declassified.  Information  or  material  that,  although  formerly  classi¬ 
fied  by  proper  authority,  no  longer  re-juires  protection  as  stipulated 
in  the  pertinent  EO  and  DCI  Directives  (DCID)  and  becomes  unclassified. 
(EO  12958) 

Decampartaumted .  Classified  information  that  fortiierly  was  handled 
within  formal  access  control  system  established  by  the  DCI  and  which  has 
been  formally  removed  from  those  systems.  Decontpartmentation  refers 
only  to  removal  of  classified  information , from  SCI  control  systems, 
does  not  pertain  to  its  classif  ication  level .  Decompartmented  informa¬ 
tion  may  remain  classified. 

Downgrading.  A  determination  by  a  declassif  ication  authority  that 
information  classified  and  safeguarded  at  a  specif  ied  level  shall  b6 
classified  and  safeguarded  at  a  lower  level.  (EO  12958) 


For  Official  Use  Only.  "For  Official  Use  Only"  (FOUO)  is  off  icial  gov.^ 
ernment  information  that  does  not  meet  EO  12958  requirements  for  clas¬ 
sification  but  still  requires  protection  -  either  because  of 
operational  sensitivities  or  privacy/administrative  concerns.  The  pur¬ 
pose  of  FOUO  is  to  limit  the  dissemination  of  information  to  off  icial 
channels.  This  control  marking  may  be  used  whenever  unclassified  intel¬ 
ligence  information  does  not  warrauit  a  national  security  classification 
but  does  require  some  limitation  in  dissemination.  FOUO  is  not  a  clas¬ 
sification  euid  should  not  be  used  as  a  substitute  for  classif  ication. 


Special  Access  Program.  A  program  established  for  a  specif  ic  class  of 
classified  information  that  inposes  safeguarding  euid  access  require- 
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merits  that  exceed  those  normally  required  for  irifbrmation  at  the  same 
classification  level.  The  BYEMAN  security  control  system  is  a  special 
adcess  program.  (EO  12958) 


Driclassified.  Irifor^tion  or  material  that,  pursuant  to  EO  12958  or  any 
predecessor  order,  has  been  determined  to  NOT  require  protection 
against  unauthorized  disclosure  and  that  will  NOT  be  designated  as 
classified.  Certain  unclassified  information  may  be  withheld  from  pub¬ 
lic  release  pursuant  to  statute  or  other  applicable  authority. 
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CLASSIFICATION  GtriDANCA 


Operations: 

Information  Revealing 
association  of  NRO  with 

Prior  to 
k-13  Launch 

After  1 

1  March  1997 

Comments 

2.  A  satellite  or  launch 
vehicle: 

2.1  Launched  before  Dec 
1996. 

S-BYE 

S-BYE 

The  NRO  h 
that  145 
and  LANY/ 
were  laur 
denberg 
and  1972. 

ae  announced 
CORONA,  ARGON, 
dtp  satellites 
iched  from  Van- 
^FB  between  1960 

2.2  Launched  on  K-13. 

S-BYE 

U 

Fact  of  NRO  sponsorship 
was  declassified  with 
release  of  the  K-13 

Launch  Announcement. 

2.3  To  be  launched  after 

Dec  1996 . 

S-BYE 

0 

Uhclassified  miless  D/NRO 
or  other  appropriate 
authority  determines  that 
fact  of  NRO  sponsorship 
is  classif  ied. 

3 .  A  program' s : 

3.1  Program  name /code¬ 
words. 

S-BYE 

S-BYE 

3.2  AFP  designator: 

3.2.1  Fact  that  some  NRO 

SVs  are  integrated, 
launched,  and  oper¬ 
ated  under  Air  Force 
Program  designators . 

S-BYE 

U 

■ 
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Operations i 

Information  Revealing 

Prior  to 

After  1 

association  of  NRO  with 

K-13  Launch 

March  1997 

Coimiients 

3.2.2 Pact  that  AFP  104, 

S-SYE 

U 

True  of  all  currently 

141,  259,  326,  465, 

operational  and  future 

475,  557,  580,  623, 

AFPs  unless  D/NRO  or 

732,  774,  843,  868, 

other  appropriate  author- 

878,  and.  946  are  NRO 

ity  determines  that  fact 

satellite  programs. 

of  NRO  sponsorship  is 

classified. 

S-BYE 

S-BYE 

( 

(t 

3. 2, 4 Fact  that  AFP  162, 

See  Remark 

See  Remark 

This  information  will  be 

241,  622A,  and  846 

handled  IAN  the  NRO 

were  the  AFP  desi^a- 

Declassification  Guide 

tors  for  launches 

for  CORONA,  ARGON,  LAN- 

other  than  Corona, 

YARD  Programmatic  Data. 

Argon ,  and  Lanyard . 

3. 2. S Fact  that  AFP  162, 

See  Remark 

See  Remark 

This  Information  will  be 

241,  622A,  and  846 

bandied  IAN  the  NRO 

were  the  AFP  designa- 

Declassification  Guide 

tors  for  Corona, 

for  CORONA,  ARGON,  LAN- 

Argon,  and  Lanyard 

YARD  Programmatic  Data. 

launches . 

4.  the  launch  Manifest  for 

a/an: 

. 

4.1  Program  name/code- 

S-BYE 

S-BYE 

words . 
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NHO  Laiinch  Declassification 

Qperlktlohs : 

Information  Revealing 
association  of  NRO  with 

Prior  to 
K-13  Launch 

After  1 
March  1997 

Comments 

4.2  AFP. 

S 

Collateral 

s" 

Collateral 

1.5(a) 

XI,  4 

No  AFP  information  or 
documentation  is  e3q>lic- 
itly  declassified  as  part 
of  this  transition. 

4. '3  Satellite  when  identi¬ 
fied  by  'NRO'  with  no 
further  elaboration. 

S-BYE 

. ~U 

Uaclassified  unless  O/NRO 
or  other  appropriate 
authority  determines  that 
fact  of  NRO  sponsorship 
is  classif  led. 

NOTE  :  Inclusion  of  more 
theui  one  planned  'NRO' 
launch  on  an  unclassified 
manifest  is  FOUO. 

4.4  LV. 

S-BYE 

u 

5.  Lauhch  vehicles,  l.e. 

5.1  Fact  NRO  will  use  any 
viable  US  laimch  sys¬ 
tem  including  Titan 

IV,  Atlas  II,  EELV, 
Taurus ,  and  others . 

U 

u 

5.2  Fact  NRO  satellites  . 
have  been  la\inched  by 
the  Space  Transporta¬ 
tion  System  (STS) . 

S-BYE 

S-BYE 

5.3  Fact  the  STS  sup¬ 
ported  intelligence 
missions. 

C 

C 

1.5(c) 

XI 

6.  IRON: 

6...1  Assigned  for  launch. 

S-BYE 

U-FOUO 

6.2  Assigned  for  f  light 
coimnand  and  control. 

S-BYE 

S 

Collateral 
1.5(a) , 
(c),(e) 

Xl 

7.  Space  Cargo  Transporta¬ 
tion  System  (SCTS) . 

S-BYE 

u 

. 

SEGRBg- 
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Organisation : 

Information  Revealing 
association  of  HRO  with 

Prior  to 
K-13  Launch 

After  1 
March  1997 

Comments 

S-BYE 

■  S-BYE 

n/a- 

S-BYE 

1..5  (a)  » 

(c)  >-(e) 

XI, 3, 4 

3.  SAF/SL  as  assignment 
element  for  AF  person¬ 
nel  attached  to  the  NRO. 

n/a 

D 

4.  SAF/SP  as  assignment 
element  for  AF  person¬ 
nel  attached  to  the  NRQ 
and  as  integration  and 
launch  OCAs  for  NRO 
sponsored  AFPs. 

S-BYE  or  TK 

s’ ' 

Collateral 
1.5(a) , 
(c), (e) 

XI, 3,4 

5.  SRF/SO  as  assignment 
element  for  AF  person¬ 
nel  attached  to  the  NRO. 

n/a 

U 

Location  Of  SAF/SO 

6.  SAF/SS: 

6.1  As  assignment  element 
for  AF  personnel 
attached  to  the  NRO. 

S-^TK- 

S-TK 

.6.2  As  integration  and 
launch  ocAs  for  NRO 
sponsored  AFPs. 

S-TK 

S 

Collateral 

1.5(a), 

(c) ,  (e) 

XI, 3,4 

7.  HAF/ST  as  assignment 
element  for  AF. person¬ 
nel  attached  to  the  NRO. 

U 

U 

8.  CLX/IMO. 

S-BYE 

D 

9.  OL^QPS. 

S-BYE 

U 

lO.OL-VNBG. 

S-BYE 

U 

ll.OD-4  and: 

li.iFact  of  NRO  element. 

S-BYE 

s 

Collateral 
1.5(a) , 

(c) ,  (e) 

XI, 3, 4 

(b)(1) 

(b)(3) 


(b)(1j 

(b)(3] 
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(b)(3) 


(b)(1) 

(b)(3) 


Fl^re  C.4  OL  VMBG 
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NISSZON  AND  FUNCTIONS 

NRO 

(U)  The  National  Reconnaissance  Office  (NRO)  is  as  an  agency  of  the 
Department  of  Defense  cind  is  funded  through  a  program  Ictiown  as  the 
National  Reconhaissance  Program  (NRP) .  The  NRO  manages  this  single, 
national  program  tp  meet  US  government:  intelligence  needs  through  sj»- 
ceborne  Md  airborne  reconnaissance. 

(U)  The  mission  of  the  NRO  in  the  21st  century  is  to  enadole  the  U.S* 
Gbvemment  and  military  information  superiority,  during  peace  through 
war.  The  NRO  is  responsible  for  the  unique  and  innovative  technology, 
large  scale  systems  engineering,  development  ouid  acquisition,  and  oper¬ 
ation  of  space  reconnaissance  systems  and  related  intelligence  activi¬ 
ties  needed  to  support  global  information  superiority. 

(U)  The  NRO's  vision  statement  is: 

Freedom's  Sentinel  in  Space: 

One  Team,  Revolutionizing  Global  Reconnaissance 

(U)  The  Secretary  of  Defense  (SFCDEF)  has  the  .ultimate  responsibil¬ 
ity,  which  is  exercised  in  concert  with  the  Director  of  Central  Intel¬ 
ligence  (DCI) ,  for  the  management  and  operation  of  the  NRO.  The  director 
of  the  NRO  reports  to  the  Secretary  and  to  the  DCI .  The  DCI  establishes 
collection  priorities  and  requirements  for  the  targeting  of  ITOP  opera¬ 
tions  and  the  fre^ency  of  coverage;  approves,  along  with  the  SECDEF, 
the  NRP  budget;  provides  security  policy  guidance  for  the  NRP; 
guides  and  participates  in  the  formulation  of  the  NRP  through  the  Direc¬ 
tor  of  the  NRO.  The  Director  of  the  NRC  has  responsibility  for  executing 
®^FO  pro^ams,  which  the  Director  accomplishes  in  conjunction  with  the 
Department  of  Defense  and  Central  Intelligence  Agency. 

SPACE  LAUNCH  OFFICE,  OFFICE  OF  THE  ASST.  SECRETARY  OF  THE  AIR  FORCE 
(SPACE) (SAF/SL) 

(U)  TBS 

SPACE  OPERATIONS  OFFICE,  OFFICE  OF  THE  ASST.  SECRETARY  OF  THE  AIR  FORCE 
(SPACE) (SAF/SO) 

(U)  TBS 


- - - - 1  (b)(1) 

(U)  TBS  (b)(3) 
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OFFICE  of  SPACE  LAUNCH 

(U)  The  NRO  Office  of  Space  Launch  exists  to  support  the  NRO  Space- 
pj^ogram  Offices  and  the  NRO  Mission  Director  in  ensuring  the  sue 
cessful  laxmeh  and  deployment  of  ein  operating  spacecraft  into  its 
proper  orbit.  Put  simply;  put  good  hax'dware  into  the  right  orbit.  It 
manages  all  aspects  of  launch  for  the  NRO  to  include  launch  vehicle  pro 
curement,  spacecraft /launch  vehicle  integration,  launch  related  systems 
safety,  and  launch  operations.  It  manages  common  launch  services  and 
generic  hardware,  coordinates  program  unique  requirements  within  the 
NRO,  and  represents  all  NRO  launch  requirements  to  outside  agencies. 

DIRECTOR,  OSL 

(U)  The  Director,  Office  of  Space  Launch,  is  primarily  responsible  to 
the  esnistaint  secretary  of  the  Air  Force  (space)  for  assisting  the  sec¬ 
retary  in  discharging  responsibility  for  the  direction,  supervision, 
policy,  security  and  control  of  space  systems.  He  is  also  responsible 
for  operating  and  directing  space  lamich  activities  for  national  space 
systems  supporting  the  Department  of  Defense  and  he  maintains  liaisons 
with  the  Office  of  the  Secretary  of  Defense  auid  other  governmental  agen¬ 
cies'  space  matters. 

DEPUTY  DIRECTOR,  OSL 

(U)  TBS 

LAUNCH  MISSION  DIRECTOR 
(U)  TBS 

LAUNCH  OFFICE 
(U)  TBS 

CCAS  OPERATING  LOCATION  (OL  QPS) 

(U)  OL  QPS  manages  all  aspects  of  la\mch  processing  at  Cape  Canaveral 
Air  Station  for  the  Space  Launch  office.  Office  of  the  Asst.  Secretary 
of  the  Air  Force  (Space) ,  to  include  cpacecraft/ launch  vehicle  integra¬ 
tion,  launch  related  systems  safety,  and  launch  operations.  OL  QPS  man¬ 
ages  launch  services  and  generic  hardware,  coordinates  prosrram  imique 
requirements  within  the  SAF/SL,  and  represents  all  SAF/SL  launch 
requirements  to  CCAS  agencies. 

VAFB  OPERATING  LOCATION  (OL  VNBG) 

(U)  OL  VNBG  manages  all  aspects  of  launch  processing  at  Vemdenberg 
Ara  for  the  Space  Launch  Office,  Office  of  the  Asst.  Secretary  of  the 
Air  Force  (Space) ,  to  include  spacecraft /launch  vehicle  integration, 
launch  related  systems  safety,  6uid  launch  operations .  OL  VNBG  itiemages 
launch  services  and  generic  hardware,  coordinates  program  unique 
requirements  within  the  SAF/SL,.  euid  represents  all  SAF/SL  launch 
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requirements  to  VAFB  agencies . 

OPERATING  DIVISION  4  (OD-4) 

(U)  pD-4  provides  operations  and  launch  support  for  classified 
national  level  space  programs  supporting  individual  military  services, 
imified  commands,  the  Department  of  Defense,  and  Cabinet  level  decision 
makers . 
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ADMINISTRATIVE  RECORDS 

1.  Assigfiment/Of f ice  Codes.  HRMG  will  astadalish  office  assignment  codes 
and  general  procedures  to  properly  annotate  all  career  briefs,  evalua¬ 
tions,  unit  manning  documents,  etc.,  in  order  to  accurately  reflect  NRO 
affiliation.  All  SAF/SP  personnel  £uid  elements  will  be  tremsf erred  to 
Other  OSAF  elements.  OSL  personnel  assigned  to  SAF/SP  elements  at 
LAAFB,  CCAS,  and  VAFB  and  that  are  declassified  \mder.  this  action  will 
administratively  transfer  to  SAF/SL.  Personnel  assigned  to  SAF/SP  ele*- 
ments  at  LAAFB,  CCAS,  and  VAFB  that  remain  classified  amd  non-OSL  per- 


U.C111.0  au  ana  vafb  that  remain  classifieH  and  non- 

sonnel  will  administratively  transfer  t,  or  SAF/ST  with 


_  _ _  _ j  OSi*  SAF/SP  personnel  assigned  to  OD-4/ 

DL  will  administratively  transfer  to  SAF/SL  with  assignment  location 
data  masked.  All  other  SAF/SP  personnel  assigned  to  OAS  OD-4  will  admin¬ 
istratively  transfer  to  saf/so|  - - 1 

^rsonnel  at  SAF/SP  MGS  locations,  including  OD-4  personnel  assigned  to 
Whites^ds,  NM,  remain  compartmented  and  will  transition  tcj  I  or 

SAF/SO '  '  '  ^ 


_ ^ _ _  -Figure  E.l.  Administra- 

on  page  42,  graphically  summarizes  these  cheuiges.  HRMG 


tive  Changes'  _ _ 

’*^^^1  establish  office  assignment  codes  and  general  procedures  to  prop- 
erly  annotate  all  career  briefs,  evaluations,  unit  manning  documents, 
etc.,  in  order  to  accurately  ref  lect  NRO  affiliation. 

2.  Unclassified  Addresses 
a.  OSL 


•  1.)  The  unclassified  OSL  HQs  address  iS: 

Office  of  Space  Launch 
14675  Lee  Road 
Chantilly,  VA  20151-1715 

2)  The  unclassified  DD/OSL  address  is: 

Office  of  Space  Launch 

2420  Vela  Way,  Suite  1467 

Los  Angeles  AFB,  CA  90245-4659 

b.  LAAFB 


1)  The  LPO  unclassified  and  FEDEX  address  is: 

SAF/SL 

Launch  jprogram  Off  ice 

2420  Vela  Way,  Suite  1467-A5 

Los  Angeles  AFB,  GA  90245-4659 

2)  The  LPO  General  Service  (GENSER)  address  is: 

SAF/SL  LAAFB,  CA 


(b)(1) 

(b)(3) 
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Cape  Canaveral  AS,  FL 


(b)(3) 


d.  VAFB 


1)  The  OL  VNBG  unclassified  address  is: 

OL  VNBG 
P.O.  Box  5354 

Vandenberg  AFB,  CA  93437-5354 

2)  The  OL  VNBG  FEDEX  address  isr 

Attn :  _ _ 

Building  2500 
32nd  Street 

_ Vandenberg  AFB.  CA  93437 


e  .  OAS 


1)  The  OD-4  unclassified  and  FEDEX  address  is: 
OD-4 


3*. 


Onizuka  Air  Station 
1080  Lockheed  Way  Box  036 
Sunnyvale.  CA  94089-1234 


Signature"  Blocks .  - - - — - - 1 

The  unclassified  signature  block  for  D/OSL  emd  DD/OSL  is,: 


HOWARD  J.  MITCHELL*  Brig  Gen,  USA.F 
Director,  Office  of  Space  Laiinch 


b.  The  unclassified  signature  block  for  the  LPO  and  OL  personnel  will 
not  reflect  NRO  affiliation.  LPO  and  OL  personnel  will  normally  use 
Office  of  the  Assistant  Secretary  of  the  Air  Force  (OSAF)  letterhead 
blank  memoranda.:  Unclassified  signature  block  examples  are: 


(b)(3) 
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c.  Senior  Rater  sigriature  block  on  all  declassified  OSL  Air  Force 
military  personnel  performaunce  reports  will  be:  . 


HOWARD  J.  MITCHELL,  .Brig  Gen,  USAF  Director,  Office  Of 
SAP/SL  (ELM)  Space  Launch,  NRO 

Washington,  D.C.  • 

d.  Senior  Rater  signature  block  on  performance  reports  for  OSL  Air 
Force  military  personnel  remaining  classified  will  be: 

HOWARD  J .  MITCHELL,  Brig  Gen,  USAF  Director 
SAF/ST  (ELM) 

Washington,  D.C. 


e.  Senior  Rater  signatxire  block  on  all  decompartmented  OD-4  Air  Force 
milita,ry  personnel  performance  reports  will  be: 


4.  Letterhead. 


a.  Only  the  OSL  Director  and  Deputy  Director  will  normally  use  NRO 
letterhead.  Correspondence  on  NRO  letterhead  by  all  other  personnel 
will  be  FOUO  at  a  minimum. 


(b)(3) 


(b)(3) 
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NATIP^MU.  RECONMAOSAlfCE  OFFICE 


MEMORANDUM  jPOR  aoooaa 

mOIA  OipulirOMor.OlInMSpmLMncA 
2420  V«li  Way,  Suto  14<rw^9 
Lm  An,  CA  0024&4«a0 


SUBJECT: 


b.  All  LPO,  OL  and  OD-4  personnel  will  normally  use  OSAF  letterhead 
or  blank  memoranda.  OD-4  petsonttel  will  NOT  use  NRO  letterhead  except 


OCPAimiiKNTOFTHEMBraBCE 

WASHMCTON  OC 

HVAmatrOFTWAaFORCK 

■MMKB  WMHNOrONOC 

oma  or  TNC  MBTMfr  aovTM* 

emcr  or  AMRMir  KamiEr 

MEMORMOUMFQR  floOB 

UBIORANOUMFOR  mm 

moM,  UiBwh  ftepwi  OAei 

MM  MN  ¥%,  Mto  14e7>A4 

Lm  An.  CA  tOMMMI 

\  (UMCT:  - - 

VcimiAifB  An.  CA IM37-4M4 

5.  San5)le  Business  Card  Layouts. 

a.  D/OSL  and  DD/OSL  may  openly  idencify  their  NRO  affiliation  on  per¬ 
sonal  business  cards. 


NATKMM.  RECONNABSANCE  OFRCE 


2aavwiWiy.8iaii4«7 

laiAiigriaM«.CAna4»4aaB 


(b)(3) 

(b)(3) 


b.  Personnel  may  purchase  business  cards  at  their  own  expense.  Cards 
may  reflect  NRO  affiliation  for  those  persons  assigned  to  elements  that 
have  been  declassified.  Local  orgauiization  designatorB  (e.g.  OL  QPS) 
B»y  be  reflected  on  business  cards  for  persons  in  declassified  elements 
or  in  elements  that  remain  classif  ied. 
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Appendix  F 


li^LBMBNTATION  SCHEDULE  and  ANNOUNCEMENT  MESSAGES 


1.  The  following  is  the  tentative  schedule  for  development  and  impletneh- 
tation  of  the  NRO  Launch  Declassification  initiative. 

a.  Oct  11  -  Brief  DD/NRO  for  concept  approval  and  'go  ediead' 

b.  Oct  28  -  Notify  AFSCN  aiid  APSPC  of  intemational  support  issue 

c.  Nov  18  -  Brief  D/OSL  for  inqplemeritation  approach  approval 

d.  Nov  18  -  Release  DD/OTIO  letter  notifying  the  PCI  and  SECDEF 

e.  Nov  18  -  Release  letter (s)  notifying  CMO,  DOC,  DOS,  DOT,  JCS,  SAP 
NASA,  NIMA,  NSA,  APSPACE,  SMC,  and  DIA 

f .  Nov  19  -  Release  initial  Implementation  Plan  draft 

g.  Nov  21-29  -  Notify  and  brief  J^SPC,  SMC,  and  SW  of  plans 

h.  Dec  2  -  Release  D/OSL  letter  notifying  contractors 

i.  Dec  2  -  Release  f inal  coordination  Implementation  Plan 

j.  Dec  11  -  Brief  DD/NRO  for  approval  to  proceed 


k.  Dec  12  ^  Notify,  and  brief  30  SW  PA  and  Protocol 

l.  Dec  12  -  Release  SOCOM4 

! _ 

m.  Dec  20  -  Declassify  fact  of  'NRO  satellite' 

n.  Dec  20  -  D/OSL  attend  post -launch  press  event 


annovincement  messages 


o.  Jan- Feb  -  HRMG  coitylete  actions  creating  and  transferring  person¬ 


nel  to  SAP/SL,  SAF/sd 


p.  Feb  11  -  NRO-wide  VTC  brief  ing  to  all  NRO  personnel  and  contrac¬ 
tors 


q.  Feb  12  -  Briefing  charts,  video  tapes >-  euid  scripts  distributed  to 
all  locations 

r.  Mar  1  -  Declassification  implemeated  without  press  release 

2,.  The  following  page  contain  various  Letters,  memorandum,  and  messages 
announcing  the  NRO  satellite  launch  acknowledgment . 


(b)(3) 


(b)(1) 

(b)(3) 
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gpK  ewaeMUi  0011  owiv 


NATIONAL  RECONNAISSANCE  OFFICE 

14675  Lm  Road 
CtwnWy.VA  20181-1 715 


Deputy  Director's  Note 


Ntmiber  30 


18  Deceaber  1996 


NRO  LAUNCH  DECXASSIFIED 

I  atii  pleased  to  inform  you  that  effective  today  the 
following  information  has  been  declassified:  1)  that  the. December 
Vandenberg  AFB  Titan  IV  launch  Gariies  an  NRO  payload;  2)  that 
the  satellite  supports  the  NRO's  mission;  3)  that  the  NRO  intends 
to  launch  future  payloads  on  Titan,  Atlas,  and  Evolved  Expendable- 
launch  vehicles  from  Gape  Canaveral  Air  Station.  FL,  anH 
Vandenberg  AFB,  GA;  and  4)  that  the  NRO  will  consider  the  use  of 
any  available  launch  vehicle,  including  Shuttle,  that  meets  its 
mission  requirements  and  is  cost  effective.  No  other  facts  are 
being  declassified;  all  informatiori  concerning  the  payload 
mission  and  operations  remains  classified. 

This  declassification  decision  officially  acknowledges 
something  which  is  alrsady  obvious.  Moreover,  efforts  such  as 
this  to  declassify  "open  secrets"  are  aimed  at  Strengthening  the 
credibility  of  the  security  system  by  protecting  only  that 
information  which  requires  protection. 


For  those  that  afe  acknowledged  NRO  employees ,  this  means 
that  you  can  acknowledge  to  your  families  and  friends  that  you 
are  part  of  the  team  that  places  vital  national  systems  into 
space,  and  that  the  launch  from  Vandenberg  is  such  a  system.  We 
may  receive  national  media  attention  for  this  historic  NRO  event . 

All  media  queries  should  be  referred  to  the  Public  Affairs 
Staff  at  (703)  808-^1015.  Personnel  are  reminded  that  they  are 
hot  authorized  to  speak  for  the  organization.  Questions 
regarding  security  and  classification  issues  should  be  referred 
to  Office  of  Space  Launch  security  officers  or  to  NRO  Security 
Policy. 


//SI(3NBD// 

Keith  R.  Hall 
Deputy  Director 


FOR  OFFieiAL  PBE  UMH 
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MEMORANDUM  FOR  DIRECTOR  OP  CENTRAL  INTELLIGENCE  AGENCY 
SECRETARY  OP  DEFENSE 

,  SUBJECT:  Declassification  of  National  Reconnaissance  Office  (NRO) 
Launches 

This  letter  is  to  inform  you  of  my  intent  to  declassify 
and  downgrade  certain  limited  functioi^l  and  administrative 
information  relating  to  future  NRO  launches  and  the  NRO  Office  of 
Space  Launch  (OSL)  .  This  is  a  calculated  risk  management 
decision  based  on  analysis  of  both  present  and  future  launch 
operational  profiles,  open-source  information  availability,  NRO 
mission  objectives  and  critical  capcibilities,  and  the  ongoing 
move  towards  openness  in  govermnent.  Although  this  action  has 
been  under  consideration  for  some  time,  the  Jeremiah  Pemel's 
recommendation  for  "aggressive  action  on  further  declassifica¬ 
tion"  adds  ah  additional  iropetus.  These  actions  will  not  affect 
classification  policy  relative  to  technical  data  and  intelligence 
system  operations. 

— (S/TR)  The  declassification  will  occur  in  two  stages, 
concurrent  with  the.  December  1996  Vendenberg  Air  Force  Base 
(VAPB)  Titan  IV  launch,  the  NRO  will  declassify  and  release  the 
fact  that  the  booster  carried  aui  NRO  satellite.  I  eirphasize  that 
we  will  not  declassify  the  satellite's  mission,  technical  data, 
or  operational  intelligence  data.  Prior  to  initiating  Stage  I, 
my  staff  will  notify  the  various  congressional  delegations  and 
,  intelligence  committees.  Departments  of  State  and  Commerce, 
National  Aeronautics  and  Space  Administration,  appropriate 
Defense  agenOies  (Joint  Chiefs  of  Staff,  Air  Force,  National 
imagery  and  Mapping  Agency,  National  Security  Agency,  and  Defense 
Intelligence  Agency)  ,  and  other  meinl>ers  of  the  Intelligence 
Community. 


The  fact  the  NRO  uses  VAPB  and  Cape  Canaveral  Air 
Station  (CCAS)  for  launch  and  launch  support  will  be  declassified 
during  Stage  II.  stage  II  will  also  formally  declassify  details 


q.  BY: 

q  REASON:  l.S(c) 

DECL  ON:  XI 
DRV  FRCM:  NRO  SCO  4 . 0 
14  Oct  95 
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relating  to  the  NRO  OSL,  to  include  OSL  personnel  and  facilities 
at  Los  Angeles  AFB,  YAPB,  and  CCAS.  Other  activities,  such  as 
launch  euid  early  on-orbit  operations,  command  and  control.,  and 
health  and  status  will  be  evident,  due  to  the  unclassified 
operation  and  the  acknowledgement  the  KRO  uses  the  Air  Force 
Satellite  Control  Network..  Howevei ,  the  intelligence  mission, 
tasking,  data  collection,  down-links,  operational  data,  data 

proce.ssing, _ _  will  not  be  revealed. 

The  OSL  will  undertedce  an  aggressive  caitpaign  to  educate  all  USAF 
offices  and  other  agencies  supporting  the  NRO  launches  on  the 
details  of  the  declassification  prior  to  implementing  Stage  il  on 
1  March  1997.  If  we  discover  any  problems  with  the  anticipated 
declassification,  we  can  adjust  the  details  accordingly. 

Based  on  facts  already  publicly  available,  deductions  on 
specific  iavinches  belonging  to  the  NRO  are  logical;  therefore, 
this  declassification  does  not  result  in  a  significant  increase 
in  risk.  However >  there  may  be  2m  increase  in  adversarial 
attention  to  launch  auid  related  activities  amd  orgamizations  due 
to  the  publicity  and  high  visibility  of  the  launch  event.  I 
believe  that  enhancing  the  efficiency  of  launch  operations 
outweighs  the  risks  iit^rased  by  thie  declassification  action. 


(b)(1) 

(b)(3) 


//SIGNED// 
Keith  R.  Hall 
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Fromj _ 

Cite:78Jr 
Dtg;  130002Z  Dec  96 
To:  Aig-711 
Free:  PRIORITY 
Cepree;  PRIORITY 
SubJId:  SECUR 


pn  Dec  13  00:03:50  GMT  1996 


Subject:  NRO  LAUNCH  DECLASSIFICATION 
Decl:  XI 


INFO:  KWCONCH 

KWUNIT^ 

- - - J 

SUBJECT:  NRO  LAUNCH  DECLASSIHCATION 


(b)(1) 

(bj(lj' 

(b)(3) 

(b)(3) 


TO:  SENIOR  MANAGERS  AND  SECURITY  PERSONNEL 

1.  THIS  MESSAGE  PROVIDES  NOTICE  OF  FURTHER  DECOMPARTMENTATION  AND 
DECLASSIFICATION  OF  THE  NATIONAL  RECONNAISSANCE  OFFICE  (NRO).  PLEASE  PROVIDE 
THE  WIDEST  DISSEMINATION  TO  BYE  BRIEFED  PEISONNEL, 


2.  THE  RELEASE  OF  THE  K-13  NRO  PUBLIC  AFF/URS  PRESS  NOTIFICATION  PACKAGE  WILL 
DECLASSIFY  THE  FACT  OF  NRO  LAUNCH  AND  THE  FOLLOWING  ASSOCIATED  INFORMATION- 
1)  THAT  THE  TITAN  IV  K-13  BOOSTER  CARRIES  AN  NRO  SATELLITE.  2)  THAT  THE  SATELLITE 
SUPPORTS  THE  NRO'S  INTELLIGENCE  MISSION,  AND  3)  THE  NRO  INTENDS  TO  LAUNCH  FUTURE 
MISSIONS  ON  TITAN.  ATLAS.  AND  EVOLVED  EXPEND/VBLE  LAUNCH  SYSTEMS  FROM  CAPE 
CANAVERAL  AIR  STATION  /^D  VANDENBERG  AFB. 

A.  DECL/^IFICATION  WILL  OCCUR  NO  EARLIER  THAN  THE  MORNING  OF  16  DECEMBER.  NO 
OTHER  FACIS  WILL  BE  DECLASSIFIED  AT  THAT  TIME.  NO  FURTHER  DETAILS  ARE  TO  BE 
CONFIRMED  EVEN  THOUGH  THE  DOD  LAUNCH  COMMUNITY  WILL  BE  KNOWN  TO  SUPPORT 
THE  NRO  LAUNCH  PROCESS  AND  OTHER  INFORMATION  MAY  APPEAR  EVIDENT 


B.  THERE  IS  NO  CHANGE  IN  GLASSIFICATION  POLICY  RELATIVE  TO  TECHNIC/VL  DATA, 
INTELLIGENCE  SYSTEM  OPERATIONS.  MISSION  CAPABILITIES,  SENSITIVE  TECHNOLOGIES 
/>kND  SENSITIVE  OPERATING  LOCATIONS.  THIS  INFORMATION  WILL  CONTINUE  TO  BE 
CLASSIFIED/COMPARTMENTED.  even  though  CIiRTAIN  ACTIVITIES  SUCH  AS  LAUNCH  AND 
EARLY  ON-ORBIT  OPERATIONS.  COMMAND  AND  CONTROL.  AND  HEALTH  AND  STATUS  WILL 
BE  EVIDENT.  THE  NRO  WILL  NOT  DISCUSS  MISSION  OPERATIONS. 


C.  TRAVEL  BY  DECLASSIFIED  PERSONNEL  REMAINS  UNCHi^NGED.  E.G.,  GOVERNMENT  TO 
CONTRACTOR  OR  CONTRACTOR  TO  GOVERNMENT  1EAVEL  WILL  BE  ACCOMPLISHED' 
WITHOUT  NRO  AFFILIATION.  SIGN  IN  PROCEDURES  ALSO  R^AIN  UNCHANGED 


D.  NRO 


COMPARTMENrED  IN  ACCORDANCE  WITH  CURRtJiT  DIRECTIVES. 


JOTHER  SENSITIVE  SITES  REMAIN  CLASSIFIED  AND 


E.  THIS  INITIATIVE  IS  A  C/VLCULATED  RISK  M/>JMAGEMENT  DECISION  BASED  ON  ANALYSIS  OF 
BOTH  PRESENT  AND  FUTURE  LAUNCH  OPERATIONAL  PROFILES.  OPEN-SOURCE  INFORMATION 
AViMLABlLITY.  AND  NRO  MISSION  OBJECTIVES  AND  CRITlCi\L  CAPABILITIES.  THIS  IS  ALSO  IN 
RESPONSE  TO  ADMINISTRATION  AND  CONGRESSIONAL  INITIATIVES  FOR  INCREASED 
OPENNESS  WITHIN  GOVERNMENT.  THE  JEREMIAH  PANEL’S  RECOMMENDA-HON  FOR 


(b)(1) 

(b)(3) 
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■AGGRESSIVE  ACTION  ON  FURTHER  DECLASSIFICATION*  ADDS  AN  ADDITIONAL  IMPETUS. 

3.  FURTHER  DECLASSIFICATION  OF  THE  NRO  LAUNCH  PROCESS  WILL  OCCUR  AT  A  LATER 
DATE.  SECURITY  AWARENESS  TRAINING  AND  GUIDANCE,  BOTH  INTERNAL  AND  EXTERNAL  TO 
THE  NRO,  WILL  BE  PROVIDED  DURING  THE  TRANSITION  PERIOD  BETWEEN  THE  DECEMBER 

LAUNCH  Acknowledgment  and  further  declassification  under  the  next  stage 

THIS  WILL  ENSURE  AN  EFFECTIVE  IMPLEMENTATION. 

5.  IN  SUMMARY.  THE  FACT  THAT  THE  SCHEDULED  DECEMBER  1996  VAFB  TITAN  IV  LAUNCH 
CARRIES  AN  NRO  SATELLITE  WILL  BE  DECLASSIFIED  AND  RELEASED  JUST  PRIOR  TO  THE 
LAUNCH. 


6.  ALL  MEDIA  QUERIES  SHOULD  BE  REFERRED  TO  THE  USAF  OR  NRO  PUBLIC  AFFAIRS  OFFICE 
AS  APPROPRIATE.  SHOULD  YOU  RECEIVE  SUCH  INQUIRIES  PLEASE  ADVISE  THE  NRO  PUBLIC 
AFFAIRS  STAFF  AT  SECURE]  >>ERSONNEL  ARE  REMINDED  THAT 

THEY  ARE  NOT  AUTHORIZED  TO  SPEAK  FOR  THE  NRO.  IT  IS  IMPORTANT  THAT  EVERYONE 
ACT  JUDICIOUSLY  AND  CONTINUE  TO  OPERATE  UNDER  THE  "NEED-TO-KNOW"  PRINCIPLE. 


l.S(c)/Xl/NROSCG  4.0. 140ct95 

(b)(3) 

(b)(3) 
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MEMORANDUM  FOR  THE  SECRETARY  OF  STATE 

THE  SECRETARY  OF  TRANSPORTATION 
THE  SECRETARY  OF  COMMERCE 

ASSISTANT  TO  THE  PRESIDENT  FOR  NATIONAL  SECURITY 
AFFAIRS 

ADMINISTRATOR,  NATIONAL  AERONAUTICS  AND  SPACE 

administration 

CHAIRMAN,  JOINT  CHIEFS  OF  STAFF 

THE  SECRETARY  OF  THE  ARMY 

THE  SECRETARY  OF  Tffi:  NAVY 

THE  SECRETARY  OF  THE.  AIR  FORCE 

CHIEF  OF  STAFF,  UNITED  STATES  ARMY 

CHIEF  OF  staff,  UNITED  STATES  AIR  FORCE 

CHIEF  OF  NAVAL  OPERATIONS 

COMMANDANT  OF  THE  MPJllNE  CORPS 

Deputy  director  of  central  intellligence 

DIRECTOR,  DEFENSE  INTELLIGENCE  AGENCY 
DIRECTOR,  NATIONAL  SECURITY  AGENCY 
DIRECTOR,  NATIONAL  IMAGERY  AND  MAPPING  AGENCY 
DEPUTY  UNDER  SECRETARY  OP  DEFENSE  FOR  SPACE 
COMMANDER,  AIR  FORGE  SPACE  COMMAND 
COMMANDER,  AIR  FORCE  MATERIAL  COMMAND 
COMMANDER,  SPACE  ANC'  MISSILE  SYSTEMS  CENTER 
COMMANDER,  14TH  AIR  FORCE 

SUBJECT:  Declassification  of  National  Reconnaissetnce  Office 
(NRO)  Launches  (U) 


jCO  This  letter  is  to  inform  you  of  my  intent  to  declassify 
and  decompartirciit  certain  limited  functional  and  administrative 
information  relating  to  future  NRO  launches  2uid  the  NRO  office  of 
Space  Launci)  (OSL) •  .This  is  a  calculated  risk  management 
decision  based  on  analysis  of  both  present  and  future  launch 


CL  BY: 

CL  REASON; 

l.S  (Cl  ’’ 

DBCL  ON: 

XI 

DRV  FROM: 

NRO  SCO  4.0 

14 -OCT  95  ■ 

Har^Vla 

■SEOnCT  - -  p 

ChmabOnly 


tHBCRBT 

Page  53  of  76 


Handle  Via 

BYBMAN- 

Channels  Only 


Approved  for  Release:  2018/12/21  C051 02024 


(b)(3) 


C05102024 


Approved  for  Release;  2018/12/21  C051 02024 


Implementation  Plan  -6ECRBT  March  1.  1997 

NRO  Launch  Declassification 


-aCORCT- 


operational  profiles,  open-source  information  availability,  NRO 
mission  objectives  and  critical  capabilities,  and  the  ongoing 
move  towards  openness  in  government.  Although  this  action  has 
been  under  consideration  for  some  time,  the  Jeremiah  Panel's 
recommendation  for  "aggressive  action  on  further  declassifica¬ 
tion"  adds  eui  additional  in4)etu8.  These  actions  will  not  affect 
classification  policy  relative  to  technical  data  and  intelligence 
system  operations. 

"TSTTlie  The  declassification  will  occur  in  two  stages. 
Concurrent  with  the  December  1996  Vandenberg  Air  Force  Base 
(VAPB)  Titan  IV  launch,  the  NRO  will  declassify  and  release  the 
fact  that  the  booster  carries  an  NFO  satellite.  I  emphasize  that 
we  will  not  declassify  the  satellite's  mission,  technical  data, 
or  operational  intelligence  data. 


jrhe  fact  that  the  NRO  uses  VAFB  and  Cape  Canaveral 
Air  Station  (CCAS)  for  launch  and  launch  Support  will  be 
declassified  during  stage  II.  stage  II  will  also  formally 
declassify  details  relating  to  the  NRQ  OSLj  to  include  OSL 
personnel  and  facilities  at  Los  Angeles  AFB,  VAFB,  and  CCAS. 
Other  activities,  such  as  launch  and  early  on-orbit  operations, 
cotmnand  and  control,  and  health  and  status  will  be  evident, 
to  the  unclassified  operation  of  the  Air  Force  Satellite  Control 
Network.  However,  the  intelligence  mission,  tasking,  data 
collection,  down-links,  operational  data,  data  processing,  emd 
mission  ground  stations  will  not  be  revealed. 


—  (0 leased  on  facts  already  publicly  available,  deductions  on 
specific  launches  belonging  to  the  NRO  are  logical;  therefore, 
this  declassification  does  not  result  in  a  significant  increase 
in  risk.  However,  there  may  be  an  increase  in  adversarial 
attention  to  launch  and  related  activities  and  organizations  due 
to  the  publicity  and  high  visibility  of  the  launch  event.  I 
believe  that  enhancing  the  efficiency  of  launch  operations 
outweighs  the  risks  imposed  by  this  declassification  action. 


Keith  R.  Hall 
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DISTRIBUTION: 

Copy  1  -  os'll  I 

2  -  Secretary  of  State 

3  -  Secretary  of  Tranaportatlcn 

4  -  Secretary  of  Commerce 

5  -  Assisteuit  to  the  Preaident  for  National 

security  Affairs 

6  -  Administrator,  National  Aeronautics  auid  Space 

Administration 

7  -  Chairman,  Joint  Chiefs  of  Staff 

8  -  Secretary  of  the  Army 

9  -  Secretary  of  the  Navy 

10  -  Secretairy  of  the  Air  Force 

11  -  Chief  of  Staff,  US  Army 

12  -  Chief  of  Staff,  US  Air  Force 

13  -  Chief  of  Naval  Operations 

14  -  Commandant  of  the  Marine  Corps 

15  -  Deputy  Director  of  Central  Intelligence 

16  -  Director,  Defeilse  IntellioenCe  Agency 

17  -  Director,  National  Security  Agency 

18  -  Director,  National  Imagery  and  Mapping  Agency 

19  -  Deputy  Under  Secretary  of  Defense  for  Space 

20  -  Cotmnander,  Air  Force  Space  Command 

21  -  Comnumder,  Air  Force  Material  Command 

22  -  Commander,  Space  and  Missile  Systems  Center 

23  -  Commander,  14th  Air  Force 


(b)(3) 


INTERNAL  COPIES: 

1  -  DDNRO/Mr.  Hall 
1  -  DDNS/N.  Munson  . 

1  -  DDMS/BGen-Baken. 

1  -  DDMS/MSq _ 

1  -  ROM/LL/^ 


1  -  D/IMINT/R.  Larned 
1  -  imI 


1  -  iM;n - 

1  -  D/SIGINT/D.  Fitzgerald" 


1  -  D/OSA/R.  Pattishall 
1  -  DD/ODi  I 

1  -  D/OSb/D,  Wells 
1  -  Launc 
1  -  DDMS 


1  -  SI-1  1 

1  -  SIGINT/ 
1  -  SIGINT/ 
1  -  SIGINT, 
1  -  D/PiA/J 
1  -  D/COMMS 

.  gJ 

/M. 

Mitchell 

1  -  COMM/[^ 

1 
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01  04  111800Z  DEC  96  PP  PP  SSSS  NRO  OSF 

HO  DDI:  SOA/ 

NRO//DIR// 

cjcs/y 

VCJCS// 

INFO  JQim  STAFF/ /J2/J3/J35/J38/DSbE/J6// 

SSO  DIA//DR/CL-1C// 

USCIHCACOM//eC/J2/J3/J5/NRO  UOC/mO  TSR// 

SSO  GIHCCBNT//CC/J2/J3/J5/NRO  TSR// 

SSO  OSBDCOM//CC/J2/J3/JS/HRO  LMO/HRO  TSR// 
08CIHCPAC//CC/J2/J3/J5/NR0  llHO/mO  TSR// 

OSSOOTHGOM/ /GC/ J2 / J3/ J5/ / 
USC-IHeSPACB//GC/J2/J3/J5/»RO  ISR// 

SSO  CIHCSOC//CC/J2/J3/J5/NRO  TSR// 

SSO  STRATCOM//CC/J2/J3/JS// 

SSO  USTRANS//CG/J2/J3/J5// 

SSO  OSFK//CC/J2/J3/J5// 

NRO//DDMS// 

SUPBL//GPS// 

OSO//DIR/OPS// 

SH»'S  ■  iiMiBiiH  VIA  eMawwesHBeiiH  qiAuwBia  iwiiif-— 


1  USAF 

OFFICE  OF  SPACE  LAONCi 

KEITH  R.  HUL,  DDNRO, 
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02  04  111800Z  DBC  96  PP  PP  SSSS  NRO  OSF 

^  DDI;  SOA/ 

DO  NOT  TRANSMIT  VIA  OPINTEIi  BROADCAST 

QQQQ 

SDBJ:  NATIONAL  RBCCBOIAISSANCB  OFFICE  <NR0)  NOTIFICATION  MBSSASB 
NUMBER  101  -  DECLASSIFICATION  OP  NRO  LAUNCHES  (U) 

1 .  THIS  MBSSAOB  IS  TO  INFORM  YOU  OF  MY  INTENT  TO  DECLASSIFY 

AND  DECOMPAHTMENT  CERTAIN  LIMITED  FUNCTIONAL  AND  ADMINISTRATIVE 
INFORMATION  RBLATINQ  TO  FUTURE  NNP  LAUNCHES  AND  TliE  NRO  OFFICE  OF 
SPACE  LAUNCH  (OSL) ..  THIS  IS  A  CALCULATED  RISK  HANAGEM^  DECISION 
BASED  ON  ANALYSIS  OF  BOTH  PRESENT  AND  FUTURE  LAUNCH  OPERATIONAL 
PROFILES,  OPBN'SOURCH  INFORMATION  AVAILABILITY,  I!RO  MISSION 
OBJECTIVES  AND  CRITICAL  CAPABILITIES,  AND  THE  CING3ING  MOVE  TOHARDS 
OPENNESS  IN  OOVBRHHENt .  ALTHOUGH  THIS  ACTICW  HAS  BEEN  UNDER 
CONSIDERATION  FOR  SOME  TIMB,  THE  JEREMIAH  PANEL'S  RECOMMENDATION 
FOR  ^AGGRESSIVE  ACTION  ON  FURTHER  DBCLASSIFICA* 

TION"  ADDS  MJ  ADDITIONAL  IMPETUS.  THESE  ACTIONS  VIILL  NOT  AFFECT 
CLASSlFlCATICm  POLICY  RELATIVE  TO  TECHNICDU,  DATA  UID  INTELLIGENCE 
SYSTEM  OPERATIONS . 

-  2 .  JSi|lTlCr  THE  DECLASSIFICATICBI  HILL  OCCUR  IN  THO  STAGES . 

CQNCRIRRBNT  WITH  THE  DECEMBER  1996  VANDENBERG  AIR  FORCE  BASE  (VAFB) 


_ I 

OFFICE  OF  SPACE  LAUNcf 
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03  04  HI800Z  DEC  96  PP  PP  SSSS  NRO  OSF 

NO  DDI:  SOA/ 

TITAN  IV  LAOHCT,  THE  TOO  WILL  DECLASS  lEY  AND  TOLBASB  TliB  FACT  TTOf 
fSB  SOOSTER  GARRIES  AN  NRO  SATELLITE .  I  BIPHASlZt:  THAT  HE  HILL  NOT 
DECLASSIFY  THE  SATELLITE’S  MISSION.  TECHNICAL  DATA.  OR  OPERATIONAL 
INTELLiaBNCB  DATA. 

3j,..i4«f^CrTHB  FACT  THAT  THE  TOO  USES  VAFB  ATO  CMJJ  C^VBRAL  AIR 
STATICW  (CCAS)  FOR  LAUNCH  AND  LAUNCH  SUPPORT  WILL  BE  DECLASSIFIED 
DURING  STAGE  II.  STAGE  II  WILL  ALSO  FORMALLY  DECLASSIFY  DETAILS 
RELATING  TO  THE  TOO  OSL,  TO  INCLUDE  OSL  PERSONNEL  AND  FACILITIES  AT 
LOS  ANGELES  AFB,  VAFB,  AND  CCAS.  OIEBR  ACTIVITIES ,  SUCH  AS  LADNCH 
AND  EARLY  ON-ORBIT  OPERATIONS,  COMHAND  AND  CONTROL,  AND  HEALTH  AND 
STATUS  WILL  BE  EVIDENT,  DUB  TO  THE  UNCLASSIFIED  Ot'ERATIOH  OF  THE 
AJE  FOECB  SATELLITE  COOTROL  NETWORK.  HCSwEvSR,  TEJ!  INTELLIGENCE 
KISSIdN,  TASKING,  DATA  COLLECTION,  DOWN*- LINKS,  OPERATIONAL  DATA, 


DATA  PROCESSING, 


WILL  NOT  BE  REVEALED. 


4.  ^  BASED  On  facts  ALREADY  PUBLICLY  AVAILABLE,  DBDDCTICBIS  CM 
SPECIFIC  LAUNCHES  BELONGING  TO  THE  TOO  ARE  LOGICA],;  THEREFORE, 

THIS  DECLASSIFICATION  DOBS  NOT  RESULT  IN  A  SIGNIFICANT  INCREASE  IN 
RISK.  HOWEVER,  THERE  MAY  BE  AN  INCREASE  IN  ADVERSARIAL  ATT^ION 
TO  LAUNCH  AND  RELATED  ACTIVITIES  AMD  OIE3ANIZATION.3  DUE  TO  THE 


(b)(1) 

(b)(3) 
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04  04  111800Z  DEC  96  PP  PP  SSSS 

NO  DDI:  SOA/ 


NRO  OSF 


POBLICITY  AND  BISK  VISIBILITY  OP  THE  LAUNCH  EVENT  I  BELIEVE  THAT 
ENHANCING  THE  BPPICIBNCY  OP  LAUNCH  OPERATIONS  OOTmaaS  THE  RISKS 
IMPOSED  BY  raiS  DECLASSIFICATION  .ACTION. 

5.  (U)  THIS  MESSAGE  HAS  BEEN  COORDINATED  WITH  THE  JOINT  STAFF. 


QUESTIONS  SHOULD  BE  REFERRED  TO  THE  JOINT  SDVFF/J  -35.  NATIONAL 
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SMC/CLX  &  SMG/IMO  CONTRACTS 

(D 

(b; 

Table  0.1:  Contracts  Approved  for  unclassified  MRO  Afflllatldn 


Contractor 

Division/Mgr 

Description 

-  - 

Anal ex 

(-) 

Atlas  II  iv&v 

Econ  Logistic 
Mgt. 

(-) 

Bldg  A5  Movers 

L&v  Movers 

(-) 

Bldg  AS  Movers 

LM  Astronau¬ 
tics 
(DUNE) 

Atlas  LauiiOh  Vehicle  Integration 

LM  Astronau¬ 
tics 
(DUNE) 

SLC-3  Construction/Activation 

LM  Federal 
Systems 
(MAYOR) 

Mission  Director  Support 

LM  Missle  and 
Space 

(GANTRY) 

Launch  Site  Ops  Support  (LSOS)  com¬ 
panion  &  SLC-3E  Coirnn  Activation 

LM  Missle  euid 
Space 
(GANTRY) 

Launch  Site  Processing  Support 
(LSPS) 

McOonnel  Dou¬ 
glas  A_stronau- 
tics  Co. 

(HYMN) 

Dual  Integration 

SflCRBT 
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Table  Q.l:  Contracts  Approved  for  Unclassified  MRO  Affiliation 


Note  on  Table  G.l:  OSL  managed  contracts  will  transition  to  SAF/SL  via 
letter  w/  no  other  modifications.  Others  shpuld  transition  to  SAF/ST  w/ 
no  other  modifications. 
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Tia>l«  0.2:  Contraetii  Raqulflng  Protactad  NRO  Aff  lliatidii 


Contractor 

Division/Mgr 

Description 

Tabla  6.3:  Contracts  Panding  Raviaw 


Contractor 

Division/Mgr 

Description 

None 

(b)(3: 
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QUESTIONS  AND  ANSWERS 

Relating  to  Decon^artmentation/Declasslflcation 

of  NRO  Launches 

Organisation 

Effective  1  March  1997,  the  OSL  Deputy  Director  (DD/OSL)  position  will 
be  declassified  and  added  to  the  released  NRO  orgemization  chart.  Also 
effective  1  March  1997,  the  entire  OSL  structure  will  be  declassified 
but  not  added  to  the  released  NRO  organization  chart .  The  SMC/CLX  ahd 
SMC/iMO  launch  related  organization  and  functions  will  transition  to 
the  NRO  OSL.  OD-4  will  become  NRO  at  a  Secret  collateral  classification 
level,  communication  support  to  the  NRO  will  be  acknowledge  but  other¬ 
wise  ITG  organization  and  functions  remain  unchahged.  Functions  and 
offices  that  co-use  or  are  sited  with  OSL  or  OD-4  units  will  be  evalu¬ 
ated  for  classification  on  a  case-by-case  basis,  with  decisions  being 
based  on  parent  organization  directions  and  implementation  processes. 

1.  Can  you  show  me  an  organization  chart  that  reflects  what  is  unclassi¬ 
fied  on  1  March  1997? 

Yes.  The  Charts  in  Appendix  C  contain  functions  which  will  be  xmclas- 
sified.  If  names  are  listed  with  the  functions,  the  chart  is  For 
Official  Use  Only  (POUO)  and  may  be  distributed  after  1  March  1997 
for  business  purposes. 

2.  Are  there  unclassified  mission  statements  for  those  elements  shown  on 
the  orgemization  chart? 

Yes.  These  statements  have  been  developed  for  use  in  the  conduct  of 
official  business  in  vmclassified  settings.  The  unclassified  itdssion 
and  function  statements  are  printed  in  the  Implementation  Plan.  Your 
program  security  officer  has  a  copy.  NRO  Office  of  Corporate  Coimmini- 
cations  will  be  the  single  entry  point  for  all  contacts  from  the  pub¬ 
lic  and  media. 

3.  May  I  publish  an  unclassified  NRO  site  phone  list? 

Yes.  But  the  list  should  not  be  labeled  'NRO'.  All  personnel  rosters 
end  telephone  lists  are  FOUO  and  may  be  distributed  after  1  March 
1997  for  business  puzposes. 

4.  What  happens  to  the  government  organizations  that  provide  support  to 
the  NRO  launch  process? 

SAF/SP  will  be  disbanded  and  all  personnel  and  elements  tremsferred 
to  other  OSAF  elements .  Personnel  assigned  to  SAF/SP  elements  at 
LAAFB,  CCAS,  and  VAFB  and  that  are  declassified  will  administratively 
transfer  to  SAF/SL.  Personnel  assigned  to  SAF/SP  elements  at  LAAFB, 
CCAS,  and  VAFB  that  remain  classified  will  administratively  transfer 
to  SAF/ST  with  data  masked  assignment  location.  OSL  SAF/SP  personnel 
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assigned  to  OD-4/DL  will  administratively  trauisfer  to  SAF/SL  with 
data  masked  assignment  location.  All  other  SAF/SP  personnel  assiemed 

to  OAS  OD-4  will  administratively  transfer  to  SAF/SO 

1  - - - - - 

Central  Intelligence  Agency 


Office  of  Development  &  Engineering  (ODiiE)  reinainB  the  office  within 
the  GIA  Directorate  of  Science  and  Technology  through  which  the  CIA 
assigns  personnel  to  the  NRO.  The  fact  of  QD&E  as  an  NRO  support 
mechanism  is  unclassified.  The  CIA  Directorate  for  Administration 
(DA)  also  provides  assignees  to  the  NRO  in  various  support  roles,  an 

but  the  DA  is  not  a  dedicated  support  mechanism  to 
the  NEO  and,  as  such,  has  no  place  on  the  NRO  organizational  chart. 
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Personnal 


The  association  between  the  NRO  and  personnel  at  LAAFB,  CCAS  an<^  VAFB, 
except  for  those  few  who  are  specifically  exen^ted,  is  unclassified. 

The  assbeiatioh  of  OAS  personnel  with  the  NRO  is  SECRET  collateral.  The 
fact  that  OAS  supports  the  NRO  is  FOUO.  Although  declassified,  the  iden¬ 
tity  of  no  1^0  personnel  will  be  officially  released  as  occupying  a  spe¬ 
cific  NRO  organizational  position.  Military  and  civilian  personnel 
whose  support  to  the  NRO  has  been  declassified  will  have  their  NRO  sup¬ 
port  reflected  in  their  unclassified  assignment  histories. 

5.  Gan  I  say  I  work  for  a  particular  launch  component  (i.e.,  safety, 
operations)  in  an  unclassified  setting? 

If  the  cottponent  is  one  of  those  included  on  the  unclassified  organi¬ 
zation  chart  -  yes. 

6.  When  is  it  appropriate  for  me  to  talk  a^bout  my  NRO  affiliation?  What 
cam  I  tell  my  family,  friends  amd  neighbors? 

It  is  appropriate  to  disclose  your  NRO  affiliation  to  facilitate  NRO 
customer/user  interfaces.  Personnel  may  choose  to  disclose  their  NRO 
affiliation  to  family,  close  friends  and  neighbors  provided  this 
acknowledgment  does  not  inadvertently  reveal  classif  ied  or  conpart- 
mented  information  and  relationships.  However,  NRO  personnel  should 
not  acknowledge  their  NRO  af  f  iliation  gratuitously  in  response  to 
casual  social  or  other  inquiries,  and  ere  urged  not  to  make  indis¬ 
criminate  admissions  of  NRO  affiliation. 

What  can  I  say  about  who  I  work  for,  where  I  work,  what  I  do,  my  work 
address  and  phone  number?  Can  you  give  me  an  exairple? 

Exanples:  I  am  an  AF  service  member.  I'm  an  engineer,  security 
officer,  contracts  officer,  etc.  I  am  assigned  to  the  NRO  Launch  • 
Office.  See  Appendix  E  for  off  icial  addresses. 

8.  Can  you  give  me  an  exanple  of  a  generic  NRO  job  description  that  I 
could  provide  to  family  or  friends? 

A  typical  generic  job  description/title  would  be  an  •engineer*  or 
•analyst*  providing  support  to  NRO  launch.  Any  description  that  you 
use  should  be  short  and  non-revealing  of  classif  ied  information. 

9.  How  can  a  uniformed  menSjer  of  the  military  services  describe  their 
association  with  the  ITOO? 

I  am  an  active  duty  member  of  the  (Army,  Navy,  Air  Force)  detailed/ 
assi^ed  to  the  NRO. 

10.  HOW  should  I  respond  to  a  question  from  an  \incleared  individual  con¬ 
cerning  the  association  of  SAF/SS  or  SAF/SP  to  SAF/ST  or  SAF/SL? 

There  is  no  association  between  SAF/SS  or  SAF/SP  or  SAF/ST  auid  SAF/ 

SL,  They  are  separate  Air  Force  orgiuiizations  with  different  mis- 
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12.  What  can  I  put  oh  a  resume  about  my  present  en^loyer  and  any  past 
assignments  with  the  NRO?  What  can  I  say  cQjout  past  NRO  assignments? 

Your  present  employer  is  your  parent  organization/agency,  i.e.,  CIA, 
AF,  Navy,  etc.  Resumes  prepared  by  NRO  laxaich  office  personnel  whose 
support  to  the  NRO  has  been  declassified  should  be  reviewed  by  their 
supervisors  in  coordination  with  the  component  security  off  icer  to 
ensure  that  classified  information  is  not  revealed.  As  a  rule,  if 
your  past  NRO  assignment  ended  prior  to  1  March  1997  your  past  affil¬ 
iation  with  the  NRO  remains  classified.  Only  present  and  future 
assignments  are  subject  to  the  new  rules  herein.  Exceptions  will  be 
handled  on  a  case-by-case  basis  through  the  DNRO. 

13.  Can  NRO  employees  identify  past  or  present  NRO  coworkers  in  unclassi¬ 
fied  settihga'? 

NRO  personnel  may  identify  present  co-workers,  after  1  March  1997,  if 
those  co-workers  do  not  betaih  classified  status.  It  is  incumbent  on 
all  personnel  to  protect  the  aff  iliation  of  those  employees  whose 
position  has  not  been  declassified.  Questions  of  this  nature  should 
be  addressed  to  your  BCO  or  to  your  component  security  off  icer. 

14.  Will  the  policy  for  wearing  uniforms  at  NRO  launch  facilities  change? 

There  is  no  change  in  the  policy  with  regard  to  the  wearing  of  mili¬ 
tary  uniforms. 

15.  What,  can  I  say  eOsout  the  NRO  during  business  travel? 

You  may  acknowledge  your  NRO  aff  iliation  as  needed.  However,  you 
should  not  discuss  yoxir  NRO  aff  iljation  in  non-business  settings. 
Relationships  between  the  NRO|  |and  sensitive  operations/ 

support  sites  remain  classified  and  must  be  protected. 

16.  How  should  I  sign  in  at  contractor  sites?  Military  bases? 

No  change  -  use  the  same  procedures  as  before.  Sign  in  as  “self^^  or 
with  military  identification  if  appropriate. 

17.  Will  material  with  an  NRO  logo  (certificates,  memorabilia)  be  treated 
as  unclassified? 

If  your  affiliation  with  the  NRO  is  unclassified  after  1  March  1997, 
NRO  affiliation  with  your  name  will  be  treated  as  unclassif  ied  and ' 
may  be  used  on  certificates,  etc.  bearing  the  NRO  logo. 

18.  Can  I  wear  NRO  memorabilia  and  past  NRO  launch  logos  at  the  same 
time? 
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While  not  classified,  it  is  not  good  OPSBC  practice  to  wear  indica¬ 
tors  that  can  reveal  or  lead  to  classified  information,  i.e.  past  NRO 
launches . 

19.  Currently,  courier  id's  and  letters  authorizing  "hand  carries*  are 
not  affiliated  with  the  NRO,  will  this  change? 

There  is  no  change  in  current  travel  procedures.  Courier  letters  will 
not  reflect  piO  affiliation. 

20.  Are  NRO  business  cards  authorized? 

NRO  representational  business  cards  may  be  authorized  by  management 
on  a  case-by-case  basis,  for  those  NRO  personnel  whose  positions  have 
been  declassified,  and  whose  jobs  include  off  iciaX  NRO  contact  with 
customers  and/or  the  user'  community.  Business  cards  will  be  purchased 
at  the  individuals '  s  own  expense  and  used  only  for  official  business  > 
Private  use  of  off  icial  business  cards  is  prohibited.  Requests  for 
business  cards  must  be  submitted  in  writing  and  justify  why  official 
NRO  business  cards  are  needed.  Approving  off  icials  will  ensure  that 
classified  information  is  not  revealed  on  the  card,  and  that  the 
appropriate  telephone  numbers  and  addressees  are  indicated.  NRO 
business  cards  will  not  be  used  when  visiting  classif  ied  NRO  loca'^- 
tions,  i.,e.,  M6S  and  sensitive  sites.  They  may  he  used  when  interfac¬ 
ing  with  non-NRO  government  agencies^  i.e.,  AFSPC,  SMC,  etc. 

21.  What  changes  will  occur  to  my  Performance  Appraisal  or  military  per¬ 
formance  report  (OPR/EPR) ? 

Air  Force 

The  only  change  is  the  job  title,  location  and  PAS  code  description. 
Ybut  senior  rater  will  be  signing  with  an  NRO  title  for  all  declassi¬ 
fied  NRO  launch  office  personnel. 

CIA 

No  change,  although  more  direct  reference  to  the  NRO  will  be  permit¬ 
ted.  . 

,22. Can  my  supervisor  be  more  forthcoming  regarding  NRO  activities  as  he/ 
she  is  writing  ray  performance  report? 

Yes  -  if  your  performance  report  is  classif  ied.  No  -  if  your  perfor¬ 
mance  report  is  unclassified.  The  text  of  performance  reports  should 
be  consistent  with  the  overall  classification  of  the  report,  i.e.  if 
the  report  is  unclassified,  as  in  military  OPRs/EPRs,  then  the  text 
must  be  unclassified. 
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24. How  does  this  downgrading  affect  the  performanGe  reports  and  awards 
for  op-4  personnel?  the  NRO  be  aelcnowledged? 


Statements  relating  general  support  for  NRO  la.unch  and  early  on-orbit 
configuration  may  be  included.  Care  must  be  taken  to  ensure  wording 
indicates  'support  for'  rather  than  'assigned  to.' 

25^Hpw  do  I  handle  meetings  where  NRO  acknowledged  persoruiel  and  non- 
acknowledged  personnel  are  in  attendance? 


There  is  no  change  in  procedure  from  the  past  where  non -acknowledged 
NRO  personnel  (i.e.  SVC,  )  must  remain  covert.  Both  parties 


-  ^ WWW/I  |/  .mu.E»u  xeniaxn  covert.  oOtll  parti 

must  take  care  not  to  expose  cne  relationship.  Yet  it  is  perfectly 
acceptable  for  the  acknowledged  person  to  represent  his/her  af f  ilia- 


tion  with  the  NRO.  OD-4  personnel  will  have  to  take  extra  ca^e  in  how 
they  represent  themselves  at  extermil  meetings,  how  they  sign  in,  and 
how  they  represent  NRO  interests . 


26.Nho  do  I  say  I  work  for?  OD-4?  SAF/SP?  SAF/SL?  SAF/So{ 
NRO? 


or  the 


It  depends  on  the  audience  and  situation.  For  day  to  day  activity, 
use  your  normal  organization  title.  Normally  you  will  not  refer  to 
yourself  as  NRO  or  SAF/SL  or  SAF/SO. 

27. What  can  I  say  when  confronted  by  unbriefed  co-workers,  family,  etc., 
about  the  NRO  launch  and  who  I  work  for: 


OL  VNBG  contractors:  I  work  for  (Contractor  name)  on  contract  to  sup¬ 
port  the  OL  VNBG  an  AFELM  of  SAF/SL 

OL  VNBG  Personnel:  I  am  assigned  to  OL  VNGB  an  AFELM  of  SAF/SL 
Connn  personnel :  I  am  assigned  to  Pet  1  supporting  OL  VNBG 
SVCs:  I  am  an  ASC. 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


Ground  Stations  and  Oparational  Sitas/Locations 


Current  procedures  will  continue  tc  he  used.  Personnel  will  still 
travel  in  civilian  clothes,  use  SATO  travel  arrangements,  ensure 
their  destinations  are  blurted  through  good  OPSEC,  and  protect  their 
association  with  the  NRO. 


29. What  information  can  I  discuss  as  a  result  of  the  18  Dec  launch 
acknowledgment? 

The  only  information  declassified  and  officially  released  concurrent 
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with  the  December  1996  laxmch  is  the  fact  that  the  launch  carries  an 
NRO  satellite.^  Personnel  who  interface  with  launch  support  organiza¬ 
tions  may  become  aware  of  or  exposed  to  speculations  related  to  NRO 
functions  and  operations  as  a  result  of  the  December  1996  Vandenberg 
^  Titan  IV  launch  acknowledgment.  You  should  not  comment  nor  become 
involved  in  confirming  nor  denying  any  speculations.  However,  if  con¬ 
fronted  prior  to  the  1  March  1997  effective  date,  you  may  acknowledge 
your  NRO  af f  illation  to  the  extent  you  would  be  able  to  after  the  1 
March  1997  effective  date. 

30. What  can  I  tell  people  about  wheie  I  work  if  I'm  assigned  to  or  vis- 
itingj  or  other  claesif  ied  NRO  facility? 


31.1s  there  a  way  that  I  can  identify  nr/self  as  an  NRO  employee  in  an 
unclassified  venue  even  though  I  work  at  a 


General  policy  dictates  that  you  do  not  reveal  your  affiliation  with 
the  NRO..  Exceptions  will  be  considered  on  a  case  by  case  basis. 

32. Hill  performance  evaluations  for  people  assigned  to  sensitive  sites 
contain  references  to  the  NRO? 

No.  NRO  affiliation  will  not  be  mentioned,  OPR/EPRs  remain  unchanged 
in  format,  content,  and  rating  official. 


ITG 


ITG's  affiliation  as  part  of  the  NRO  remains  SECRET  BYE.  The  Detachments 
at  LAAFB,  GCAS,-  VAFB,  and  OAS  may  acknowledge  that  they  provide  support 
to  the  NRO,  including  for  the  NRO  launch  process.  ITG  elements  at  other 
locations  remain  eompartmented. 

33.  What  can  I  discuss  eOjout  ITG's  relationship  with  the  NRO? 

The  fact  that  the  ITG  is  part  of  the  NRO  structure  retnaihs  SECI^T  BYE 
And  will  not  be  discussed  outside  those  channels.  However,  the  fact 
that  Detachments  known  as  ITG  provide  support  to  the  NRO  may  be 
acknowledged.  An  example  of  supporting  the  NRO  would  be  the  laiinch 
support  and  interfaces  provided  by  che  on-site  Detachments  under  the 
Launch  Comm  Office  label. 

34.  Can  I,  as  a  Comm  Det  staffer,  tell  people  the  building  I  work  in? 

Yes.  However,  the  fact  you  work  in  an  NRO  occupied/managed  building 
should  not  be  portrayed  as  being  a  member  of  that  organization.  You 
are  assigned  to  an  AF  Comm  element  that  supports  the  NRO  at  yOur 
location. 

35.  How  do  I  travel  to  covert  locations  if  l  am  acknowledged  as  support¬ 
ing  the  NRO? 


Current  procedures  will  continue  to  be  used.  ITG  Det  personnel  will 
still  travel  in  civilian  clothes,  use  SATO  travel  arrangements. 
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ensure  their  destinations  are  blurred  through  good  QPSEC,  and  protect 
their  association  with  the  NRO.  In  ether. words /  nothing  should 
change. 


OD-4 


op-4  elements  at  OAS  organization  will  become  NRO  at  a  Secret  Collateral 
level.  OD-4  elements  stationed  ai  remain  coit5)artmented . 

36. (feat  can  I  discuss  about  OD-4's  relationship  with  the  NRO? 


Effective  1  March  1997,  OD-4's  relationship  with  the  NRO  will  be 
deccmipartmented ;  The  fact  that  OD-4  supports  the  NRO  will  be  FOUO  but 
the  fact  that  the  OD-4  is  the  NRO  will  be  SECRET  collateral.  An  exam¬ 
ple  of  supporting  the  NRO  would  be  che  launch  support  euid  interfaces 
provided  by  OD-4/DL. 

37. Does  the  OD-4  deconpartmentation  affect  ITG  Det  7? 

Yes.  Det  7  will  follow  the  same  gui<lelines  for  decompartmentation  as 
OD-4.  Support  for  the  NRO  is  FOUO  while  'as  the'  NRO  is  SEC^T  col¬ 
lateral. 


38. Can  I,  as  an  OD-4  staffer,  tell  people  the  building  I  work  in? 

Yes.  However,  the  association  of  the  NRO  to  our  facilities  is  SECRET 
collateral . 


39. How  do  OD-4  personnel  represent  thetivaelves  on  the  telephone  or  on  the 
internet  when  they  are  in  a  'support'  role? 

It  is  important  for  e.11  OD-4  personnel  to- use  caution  when  conversing 
on  the  open  telephone  or  internet.  Only  unclassified  terminology  will 


40 


etc.  when  referring  to  6d-4  activities. 


be  used;  i.e.  OD-4 

References  to  NRO  are  strongly  discouraged  when  using  open  lines . 

.Does  the  U.S.  Government  use  overseeis  tracking  stations  that  are  part 
of  the  AFSCN  to  'support'  the  NRO? 

Details  and  particulars  of  NRO  operations  remain  classif  ied. 


41.(fhat  is  the  real  mission  of  the  AFSCN  as  it  relates  to  the  NRO? 

The  p-ritna-ry  mission  of  the  AFSCN  xs  to  collect  positional  and.  veloc¬ 
ity  data  on  military  and  civil  satellites  as  well  as  the  space  shut¬ 
tle  for  the  purpose  of  determining  their  orbit,  a  function  that  is 
important  for  the  operation  euid  safety  of  all  spacecraft.  Further 
details  are  classified. 


42. Did  the  NRO  operate  the  tracking  systems  for  CORONA? 
No. 


43.  (feat  other  kinds  of  missions  has  the  NRO  used  the  AFSCN  for  over  the 
years  between  Corona  euid  now? 

That  information  is  classified. 

44.  How  do  I  travel  to  Covert  locations  if  I  am  acknowledged  as  NRO  at 
the  SECRET  collateral  level? 

Current  procedures  will  continue  to  be  used.  OD-4  and  Det  7  personnel 
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will  still  travel  in  civilian  clothes,  use  SATO  travel  arrangements, 
ensure  their  destinations  are  Muirred  through  good  OPSEC,  and  protect 
their  association  with  the  NRO. 

45. What  information  cauii  I  discuss  as  a  result  of  the  18  Dec  launch 
acknowledgment?  Especially  related  to  OD-4? 

Those  OD-4  and  Det  7  personnel  support ihg  the  K-13  launch  may 
acknowledge  that  they  supported  the  launch.  Other  OD-4  personnel  may 
not  acknowledge  a  relationship  with  the  NRO. 


47.Does  downgrading  of  NRO  relationship  to  OD-4  change  the  classif  ica- 

tion  of  the  relationship  to 

K 

No.| 

remain  SECRET 

BYE  or  TK.  The  External  Control  System  (ECS)  associations  also  remain 
SECRET  BYE. 


48.  Will  OD-4  Irons  be  acluiowledged  as  NRO? 

No.  The  relationship  of  a  f  light  IRON  to  the  NRO  will  be  SECRET  col¬ 
lateral  .  Relationship  of  the  pre-f  light  or  launch  IRON  with  an 
acknowledged  NRO  launch  will  be  FODO. 

49.  Will  IRON  based  information  be  classif  ied? 

No.  Information  used  to  conf  igure  the  RTSs  will  remain  unclassif  ied. 

50.  What  information  can  I  discuss  in  the  interim  period  between  18  Dec 
and  1  Mar  when  OD-4  will  be  acJuiowledged  at  the  SECRET  collateral 
level? 

Those  OD-4  personnel  that  supported  the  18  Dec  launch  can  acknowledge 
their  'support',  but  any  information  beyond  that  remains  classif  ied* 
The  standard  response  for  queries  into  on-Orbit  operations  or  AFSCN 
support  for  on-orbit  operations  will  be  »We  do  not  discuss  on-orbit • 
or  system  operations  amd  activities . " 


(b)(1) 

(b)(3) 


Mission  and  Functions 


Generic  (non- revealing)  mission  and  functions  statements  for  NRO  launch 
elements  are  unclassified. 

n 

51. To  what  office  should  public  inquiries  regarding  these  changes  be 
referred? 

All  FOIA,  media  and  other  public  affairs  inquiries  should  be  referred 
to  the  appropriate  USAF  or  NRO  Off  ice  of.  Co^orate  CoRmtunications 
staff. 

52.1s  the  NRO 's  security  control  system  affected  by  these  changes? 

No,  the  control  system  is  .riot  affected.  However,  these  changes  will 
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Iscted,  in  the  BYE  NRO  and  collnter&l  APP  Glassification  guides. 


Facilities 

the  location  of  the  NRO  launch  facilities  is  FOUO. 

53.  Can  I  tell  my  family,  friends,  and  neighbors  my  actual  work  location? 

Upon  iit^lementation  of  this  plan,  the  NRO  launch  facilities 
(i.e., Building  A- 5  at  LAAFB,  CCAS  facilities,  VAFB  facilities)  will 
be  deGlassified.  However,  the  identity  and  location  of  these  facili¬ 
ties  will  be  FOUO.  Disclosure  of  actual  location  of  the  facilities 
for  other  than  business  purposes,  i,e.  family,  friends,  neighbors, 
etc.  should  be  judged  on  a  need  to  know  basis. 

54.  What  can  I  divulge  with  respect  to  my  actual  work  locations  for  can¬ 
vasses,  school  contact  information,  ptibli  cat  ions,  etc.? 

NRO  personnel  with  school  age  children  or  other  dependents  should 
indicate  the  name  and  address  (i.e.,  building)  of  their  parent  orga¬ 
nization  (e.g.  Air  Force,  CIA,  Navy),  and  their  non'^secure  telephone 
number  at  their  work  location  to  facilitate  prompt  notif  ication  in 
case  of  an  emergency.  NRO  personnel  may  provide  their  home  address 
and  telephone  number  and,  if  requested,  their  affiliation  with  their 
parent  agency  rather  than  their  NRO  aff  illation  in  response  to  va^-i* 
ous  types  of  canvasses  frequently  made  to  obtain  information  for 
school,  community,  church,  social  organization,  or  alumni /alujnnaa 
directories,  etc. 

55. Since  the  launch  facilities  will  be  declassif  ied,  can  I  answer  the 
non- Secure  phone  ’“NRO"? 

There  will  be  no  change  in  procedures  concerning  how  people  answer 
honseOUre  telephones.  Practice  good  operational  security. 

56.  When  is  it  appropriate  to  have  xonclassif  ied  mail  sent  to  me  at  the 
NRO  launch  facilities?  How  do  I  do  it? 

You  cam  have  unclassif  ied  mail  sent  to  you  at  the  off  icial  local 
facility  address.  Personnel  remaining  in  classified  positions  will 
continue  to  use  their  home  address  or  the  address  of  their  parent 
organization  (CiA,  USAF/SAF/SP)  for  official  unclassified  mail. 

57.  Can  launch  office  personnel  tell  vendors  they  are  ordering  items  for. 
the  NRO? 

Vendor  relationships  and  contracting  means  will  vary  depending  on  the 
item  being  ordered  and  the  location  of  the  delivery.  Refer  questions 
to  your  local  contracting  officer  and/or  security  officer  for  Spe¬ 
cific  guidemce. 

58.  After  1  March  1997,  may  I  acknowledge  the  fact  that  I'm  visiting 
Westfields  in  DC  2md  if  TDY  with  my  spouse,  may  I  take  her  to  lunch 
in  Westfields  facility? 

Yes  i 

5 9.  What  about  other  unacknowledged  facilities  in  the  DC  area? 
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Yes . 

Launch  Actlvltiea 

SO.Nhat  happens  if  I  get  a  question  regarding  NRO  assets  and  operations 
from  the  media? 

Refer  all  such  questions  to  the  appropriate  USAF  or  NRO  Off  ice  of 
Corporate  Communications  staff. 

61.  Does  this. declassification  effort  affect  a  program  office's  support 
to  NRO  launches? 

No.  All  program  support  to  lavthch  activities  will  remain  congpart- 
mented  and  affiliation  with  the  NRO  is  protected. 

62.  What  is  the  classification  of  NRO  flight  hardware  being  stored  in  the 
HSF/SSFB? 

There  is  no  chauige  in  launch  integration  processing  procedures .  Hard¬ 
ware  movements  auid  storage  areas  remain  SECRET  collateral. 

63.  What  is  the  level  of  classif  ication  for  the  *fact  of"  an  NRO  satel¬ 
lite  being  currently  processed  in  the  SPIP? 

There  is  no  change  in  launch  integration  processing  procedures.  The 
satellite  vehicle  may  be  acknowledged  as  being  6n-pad  after  mate  to 
the  launch  vehicle.  Prior  to  that,  hardware  movements  and  processing 
locations  remain  SECRET  collateral. 

64.  Will  we  still  have  to  pay  attention  to  SATRAN’s  during  hardware  move¬ 
ments? 

Yes.  There  is  no  change  in  launch  integration  processing  procedures. 


Gontraetor  Assoelations/Relationships 


Consistent  with  NRO  and  corporate  policies,  contractor  personnel 
employed  on  unclassified  SMC/CLX>  SMC/IMO,  or  OP-4  contracts  may 
actaiowledge  their  affiliation  with  the  NRO  or  support  to  the  NRO,  to 
include  being  known  as  an  "NRO  launch . support  contractor".  Acknowledg¬ 
ment  will  be  in  a  nrnuiner/degree  consistent  with  their  contracting 
instrument  emd  as  it  appears  on  unclassif  ied  NRO  organization  charts 
and  mission  statements.  Contractors  who  are  no  longer  supporting  the 
^O  as  of  1  March  1997  are  NOT  included  in  this  declassification  effort,. 

65.  Can  SETA  personnel  working  on  site  acknowledge  their  NRO  affiliation? 
Yes,  if  the  work  performed  is  on  an  open  contract. 

66.  How  should  contractors  handle  introductions  azid  questions  of  aff  ili- 
ation  when  their  work  involves  assisting  their  government  client  in 
representing  the  NRO? 

SETA  CQntractprs  who  attend  meetings  outside  the  NRO  euid  sit  along¬ 
side  the  customer  may  be  known,  if  necessary,  as  am  "NRO  launch  sup¬ 
port  contractor"  to  those  at  am  unclassif  ied  meeting 

67.  What  can  I  write  about  my  NRO  experience  on  a  resume  or  say  in  a  job 
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interview  if  I  am  working  on  an  open  contract  for  the  NRO? 

Reference  to  NRO  experience  Ccuinot  be  written  into  a  resume,  but  can 
be  mentipned  in  an  interview  if  asked. 

68. Ceui  I  admit  it  to  friends/ family? 

Contractors  in  unclassified  positicns  may  choose  to  disclose  their 
NRO  affiliation  to  family,  close  friends,  and  neighbors  provided  this 
acknowledgment  does  not  inadvertent  Ly  reveal  class! f  ied  or  cbir^art- 
mented  information  and  relationships.  However,  NRO  contractor  per¬ 
sonnel  should  not  aclaiowledge  their  ^O  aff  iliation  gratuitously  in 
response  to  casual  social  or  other  inquiries,  euid  are  urged  not  to 
make  indiscriminate  admissions  of  OTiO  aff  iliation. 

69.  Can  a  contractor  with  eui  open  relationship  with  the  NRO,  anH  with 
current  NRO  contracts  after  1  March  1997  admit  that  relationship  in 
eUi  unclassified  proposal? 

No. 


Public  Affairs 

The  following  questions  are  excerpted  from  the  Public  Affairs  plan  for 
the  December  lavinch. 

70.1s  this  satellite  a  [code  name  or  intelligence  type]  satellite? 

We  are  acknowledgihS  only  that  this  is  a  reconnaissaince  satellite, 
designed,  acquired  and  to  be  operated  by  the  National  Reconnaissance 
Office.  The  satellite's  specific  missioij  remains  classified. 

Tl.What  are  its  orbital  elements/technical  data? 

The  laxinch  vehicle's  azimMth  is  190  degrees;  its  launch  period  is 
from  0830  PST  until  llOO  PST.  All  other  information  related  to  the 
satellite  is  classified. 

72.  Aren't  those  elements  indicative  of  a  [code  name  or  intelligence 
type]  satellite? 

That  statement  would  be  speculative.  We  will  not  comment  on  the  sat- 
sllite's  specific  mission,  other  than  to  say  it  is  a  reconnaiSsajice 
satellite. 

73.  How  many  NRO  satellites  have  been  launched  on  Titans  [III,  34-D,  IV]? 

145  CORONA,  Argon,  eUid  lanyard  photo  reconnaissance  satellites  were 
launched  from  Vemdenberg  AFB  by  Thor  boosters  between  1960  and  1972. 
With  the  exception  of  CORONA,  all  past  NRO  launch  operations  remain 
Glassified. 

74.  Past  launch  mauiifests  have  listed  certain  Titan  launches  as  carrying 
"DOD  classified  payloads.''  Were  these  NRO  satellites? 

Some  were;  some  were  not.  The  phrase  "DoD  payload"  does  not  necessar¬ 
ily  equate  to  NRO  satellite.  . 

75.  Have  NRO  satellites  been  launched  from/by  the  Space  Shuttle? 

Other  than  CORONA,  all  previous  launCfi  operations  remain  classif  ied. 

76.  What  other  launch  vehicles  have  been  used,  to  launch/orbit  NRO  satel- 
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lltes? 

Past  operational  matters  like  this  remain  classified.  As  to  the 
future,  however,  NRO  satellites  could  be  launched  by  any  vehicle  in 
the  U.S.  space  launch  inventory,  to  include  Titan  IV,  Atlas  II,  EELV 
and  auiy  other  viable  space  laxmch  vehicle. 

77.  Will  future  NRO  launches  be  unclassified? 

Our  intent  beginning,  Friday,  20  December  1996,  is  to  declassify  most 
NRO  launches. 

78.  What  is  the  total  number  of  NRO  satellites  launched  during  the  orga¬ 
nization  ' s  existence? 

Other  than  today's  launch  and  the  145  CORONA  launches  previously  men¬ 
tioned,  all  other  NRO  launches  remain  claSsif  ied. 

79.  Have  NRO  satellites  been  launched  from  Cape  Cemaveral? 

in  the  past  the  NRO  has  launched  froim  the  Cape,  but  previous 
launches,  other  than  CORONA,  remain  classified.  In  the  future,  it  is 
the  NRO's  intent  to  use  both  Vandenbefg  and  Cape  Canaveral. 

80.  Does  this  mean  that  the  launch  of  some  NRO  satellites  could  remain 
classified? 

Possibly,  but  again,  the  term  "classif  ied  DoD  payload"  does  not  nec¬ 
essarily  equate  to  an  NRO  satellite. 

81.  When  is  the  next  NRO  launch? 

We  expect  to  announce  future  launches  ahead  of  time. 

82  .Are  there  any  hazardous/nuclear/radioactive  conponents  aboard  this 
satellite? 

No. 

83.  Have  any  animals  been  used  in  testing  for  this  satellite? 

No.  The  iroo  does  not  have  any  euiimals  associated  with  its  programs. 

84.  Will  any  other  information  be  declassified  regarding  NRO  launches? 

Additional  declassification  efforts  are  under  consideration  and  the 
information  will  be  released  as  appropriate. 

85.  Does  the  NRO  have  personnel  at  Vandanberg  and  Cape  Ceuiaveral? 

Yes,  we  deploy  personnel  in  support  of  launch  activities. 

86.  What  are  the  offices/Who  are  those  people? 

This  information  is  classified. 

87 . Are  there  NRO  contractors  at  Vemtienberg  euid  Cape  Canaveral? 

We  deploy  personnel  in  support  of  launch  activities. 

88.  Who  are  those  contractors? 

As  a  standard  practice,  the  NRO  does  not  discuss  the  nature  of  its  , 
contractor /business  relationships . 

8 9.  How  many  U.S,  Government  people,  assigned  to  the  NRO,  are  located  at 
Vandenberg  ^u3d  Cape  Canaveral? 
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The  number  of  people  Who  support  launch  activities  is  classified. 

90.  How  much  money  has  the  NRO  spent  at  Vemdenberg  AFB  and/or  Cape  Canav¬ 
eral? 

The  NRO's  budget  is  classified.  The  NRO  has  always  provided  the  funds 
to  support  its  launch  operations  euicl  infrastructure. 

91.  How  does  the  NRO  arrange  for  the  Air  Force  to  launch  its  satellites? 

Launch  vehicle  acquisition  is  arranged  through  the  Space  and  Missile 
Systems  Center  (SMC)  of  Air  Force  Material  Commauid  in  Los  Angeles. 
La\mch  operations  are  arranged  through  the  30th  Space  Wing,  Vanden- 
AFB,  CA.  Organizational  details  beyond  this  rhmain  classif  ied. 

92. miat  eontractors  build  the  NRO's  satellites? 

That  information  is  classified. 

93 . At  what  contractor  facilities  are  the  satellites  manufactured? 

That  information  is  classified 

94 . How  are  the  satellites  transported  to  the  launch  bases? 

Operational  matters  like  this  remain  classif  ied. 

95. Is  SLC-4  East  the  only  launch  pad  used  by  the  NRO  at  Vandenberg? 

\  NO.  The  NRO  also  uses  SLG-3  East. 

95.  What  amovint  did  the  NRO  contribute  to  SLC-3  East’s  refurbishment? 

The  NRO's  budget  is  classified,  but  it  did  provide  substantial  fT«id* 
ing  to  refurbish  SLC-3  East. 

97.  What  is  the  cost  of  this  launch?  Will  the  NRO  reimburse  the  Air  Force 
for  that  amount? 

The  NRO  budget  is  classified.  The  NRO  has  a  cost-sharing  arrangement 
with  the  Air  Force  at  Vandenberg  for  the  costs  associated  with 
launching  NRO  satellites. 

98.  Why  are  the  NRO  auid  Air  Force  acknowledging  the  fact  that  the  18 
Decendaer  1996  Titan  launch  will  be/is/was  an  NRO  satellite? 

As  part  of  a  continuing  review  of  security  requirements,  policies  anH 
procedures,  it  was  determined  by  NRO  officials  that  the  fact  that  NRO 
satellites  are  launched  at  both  Vemclenberg  and  Cape  Cemaveral  no 
longer  needs  to  be  classif  ied. 

99.  Who  is  the  official  ultimately  responsible  for  the  declassif  ication 
decision? 

Keith  Hall,  Acting  and  Deputy  Director  of  the  NRO. 
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(tJ)  Appexidix  F  -  CORONA,  ARGON,  cuid  LANYARD 

Noto  (Bffttotivtt  10/13/03) : 

1.  (U)  Information  in  this  appendix  has  been  incorporated  from 
the  CORONA,  ARGON,  and  LANYARD  (CAL)  Declassification  Guide  and 
more  recent  instruction.  The  DNRO  approved  the  CAL  Guide  in  May 
1996  as  part  of  a  systematic  declassification  review  (SDR) .  That 
SDR  was  completed  in  November  1997. 

2.  (U)  As  a  result  of  incorporating  it  into  the  RRG,  the  CAL 
Declassification  Guide  ho  longer  has  to  be  consulted  as  a  stand¬ 
alone  document  for  25-year-old  CAL  related  information. 


1 .  BBVELOPMEIHT 


Bmdmat: 


(U)  See  paragraph  2  below. 


Pmlmmam: 


a.  (U)  "Facts  about"  the  CORONA  program  concept  that  called  for 
first  Concealing  the  program  with  its  overt  cancellation  as  an 
ostensibly  experimental  part  of  the  umbrella  project  WS-117L, 
only  to  be  followed  by  its  covert  resurrection. 


b,  (U)  Fact  of  and  details  about  the  CORONA  program  cover 
attributing  an  animal-carrying  purpose  to  DISCOVERER  missions. 


c,  (U)  fact  that  in  April  1962  the  Air  Force  changed  the  CORONA 
program  cover  from  that  of  DISCOVERER  being  experimental 
satellites  to  the  announcement  that  further  launches  involved 
secret  military  satellites.  At  the  same  time,  the  Air  Force 
announced  a  new  directive  classifying  all  information  regarding 
military  satellites  and  eliminating  series  designations  for 
DISCOVERER,  SAMOS,  and  MIDAS. 


d.  (U)  Details  about  the  design  and  operation  of  the  Itek 
panoramic  and  frame  caitetas  used  in  the  CORONA,  AR(30N,  and 
lanyard  satellites  (KM-1  through  KH-6) . 

e.  ,(U)  Any  other  information  hot  specifically  identified  for 
redaction  below. 
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2.  PARTICIPMITS  JUtt)  RELATXC^rSBIPS 
Rmdmct ; 


a.  (U)  Any  tradecraft  details  concerning  coyer  arrangements 
used  by  the  CIA,  Lockheed  Missiles  &  Sipace  Company  (LMSC) ,  and 
Hiller  Helicopter  Corporatioh  for  the  leasing,  staffing,  and 
operation  of  the  Hiller  Helicopter  plant  in  the  CORONA 
Program. (Effective  9/16/04) 

b.  (U)  Except  as  identified  below,  any  references  to  a  CIA 
covert  procurement  relationship  with  any  contractor. 

c.  (0)  Naities  of  NRO  contractor  personnel  unless  they  are 
identified  under  a.  jRmlmMsm  below  or  acknowledged  in  Appendix  B. 

a.  (U)  Names  of  elected  or  presidentially-appointed  Government 
officials  guiding  CAL  development  or  using  its  product.  When 
reflected  in  the  context  of  being  users  of  the  CAL  product, 
military  flag  officers  are  considered  tc  be  presidehtially-^ 
appointed  Government  officials  whose  names  can  be  released* 
(e.g,,  CINCSAC  or  CINCPAC  articulating  opinions  about  the  value 
of  CORONA  to  their  operational  planning) .  Names  of  flag  officers 
assigned  to  the  NRO  or  otherwise  involved  in  system  development 
or  operation  will  not  be  released  unless  they  ate  acknowledged 
in  Appendix  B. 

b.  (U)  Fact  of  CIA's  management  role  in  CORONA  for  Classified 
procurement  and  maintenance  of  security. 

c.  (U)  Fact  of  and  non-^security^-related  details  about  the  roles 
of  following  contractors: 

(  ■ 

-  Aerospace  Corporation 


~  Lockheed  Missile  and  Space  Company 

-  Itek  Corporation 

“  Fairchild  Camera  &  Instrument  Corporation 

-  General  Electric 
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-  Douglas  Aircraft  Corporation 

-  Space  Technology  Laboratories  (STL) 

-  (U)  Bell  Telephone  Laboratories  (BTL) •  BTL  had  a  contract 
with  the  Pacific  Missile  Range  to  provide  radio  guidance 
commands  to  all  first  stage  burns  from  VAFB  (Thoir,  Atlas,  Titan^ 
and  possibly  Delta).. 

-  (U)  Eastman-Kodak  Company  and  its  roles  in  film 
technology  research  and  processing  the  CAL  mission  film  at  its 
Hawkeye  facility  in  Rochester,  NY. 

-  (U)  Autometric  as  an  ARGON  contractor 

d-  (0)  Fact  that  the  Hiller  Helicopter  plant,  also  known  as  the 
Advanced  Projects  Integration  Facility,  or  Advanced  Projects 
Facility  (APF,  or  simply  AP) ,  in  Palo  Alto,  California,  served 
until  1969  as  a  cover  in  which  the  CORONA  second  stage  Agena 
satellites,  Itek  cameras,  EKC  film,  and  General  Electric  reentry 
capsules  were  assembled  and  tested  before  shipment  to  Vandenberg 
AFB.^“  (Effective  9/16/04) 


3.  FommG 

(U)  All  other  information  not  identified  for  release  below. 

SMlmmmm: 

(0)  Fact  that  the  CORONA  program  started  with  initial  funding  of 
$7M  from  the  CIA. 

(U)  Funding  figures  for  the  DISCOVERER  Program  (CORONA'S  cover 
project)  found  ih  Air  Force  (but  not  Program  A)  documents 
included  additional  items  such  as  the  care  and  feeding  of 
chimpanzees.  DISCOVERER  Program  funding  was  presented  to 
Congtess  each  year  for  approval,  appear  in  congressional 
records,  and  may  be  released. 


4.  aRERariQNg  -  GESBPfiTi 
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Radikat: 

/ 

a.  tO//TKf  Information  iji  a  fact  of  context  that  indicates  or 
implies  a  small  "piggyback"  ELINT  detection  package  (called. 
SOCTOP)  was  carried  on  board  DISCOVERER  XlII. 


b.  -"(0//TK)  Informa;tion  indicating  or  implying  in  a  "fact  of" 
context  that  any  other  SIGINT  or  vulnerability  detection 
piggyback  payloads  were  carried  on  CAL  missions - 


c.  '  (S/'/TR)  Fact  of  and  details  about 

d.  (3// TK)  Methodology  used  by  agents  to  retrieve  mission 
hardware  on  foreign  soil. 


a.  (U)  AFP  numbets  asspciated  with  the  CORONA,  ARGON,  LANYARD 
imaging  satellite  programs;®®  -  162,-  241,  -622A,  -846,  and 
specific  CAL  mission  numbers  in  the  following  blocks; 

1000,  1100,  8000,  9000. 

b.  (D)  Fact  that  CORONA  carried  color  and  infrared  film  on  some 
missions. 

c.  (U)  Fact  that  CORONA  carried  a  payload  called  OSCAR 
(Orbiting  Satellite  Carrying  Amateur  Radio) ,  and  other 
scientific  "piggyback"  payloads  such  as  radiometric  experiments 
for  MIDAS  and  X-Ray  and  Gamma  Ray  sensors  tested  for  VELA  HOTEL 
that  were  not  directly  related  to  intelligence  operations.  The 
fact  of  "piggyback"  payloads  in  general  can  be  acknowledged 
since  these  were  registered  with  the  UN.  [CAUTION;  see 
redaction  guidance  below.] 

d.  (U)  All  CAL  spacecraft  ephemeris  data. 

e.  (U)  Health  and  status  data  for  all  CAL  spacecraft. 

I 

f.  (U)  Spacecraft  system  lifetimes  for  all  CAL  missions. 

g.  (U)  CAL  spacecraft  maneuverability  data. 
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tot  ageRETZ/TR/RaBII/Mi - 

h.  (0)  Fact  that  the  DISCOVERER  ll  capsule  might  have  been 
recovered  by  the  Soviets  after  reentering  and  returning  to  earth 
on  Spitzbergen  Island,  a'nd  fact  that  Norwegian  authorities  may 
have  provided  credible  evidence  of  that  possibility. 

i.  (U)  Fact  of  the  resemblance  of  the  loss  of  the  DISCOVERER  11 
capsule,  and  its  probable  recovery  by  the  Soviets,  to  the  book 

Stet-io^.  Zebte  by  Alistar  MacLean  and  the  movie  of  the  same 
name. 

j.  (U)  Fact,  that  ah  individual  formerly  possessing  CORONA 
access  was  the  technical  advisor  to  the  ftiovie  "Ice  Station 
Zebra . " 

k.  (D)  Details  about  procedures  for  film  capsule  recovery  by 
air  or  on  the  water. 

l.  (U)  Fact  that  Corona  film  was  flown  from  Hawaii  to 
Rochester,  New  York,  and,  after  it  was  developed  at  EKC;  from 
Rochester  to  NPIC  in  Washington,  D.C. 

m.  (0)  -Details  about  the  recovery  from  Venezuela  of  ah  arrant 
CORONA  mission  1005,  capsule  in  summer  1964,  except  any 
information  dealing  with  CIA  agent  recovery  methodology. 

h.  (U)  Computer  Programs /OS P/relating  to  CORONA  satellite 
operations (Effective  03/31/04) 

1)  (U)  CORONA  target  Program  (CTP) :  orbit-by-orbit  camera 
operation  selection  based  on  weather  (WX)  forecasts  and  on 
displays  of  operational  information  and  accomplishments . 

2)  (U)  CALICO;  determined  camera  operations  and  displayed 
operational  information. 

3)  (D)  CACTUS;  listed  target  locations  for  photo- 
ihterpreting. 

4)  (U)  COMET;  determined  orbit  selections. 

5)  (U)  LETHAL;  program  for  automatic  command  and  control  of 
the  satellite. 

^fmr: 
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(U)  proposed  releases  about  the  internal  operations  of  the 
6594th  Recovery  Group  and  6593rd  Test  Squadron  should  be 
referred  to  Air  Force  Space  Coirafiahd. 


5.  gPERATXONS  -  HSS  and  RTS 


Emduot: 

a.  (0//TKT  Redact  specific  details  about  the  Mission  Ground 
Station  (MGS)  or  Remote  Tracking  Station  (RTS)  coiranands  that 
were  uplinked  to  the  satellite,  i.e.^  orbit  adjustment,  deorbit 
camera  operations,  SIGINT  payload  operations,  etc. 


Smlmmsm: 

a.  (U)  See  RRG  section  1.9.1  regarding  release  of  locations  of 
MGS  associated  with  CAL  missions.. 

b.  (U)  Fact  that  the  following  U^S.  remote  tracking  stations 
supported  DISCOVERER  (CORONA)  and/or  SAMOS  reconnaissance 
satellite  programs.^®  (Mote:  CORONA/ DISCOVERER  19  carried  a  non- 
recoverable  MIDAS  radiometer  to  collect  earth  radiation 
background  data.  Throe  additional  remote  tracking  stations 
supported  this  radiometric  mission  and  are  releasable:  Cape 
Canaveral,  Ascension  Island,  and  Woometa,  Australia.) 

1)  Annette  Island,  Alaska 

2)  Fort  Greeley  (aka  Donnelly  Flats) ,  Alaska 

3)  Fort  Stevens,  Oregon 

4)  Kaena  Point,  Hawaii 

5)  Kodiak  (aka  Chiniak) ,  Alaska 

6)  New  Boston^  New  Hampshire 

7)  OttuBiwa,  Iowa 

8)  Palo  Alto,  California 

9)  Point  Mugu,  California 
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10)  Vandenberg  AFB,  California 

11)  Christmas  Island 

12)  Guam 

c.  (U)  The  fact  of  and  names  of  tracking  ships  and 
aircraft  can  be  released  in  association  with  CAL  launches. 

d.  (U)  References  to  the  generic  command  function  of  the  AFSCF 
or  the  dedicated  MGSs.  For  example,  information  that  mentions 
explicitly  or  in  context  the  fact  that  an  unspecified  MGS  or  RTS 
provided  and/or  relayed  uplink  commands  to  a  satellite  vehicle 
would  not  be  considered  sensitive.  [CAtJTION:  See  related 
redaction  element  above.] 


6.  WHAJeCTORY,  TRACKING.  TBLEtamY 

Rmlmaam.: 

-W~Any  dabf  Ssspciated  with  the  trajectory,  tracking,  and 
telemetry  of  the  CAL  program's  boostats  and  satellite  vehicles. 
[CAUTION:  In  acdardance  with  RRG  section  1.9.1,  do  not  betray 

location  of  any'  ' -  - 

such  data.] 


RTS  that  might  have  processed 


(b)(1) 

(b)(3) 
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\s  see 

1 0  se:  '*'1 


MEMORANDUM  FOR;  Th«  Secretary  of  Defaria'a 

SUBJECT:  OtcUaalflcation  of  Spacifiad  rnformation 

Ralatinp  bo  bha  Nabional  RaconnaiBaanco 
Office 


•.w  to  the  laafc  pfoviao  of  Sactien  I02(a)<3)  of 

the  National  Security  Act  of  1>47  and  Sacbion  4»2<a)  of 

Order  123)6,  i  hava  datarinlned  that  tha  following 
information  relating  to  the  National  Reoonnaiaaanca  Office  no 
longer  requires,  and  therefore  no  longer  ahail  have, 
protection  under  a  designated  ipeciai  access  control  ayitem: 

(a)  Thera  la  a  National  Reconnaissanca  Office  (nro) 

••  f"  •ffeney  of  tha  Department  of  Defenie  and 
funded  through  a  program  Known  as  tha  National 
Reconnaissance  Program  (NRP),  which  Is  the  single, 

to  meet  U.8,  Oovernment  intelligence 
needa  through  apaceborne  and  asaigned  airborna 
raoonnalsaano'e, 


<b)  Tha  mlsiion  of  the  NRO  is  to  ensure  thst  bha  U.8. 
has  the  technology  and  apactborna  and  airborne  aaseti 
•cguira  lntalilganoe  world-wide,  including  to 
support  suohf  functions  as  monitoring  of  arms  control 

fnficstlons  ind  warning  and  tha  planning  and 
conduct  of  military  opacatlooa.  Tha  nro  aeeemplishaa  tha 
mlMien  through  research  ind  davalopment,  ioqulaition. 
and  operation  of  apaceborne  and  airborna  data  ooXlaction 
syatiml. 


(0)  The  Sactatary  of  Daftnae  has  tha  ultimate 
responsibility,  which  is  axarcisad  in  concert  with  tha 
Director  of  Central  Intalliganca,  for  managamant  and 
operation  of  the  NRO  and  the  Director  of  the  NRO  reports 

Director  of  Central  intelligence 
establlshas  the  collection  priorities  and  requirements 
for  the  targating  of  NRP  operations  and  the  frequency  of 
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SUBJECT:  Declaasif icatioh  of  Sptcified  Information  Ralatino 
to  tha  National  Raconnaiasanca  Offiea 


covarage,  approvaa  along  with  the  Sacfatary  of  bafanaa 
the  NRP  budget,  providea  aacurity  policy  guidance  fot  the 
NRP,  and  guidaa  and  pirtioipataa  in  the  forimilation  of 
the  NRP  through  the  Director  of  the  NRO.  the  Director  of 
the  NRO  has  rasponsibliity  for  axacuting  the  NR0*i 
progratna,  which  the  Director  leeompliihas  through  the 
Department  of  Dafanaa  and  Centfil  Intel liganoa  Aganey. 

<d)  The  Director  of  the  NRO  ia  Martin  C.  Page.  The 
Deputy  Director  of  the  NRO  is  Mr.  Jimmie  D.  Mill-.  The 
Deputy  Director  of  nro  for  Military  Support  is  Rest 
Admiral  Danial  P.  March,  U8M. 

(e)  The  mailing  addraaa  of  tha  Director  of  the  NRQ  let 

The  Honorable  Martin  C.  Faga 
.  Director 

National  Reconnaissance  office 
The  Pentagon 

Waihlngton,  D.C.  20301  1000  . 


2.  1  recommend  that  we  deolassify^ha  above 
information,  In  my  judgment,  dieclosure  of  the  information 
would  not  eauat  daraige  to  the  national  saourity.. 


/'  ^ 


Pireoto^ 


M.  8at||i 
Central  intelligence 
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f  L  Executive  Summary  (U) 

(U)  btiuductipn  and  Purpose:  This  Data  Communications  Group  (DCG)  Classification  Guide  describes  the 
security  classification  and  control  system  deteiminations  for  various  elements  of  National  Reconnaissance 
Office  (NRO)  COMM  Directorate  inforniation.  Hie  objective  of  the  guide  is  to: 


1)  Provide  general  guidance  on  the  relative  national  security  value  and  sensiti^dty  of  the  NRO  Relay 
Satellite  Program; 

2)  Establish  appropriate  classification  determinations  for  the  relay  satellite  program;  and 


3)  Aid  in  establishing  a  baseline  for  program  protection  efforts  in  the  NRO  and  the  COh^ 
Directorate. 


-  OO'OUO)  'Determining  the  appropriate  security  classification  level  to  assign  to  information,  technology  or  a 
product  is  not  a  simple  process.  Ntunerous  factors,  based  on  the  Executive  Order  12958  criteria  for  classification 
must  be  considered.  A  conpiehensive  review  was  conducted  by  senior  program  technical  officers  on  the  existing 
protection  provided  to  the  relay  satellite  programs  acquisition,  schedules,  ground  operations,  research  and 
technology  development.  These  officers  concluded  that  the  security  classification  philosophy  wotdd  be  focus^i 
on  the  protection  of  tile  following  elements: 


1)  The  user  mission; 


2)  Cryptography; 


3)  System  survivability; 

4)  System  vulnerabilities;  and 

5)  Advanced  technologies. 

Certain  Mormation  in  tiiis  classification  guide  when  standing  alone  is  unclassified;  however*  this  information 
may  become  classified  when  associrUed  with  overhead  reconnaissance  or  the  National  Reconnaissance  Office. 

(U)  Approval:  Effective  this  date,  the  DCG  aassification  Guide  is  approved  for  use  by  all  personnel  authorised 
access  to  NRO  Relay  Satellite  Program  information. 


/S/ 

HOWARD  J,  MITCHELL,  Brig  Gen,  USAF 
Director,  Communications  Systems 
Acquisition  and  Operation 
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n.  Overview  (U) 


(U)  Obanging  National  Security  Environment:  The  analytic  process  used  to  produce  this  guide  took  a  nnmiv.r 
of  coinplex  factors  mto  account.  Principal  among  these  was  the  end  of  the  cold  war.  In  short,  an  era  passed  thus 
inon^ting  a  teexamination  of  long  standing  secrecy  requirements.  It  is  important  to  note  that  this  reexaminatioo, 
which  is  ongoing,  does  not  imply  that  basic  security  tenets  are  no  longer  needed.  Polity  makers  and  users  of  die 
NRO  product  will  accept  secrecy  requirements  as  long  as  they  are  justified  and  supported  by  facts.  The 
provisions  of  Executive  Order  (EO)  12958  on  the  classification  of  national  security  information,  signed  by  the 
President  on  17  April  1995,  illustrates  this  point  Moreover,  die  EO  formed  the  basis  for  evaluating  the 
information  listed  in  the  guide.  Other  factors  that  influenced  the  effort  to  produce  the  guide  included  the 

— a - - j i _ .ip  •  .  «  _ 


CORONA),  US  sponsored  technology  transfers,  the  commercialization  of  space  technology,  and  the  need  to 
make  NRO  assets  more  readily  available  to  warfighters  and  other  users  such  as  Federal  Emergen^  Management 
Agency  (FEMA)  and  the  Environmental  Protection  Agency  (ERA).  LaSdy,  the  process  took  into  account  the  fact 
diat  much  of  our  relay  technology  has  evolved  into  a  mature  capability. 


-(FOU^  Exposure  Analysis:  A  key  part  of  tire  analytic  process  used  to  produce  the  guide  involved  an  exposure 
analysis  of  relay  satellite  information  available  through  open  sources.  The  objective  of  the  exposure  analysis  was 

to  proyirte  a  reference  point  to  measme  NRO  informatioii  loss.  The  exposure  analysis  took  into  account 

information  published  on  NRO  programs  and  systems  in  76  open  source  documents  published  between  1984  and 
.  1995.  The  exposure  analysis  also  took  into  account  some  of  the  information  losses  resulting  from  inadvertent 
Exposure  of  relay  satellite  information,  as  well  as  information  losses  from  official  releases  The  scope  of 
expi^ure  nearly  covers  the  relay  satellite  program  end-to-end  i.e.,  fix>m  launch  integration,  to  orbits,  to  mean 
mission  duration  and  to  ground  stations. 


(U)  Analytic  Tbol:  A  classifieation/eompartmentation  decision  tool,  based  on  EO  12958  criteria  was  developed 
and  u^  to  malyM  the  various  items  of  the  Relay  Satellite  program.  As  shown  in  attachment  I  the  tool  is 
essentially  a  decision  model  that  aids  the  Origiaal  aassification  Authority  (OCA)  in  the  process  of: 

1)  Assessing  the  impact  of  exposure. 


2)  I^etermining  whether  to  classify  (i.e.,  does  the  information  meet  EO  12958  criteria) 

3)  Determining  a  classification  level, 

4)  Determining  whether  to  compartment. 

5)  Determining  which  compartment. 

■^e  classification/compart^ntation  decision  tool  does  not  produce  right  or  wrong  answers.  It  is  not  a  matter  of 
simply  pouring  a  question  into  the  top  of  the  tool  and  turning  a  handle  to  produce  a  result  The  process  of 
reaching  a  classification  decision  is  highly  subjective.  It  is  a  process  that  is  d^ndent  upon  the  expertise, 
judgement  and  facts  available  to  the  OCA  making  the  decision.  Recognizing  this,  the  tool,  through  a  series  of 
quMUons,  forces  a  Uniform  analysis  based  on  avaflable  data  and  accepted  fact(s).  Documented  supporting  data 
^^ind  facts  are  essential  in  order  to  formulate  answers  to  the  questions  in  the  tool.  In  addition,  the  questions  are 
structured  to  facilitate  the  elimination  of  intuition,  and/or  anecdotal  information  ffiat  may  introduce  bias  or 
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undiUy  influence  a  classification  decision.  Essentially,  fl^e  tool  aids  the  compilation  and  organization  of  data  in 
order  to  establish  why  an  item  of  information  is  either  classified  or  not.  iTie  tool  also  aids  in  minimiying 
Variances  in  classification  determinations  made  by  individuals  who  have  different  levels  of  subject  matter 
expertise.  Lastly,  the  tool  forces  One  to  document  how  and  why  a  determination  meets  the  criteria  in  EO  12958. 
As  a  matter  of  security  policy,  the  tool  Was  adopted  NRO-wide  to  aid  in  the  development  of  classification 
decisions. 


(U)  Executive  Order  12958  Classified  National  Security  Information!  This  EO  has  had  a  significant  impact 
on  how  and  why  national  security  information  is  classified.  And  as  mentioned  previously,  the  EO  formed  the 
basis  for  the  classification/compartmentation  decision  tool  that  was  used  to  evaluate  information  in  the  guide. 
Under  EO  12958  information  may  not  be  considered  for  classification  unless  it  falls  under  one  or  more  of  the 
following  categories: 

Military  plans,  werpons  systems,  or  operations. 

Foreign  government  information. 

Intelligence  activities  (including  special  activities),  intelligence  sources  or  methods  or  cryptology 

Fbreign  relations  or  foreign  activities  of  the  United  States  including  confidential  sources. 

Scientific,  technological,  or  econornic  matters  relating  to  national  security 

United  States  programs  for  safeguarding  nuclear  materials  or  facilities. 

Vulnerabilities  or  capabilities  of  systems,  installations,  projects  or  plans  relating  to  national 
security. 

(U)  Classification  Lev^:  The  EO  further  states  that  information  may  only  be  classified  at  one  of  the  three 
levels:  Top  Seoet,  applied  to  information^  the  unauthorized  disclosure  of  which  reasonably  could  be  eipected  to 
c^  exception^y  grave  damage  to  the  national  security;  Secret,  applied  to  information,  tire  unauthorized 
disclosure  of  which  reasonably  could  be  expected  to  cause  serious  damage  to  the  narinnai  security;  and. 
Confidential,  applied  to  inforination^  the  unauthorized  disclosure  of  which  reasonably  could  be  expected  to  cause 

damage  to  foe  national  security.  Any  release  of  classified  information  to  nOn  U.S.  persons  must  be  coordinated 
with  the  progjram  office. 

Classificaticm  Authority:  It  is  impottant  to  understand  that  with  implementation  of  EO  12958,  only  a 
linnted  number  of  NRO  officials  have  Original  aassification  Authority.  All  remaining  NRO  personnel  have  the 
authority  to  classify  information  derivatively.  In  establishing  the  information  categories  and  classification  levels 
of  an  Item  of  information,  the  EO  further  directs  that  foe  Original  Classification  Authority  must  be  able  to 
Identify  or  describe  why  unauthorized  disclosure  would  result  in  either  damage,  serious  damage,  or  exceptionaUy 
grave  dam^  to  the  nation^  security.  In  cases  where  there  is  serious  doubt  or  debate  about  foe  classification 

level  of  an  item  of  information,  foe  EO  states  that  the  item  of  iirfonnation  in  question  shall  be  classified  at  the 
lower  level. 


dd  For  Official  Use  Only  (FOUO):  FOUO  is  not  a  classification  marldng.  Originators  should  mark  information 
vhen  they  create  it  to  call  attention  to  FOUO  content  An  FOUO  marking  does  not  imply  the  information  will  be 


wimaciu  unoer  me  rreeaom  or  inrormation  Act  (FOIA),  However,  an  FOUO  marking  wiU  ensure 
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a  review  of  a  requested  record.  FOUO  infortiiatioa  should  be  destroyed  in  a  mannar  that  would  preclude 
'  iieconstruction  of  the  material. 


'tSKQ^^^omiation  Cat^ries:  This  guide 


contains  four  categories  of  i^ormation 


1)  Classified  information  cornpartmented  BYEMAN  (BYE); 


2)  Information  ttiat  is  classified  and  Gorrqiartmented  TALENT-KEYHOLE  (TK); 

3)  loformation  that  is  classified  collateral;  and 

4)  Unclassified  infonnation. 

It  is  itt^rtant  to  understand  that  an  item  of  information  listed  in  the  guide  as  SECRET  is  no  less  than 

an  item  of  information  Is^led  SECRET  BYE  or  SECRET  TK.  The  SCI  designators  BYE  and/or  TK  do  not 
impiy  a  higher  level  of  classification,  only  a  higher  level  of  protection  as  prescribed  by  toe  Director  Central 
Intelligence  Mrective  (DCID).  The  Sensitive  Cornpartmented  Information  (SCI)  designator  simply  limits  access 
to  the  information  on  toe  basis  of  need-to-know. 


— C84B)J)aigiintion  of  SCI:  Various  items  of  information  in  the  guide  have  been  dftsigfiativi  either  exclusively 
BYE  or  exclusively  TK.  Fbr  the  most  part,  the  mformation  that  has  been  designated  as  BYE  deals  with 
survivtoility  and  vulnerability  of  systems,  subsystems  and/or  components,  budget,  some  command  and  control 
operations,  classified  relationships  and  sensitive  sources  and  methods  used  in  toe  research,  development  and 
operation  of  systems.The  information  in  this  guide  that  has  been  designated  TK,  for  the  most  part,  includes 
—  information  on  new  systems  and  or  modifications  to  currmt  ones  that  toe  user  community  needs  for  planning 
purposes,  certain  curabilities  relating  to  tasking,  ground  station  locations  and  sensitive^rishable  product 
curabilities.  UNDER  no  drcumstance  Is  It  permissible  for  a  single  item  of  information  to  be  listed  as  both 
BYEMAN  and  TALENT*KEYHOLE  simaltaneously.  ’n»  determination  of  the  control  System  to  be  used  wjll 
be  made  based  upon  the  tuidience.  For  instance,  not  all  conttactors  are  accessed  at  toe  laient-K^hole  level; 
therefore,  certain  information  would  need  to  be  protected  in  Byeman  chaimels  especially  when  generated  in 
contractor  development  and  manufactiiring  facilities.  However,  the  same  information  could  be  handled  in  toe 
Talent-Keyhole  system  when  going  to  the  Intelligence  Community. 

(U)  Classiflc^on  Sources:  For  reference  purposes  toe  classification  guides  in  Section  II  include  a  “Source” 
colurrin  that  lists  numbers  that  identify  the  original  classification  authority  for  the  item  of  information.  As  one 
will  note,  most  of  toe  items  of  Information  in  toe  guide  pertain  to  toe  NRO  Relay  Satellite  prograra  As  such, 
many  classification  determinations  were  made  and  source  number  4  (Original  Program  aassification  Guides) 
and  number  5  (Existing  ^gram  Security  Guidelines)  are  fiequentiy  listed.  For  completeness,  a  number  of  items 
of  information  ok  listed  in  tte  guide  that  deal  with  programs  outside  toe  management  cognizance  of  toe  Director 
of  Communications.  These  items  were  derivatively  classified  and  the  appropriate  source  number(s)  listed.  The 
sources,  ptet^ded  by  their  corresponding  number,  are  as  follows: 

Central  Imagery  Office  (CIO)  Imagery  Policy  Series. 

Signals  Intelligence  Security  Regulations  (SISR). 

Security  Control  Manual  smd  Classification  Guide  for  National  MASINT  Reconnaissance 
Materials  (MASDlT  Policy  Series). 
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Origmal  Program  aassification  Guidelines 
Ejusting  Program  Security  Guidelines 

Security  Implement^on  Plan  for  Compartmentation  Restmcture,  November  18, 1993. 

DNRO  briefings  and  Staff  MemniranHa 

jnplementation  Plan  for  FUrdier  Decompartmentation  and  Declassification  of  the  National 
Reconnaissance  Office,  April  24, 1995, 

Executive  Order  12951*  Release  of  Imagery  Acquired  by  Space-Based  National  Intelligence 
Reconnaissance  Systems,  February  22, 1995. 

Presidential  Decision  DitBetive/NSC*49  regarding  National  Space  Policy. 

Declassification  of  the  terms  ‘Talent-Keyhole”  and  the  satellite  mission  designator  “KH”  and 
their  general  relationship  to  intelligence,  February  23, 1995. 

Oi^cation:  Under  ^  provisions  of  EO  12958,  the  reason(s)  for  a  classification  decision 
??  ttu^i^uuement,  the  EO  specifies  that,  at  a  minimum,  reference  to  the  patinat 

^  that  correspond  to 

tegoiy(ies)  should  be  hsted  (e.g.,  1.5  (a)  equates  to:  MUi^  plans,  weapons  systems,  or  operations).  The 

classification  categories  preceded  ^  their  corresponding  letter  dwignators  are  listed  below: 

(a) 

(b) 

(c) . 

(d) 

(e) 

(f) 

(g) 


4) 

5) 

6) 

7) 

8) 

9) 

10) 
11) 


t: 


‘’Military  plans,  we^ns  systems,  or  operations  ” 

‘Toreign  government  infOTmation.” 

‘intelligence  activities  (including  special  activities),  sources  or  methods,  or  cryptology,” 
‘‘Foreign  relations  or  foreign  activities  of  the  United  States,  including  confidential  sources.” 
Scientific,  technological,  or  economic  matters  relating  to  the  national  security.” 

“United  States  programs  for  safeguarding  nuclear  materials  or  fecilities.” 

^uto^^mties  or  capabilities  of  systems,  installations,  projects  or  plans  relating  to  the  national 

(U)  t^la^ca^n  Instractioiis:  Wth  regard  to  declassification,  EO  12958  specifies  that  the  oriemal 
classification  authonty  will  apply  a  date  or  event  for  declassification  that  conespSds  to  the  Itose  Se 
^o^tion  s  ^tional  secunty  sensitivity.  And,  the  date  should  not  exceed  10  ySre.  IndividuS^ho  have 
original  class^cation  a^onty,  however,  may  determine  that  certain  informatiL  must  remain  classified  bevonc 
10  years,  this  case,  me  information  must  be  annotated  with  the  letter  “X”  plus  a  numerical  designation  tiL 

I _ cquatM  to:  Reveals  an  mteUigence  somce,  n»thod,  or  activity  or  a  crvutoloeic  nr 

V  ^hvity).  The  X  iaaikings  and  corresponding  declassification  exenq>tions  are  as  follows: 
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XI  Reveals  an  ifltelligence  spxirce  nKthod,  or  activity,  or  a  cryptologic  system  or  activity. 

X2  Reveals  information  that  would  assist  in  Ae  development  or  use  Of  weapons  of  mass  destruction. 

X3  Reveals  information  that  would  impair  the  developmcht  or  use  of  technology  within  a  United 

States  weapons  system. 


X4  Reveals  United  States  military  plans,  or  national  security  emergency  preparedness  plans. 

X5  Reveals  foreign  government  information. 

X6  Would  damage  relations  between  the  United  States  and  a  foreign  government,  reveal  a 

confidential  source,  of  sctidusly  undermine  diplomatic  activities  that  reasonaJily  are  expected  to 
be  ongoing  for  period  greater  than  10  years. 

X7 


interest  of  national  security,  are  authorized. 

X8  Would  violate  a  statute,  treaty,  or  international  agreement 

(D)  portion  Marking:  The  EO  mandates  that  all  classified  information  cany  an  appropriate  portion  inarking. 
The  NRO  has  been  granted  a  limited  exemption  fiom  this  requirement  llie  NRO  does  not  have  to  portion  jmk 
r-  mfortnation  generated  and  maintained  within  the  NRO  by  its  government  staff  and/or  contractors.  InfOfmation’ 
S-  produced  by  the  NRO  that  is  dissei^atcd  externally,  however,  must  be  portion  maiiced.  In  this  case,  the  term 
ex^rnal  is  defined  ^  any  orgaiuzaition  or  entity  outside  the  management  cognizance  of  the  Director  of  the  NRO. 
Prior  to  disseminating  this  classification  |^iide  to  an  orgaiuzation  external  to  the  NRO,  individuals  must  first 
contact  the  DCG  Seciuity  Staff. 


President,  the  Vice  President,  and  or  other  individuals  for  whom  protection  services  in  the 
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affected) 
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(U)SECT10NI 

(U)  General  Instructions 

1 .  (0)  Purpose:  This  NRO  Launch  Infonnation  Protection  Guide  (IPG)  provides  protection  strategies 
and  guidelines  for  the  protection  of  NRO  information  arid  assets  that  require  protection  in  the  interest 
of  national  security.  Security  requirements  and  classification  guidance  inefvided  in  Ais  document  are 
intended  to  serve  as  a  baseline  for  all  NRO  laundies  and  their  associated  elements  and  components. 

2.  (U)  Scope:  NRO  S V  prc^rams  must  be  given  security  protection  to  prevent  unaotiiorized  disclosure 
of  information  on  missicm  objectives,  capabilities,  operational  configurations,  and  vulnerabilities; 
schediiles  and  manifests  revealing  replenishment  needs  or  strategies;  program  and  S  V  plans  or 
requirements;  and  constellation  healA  and  system  needs.  Information  pfoteetion  requirernents 
specified  in  this  guide  are  consistmt  witil  tiie  security  objectives  set  forth  in  Executive  Order  (EO) 

1 2958,  Classifted  National  Security  Ir^ormation,  dated  1 7  Ainil  1995,  as  amended;  National  Spoax 
Policy,  dated  14  September  1996;  DoD  Space  Policy,  Directive  3100. 10,  dated  9  July  1999;  and 
applicable  Director,  Central  Intelligence  (DCI)  Directives  and  NRO  Policies.  This  section  wmtains 
general  iiistructions  including  implementaticm  approaches^  Specific  classification  requirements  are 
[Kovided  in  Section  III.  Clarification  guidance  issued  since  Change  1  is  listed  in  Section  VI, 
Clarification  Letters,  and  die  current  ^tus  of  each  letier  is  ^ven. 

3.  (U)  Office  of  Primary  JRespoiuibility:  This  guide  is  issued  by  tilie  NRO  Office  of  Space  Launch 
(OSL).  The  OSL  is  the  cognizant  office  fin-  the  integration  and  launch  of  NRO  satellites.  The  GSL 
Prpgrtun  Security  Office  (PSO)  is  the  focal  point  for  integration  and  launch  (I&L)  classification 
issues  and  will  coordinate  wifli  NRO  SV  System  Program  Offices  (SPOs)  for  resolution.  Address 
inquiries  to: 

Office  of  Space  Lfuinch 
, _ Program  S^iaitv  Office 


14675  Lee  Road 
Chantilly,  VA  20151-1715 

4.  (U)  Supersession,  ClassifioitfaMi  Antbority,  aad  Applicability: 

a.  (U)  This  IPG  supersedes  arid  rescinds  I&L  classification  guidance  contained  in  the  NRO  tsounch 
Information  Protection  Guide  (NRO  Lamch  IPG),  dated  20  July  1999,  and  Change  1,  dated  7  April 
2000. 

b.  (U)  This  guide  Will  be  cited  as  die  classification  audiority  for  material  generated  in  coiinection  With 
die  integration  and  launch  of  Air  Force  Programs  (AFPs),  experimental  and  developmental  programs, 
and  NRO  LaiuKhes  (NROLs)  listed  in  Section  II,  Category  Assignment  Table.  Infmmation  and 
material  requiring  protection  based  on  other  efforts  which  support  NRO  launches  will  be  classified  in 
accordance  with  (lAW)  die  appropriate  classification  guide.  The  provisions  of  this  IPG  do  not  cover 
launches  occurring  jwior  to  Dec  1996  and  die  classification  guidance  for  those  laundies  remains  in 
effect  Questions  on  applicability  of  diis  IPG  to  any  otiier  past  and/Or  present  NRO  launches  should 
be  refored  to  the  OSL. 

c.  (U)  This  guide  ifqiplies  to  all  participants,  contractor  and  government  employees,  iiivolved  in  the 
int^ration  and  launch  of  NRO  SVs.  NRO  participants  include,  but  are  not  limlt^  to,  SV  SPOs, 
Safollite  Vehicle  Contractors  (SVCs),  and  OSL  operations  at  Cape  Canaveral  Air  Fort*  Station 
(CCAFS),  Los  Angeles  Air  Force  Base  (LAAFB),  Onizuka  Air  Force  Base  (OAFBX  Sdiriever 
Air  Force  Base  (SAFB),  and  Vandetiberg  Air  Force  Base  (VAFB).  Other  organii^ons  and 
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(tJ)  SECTION  I  «•  General  Instructions  (Continued) 

agencies  suppoiting  NRO  launches  include,  but  are  not  limited  to.  Air  Force  Space  Command 
(AFSPC),  Ai^PC’s  Space  Wings,  Space  Launch  Squadrons,  and  Air  Force  Satellite  Control 
Network  (AFSCN),  Air  Force  Space  Command’s  Space  and  Missile  Sy^ms  Center  (SMC), 
Launch  V^icle  ConUactors  (LVCs),  Launch  Service  Contractors  (LSC),  Launch  Vehicle 
Integration  Contractors  (LVICs),  and  Launch  Systeitn  Integration  Contractors  (LSICs).  Prime  or 
associate  contractors  are  responsible  for  ensuring  diat  their  subcontractors  are  aware  of  md 
contractually  obligated  to  comply  with  the  requirements  of  this  guide. 

5.  (U)  Approach:  The  Lauiich  IPG  is  developed  for  use  1^  organizations  or  agencies  supporting  NRO 
launches  and  provides  guidelines  for  die  protection  of  NRO  information  and  assets  during  I&L 
processing,  llie  integration  and  launch  process  begins  when  initial  lauiich  requirements  are  provided 
to  launch  serwce  providers  and  ends  with  post-launch  turnover  of  the  SV  to  the  qiplicable  control 
node.  The  following  definitions  iqiply  to  NRO  information  in  the  I&L  environment: 

a.  (U)  SV  Operations  Data  -  Information  that  is  not  required  by  LV  mission  plarmers  will  iK>t  be 
released.  This  includes  inRnmation  that  desoibes  the  SV  operations  in  terms  of: 

(1)  (IQ  SV  mission,  objectives,  capabiliti^  operational  limitations,  and  vulnmbiHties; 

(2)  (U)  Priorities  and  plans  for  space-based  intelligence  activities; 

(3)  (U)  Critical,  unique  to  program,  advanced  state-of-tiie-art  hardware  technology, 

(4)  (U)  Satellite  constellation  health,  system  needs,  and  replenishment  strategies;  and 

(5)  (U)  NRO  operational  infiastructure,  elements,  and  control  nodes. 

b.  (tl)  SV  Descriptive  Data  •  Information  that  describes  the  SV’s  shape,  mechanical  characteristics, 
and  structural  dynamics.  Information  required  by  tiie  LV  mission  planners  to  successfully 
integrate  and  launch  a  satellite  will  only  be  released  at  the  NRO’s  discretion. 

c.  (U)  Planning  and  Scheduling  Data -  Iiifoimation  that  provides  insight  into  tile  operational 
planning  and  requirements  of  a  launch  flow. 

d.  (U)  Launch  Mission  Profile  Data  -  Information  that  describes  the  LV  mission  requiremoits,  e.g., 
target  c^it,  predicted  injection  accuracy,  LV  orbital  inechanics,  attitude,  roll  rates,  coast 
maneuvers,  SV  separation  point,  state  vector,  orbit  options,  etc.  In  other  words,  tiiis  information 
describes  LV  operations. 

6.  (U)  NROL  Categories:  Three  launch  classification  policy  baselines  have  been  established  as  launch 
categories  based  oh  existing  national  security  requirements  to  identify  the  levels  of  protection  for 
each  NRO  launch.  The  specific  launch  category  is  established  and  assigned  by  tiie  SV  SPO  at 
program  introduction  and  explicitly  identified  in  the  Program  Requirements  Document  (PRDX 
Operational  Directives,  etc.  SVs  may  be  re-categorized  if  the  SV  SPO  determines  that  an  SV’s 
requirements  have  changed  and  that  a  category  change  is  appropriate.  SVs  are  listed  by  category  in 
Section  II.  Protection  requirements  for  each  launch  category  are  set  forth  in  Section  III-  The  tiifee 
launch  cat^ories  are: 

a.  (ti)  Categ^  A  The  NRO  programs  in  this  category  require  protection  of  S  V  Operations  nata 
SV  Descriptive  Data,  and  Planning  and  Scheduling  Data,  to  include  information  that  leveals 
rieflight  asSociations/relationships.  Launch  Mission  Profile  Data  does  not  require  protection. 

This  category  is  most  restrictive  in  protectiori  requirements. 

b.  (U)  Categcfy  B  ^  The  NRO  programs  in  this  category  require  protection  of  SV  Operations  Data, 

SV  Descriptive  Data,  and  information  that  reveals  refligit  assoCiationsAelationships.  This 
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category  is  less  restrictive  in  tiw  protection  of  Planning  and  Scheduling  Data.  Launch  Mission 
Profile  Data  does  not  require  protection. 

c.  (U)  Category  C  -  The  NRO  programs  in  this  category  require  protection  of  SV  Operations  Data, 
but  do  not  require  proteetiofi  of  most  Descriptive  Date,  Planning  and  Scheduling  Date,  or 

Launch  Mission  Profile  Date.  Information  tiiat  reveals  reflight  associations/telationships  is  to  be 
protected.  This  category  is  the  least  restrictive  in  the  protection  of  these  types  of  information. 

7.  (U)  NRO  Launch  Designators: 

a.  (U)  NROL  designators  identify  NRO  launches  and  are  the  official  NRO  launch  identifier.  An 
NROL  designator  will  be  used  only  once. 

b.  (U)  New  programs  vtill  be  assigned  an  NROL  designator. and  a  category  as  they  are 

This  IPG  includes  AFP  classification  detertninations  io  provide  classification  guidance  for 
historical  documents. 

c.  (U)  In  the  past,  the  NRO  used  several  mechanisms,  including  AFP  numbers,  to  protect 
information  related  to  tnultiple  NRO  laundi  activities,  reflight,  constellation  size,  and  NRO  SV 
identifiers.  AFP  numbers  are  no  longer  official  launch  designators.  Information  classified  under 
those  AITs  will  be  remarked  in  accordance  witii  guidan^  cohtein^  in  paragraph  22  of  this 
section. 

d.  (U)  Since  the  AFP  numbers  were  used  for  more  than  one  launch  integration  flow,  a«civ>inting 
them  witii  information  in  the  I&L  community  may  have  revealed  a  launch  date,  number  of 
launches,  launch  rate,  or  plarined  constellation  size,  requiring  protection  of  the  association  with 
the  designate.  Associating  an  NROL  designator  witii  information  in  tiie  I&L  community  is  an 
accep^le  risk;  therefore,  information  content  and  not  tiie  associatimi  drivR  the  classification. 

e.  (U)  One  of  the  primary  uses  of  the  NROL  designator  is  on  UNCLASSIFIED  laundi  manifests. 

The  manifests  bring  order  to  a  process  where  NRO,  DoD,  commercial,  and  civil  missions  are 
competing  for  range  availability.  Due  to  the  various  org^mtions,  SV  reqiurements,  constraints, 
funding,  etc.  involved,  manifest  planning  must  b^in  many  years  prior  to  launch.  For  example, 
the  National  Mission  Model  (See  Deffnitions)  covers  a  l3-yeai  forecast  of  government  launches. 
Other  forinal  rtianifests  are  ti>e  Space  Launch  Manifest  (See  Definitions)  and  tiie  Current  Launch 
Schedule  (See  Definitions),  which  is  developed  by  the  Current  Launch  Schedule  Review  Board 
(CLSRB)  (See  Definitions).  For  manifest  classification  guidance,  see  Section  III,  item  37.  Below 
is  a  depiction  of  tiie  manifest  process: 

L-13  L-3  L-16 
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8.  (U)  Launcb  Vehicle  Designators:  Launch  vehicle/launch  service  activities  are  unclassified  unless 
they  reveal  information  specifically  classified  under  this  IPG  or  odier  ^plicable  classificatipn 
guidance.  Reference  of  designators  for  specific  launch  vehicles/Iaunch  services,  launch  vehicle 
cortBguration  or  integration  efforts,  tg..  Titan  IV  B-36,  Atlas  II MLV-10,  Delta  IV  4,2,  Atlas  V 
AV0002i  do  not  inherently  identify  an  SV  program  or  payload.  However,  SV  characteristics  and 
mission  planning  information  may  drive  LV  planning  or  mission  analyses  to  become  classified.  The 
classitication  tables  identify  tfiese  circumstances.  Re-use  or  reflight  of  an  LV  conflgiuation  or 
hardware  set  becomes  classified  if  it  positively  confirms  a  reflight  association  or  relationship  between 
two  or  more  SVs. 

9.  (U)  Need-To-Know  Information:  All  classified  or  For  Official  Use  Only  (FOUO)  information  must 
be  controlled  on  a  basis  of  strict  “need-to-know”  (Sec  Definitions).  Dissemination  must  be  made  on 
(he  basis  of  a  positive  determination,  by  the  holder  of  the  information,  that  ^  intended  recipient  tos 
a  demon^ted  requirement  for  the  requested  infoimatibn.  Dissemination  of  classified  official  launch 
information  outside  the  Launch  Office  will  be  made  only  with  the  approval  of  tiie  Director,  OSL. 
Request  should  be  forwarded  to  the  OSL  PSO. 

10.  (U)  Substitute  Identifiera:  Substitute  identifiers  are  used  to  avoid  association  and  classification 
issues  related  to  identifying  a  particular  activity  of  operation.  A  substitute  identifier  may  be  any 
combination  of  number^  letters,  or  an  unclassified  name.  With  the  implemCnWion  of  tiie  NROL 
system,  die  unclassified  NROL  designator  will  be  used  to  identify  the  NRO  launch  activity,  malfing 
tile  use  of  substitute  identifiers  for  launch  unnecessary.  Thp  S  V  SPO  governs  the  assignment, 
classification,  and  use  of  substitute  idditifiers  f(»-  the  SV. 

1 1 .  (U)  NRO  Satellite  Vebiele  (SV)  Informatioa:  NRO  SV  information  is  derived  fixwn  satellite  vehicle 
tedmeal  data.  Therefore,  NRO  SV  SPOs,  as  miginators  of  the  infermation,  control  dissemination  of 
tile  information.  Any  classification  call  within  the  IPG  that  is  marked/highlighted  as  ‘^r,  ‘^CI  - 
See  R^afk”,  or  “See  Remark”  refers  the  reader  back  to  this  paragraph.  These  annotations  mean: 

a,  (U)  SCL  Information  tiiat  is  identified  as  “SCI”  (Sensitive  Compartmented  Information)  is  NOT 
needed  for  integration  and  launch  purposes  and  will  NOT  be  decompartmented  nor  provided  to 
the  inte^ation  and  laimch  community.  All  such  requests  shall  be  denied.  Anyone  discovering  this 
information,  eitiier  directly  ,  deduced,  or  implied,  will  inotect  it  at  a  minimum  of  SECRET,  25X1, 
and  immediately  notify  OSL  through  secure  channels.  The  NRO  will  determine  tiie  corrective 
actions  or  requirement  for  limited  distribution,  or  any  system,  facility  or  persormel  access  needs. 

b,  ^  SCI  -  Sec  Rematic.  Information  tiiat  is  identified  as  “SCI  -  See  Remark”  and  IS  needed  for 
integration  and  launch  purposes  nmy  be  decompartnieniM  and/or  declassified  at  the  NRO’s 
discretion  and  documented  by  a  clarification  letter.  Requests  for  decompulmentation  or 
declassification  of  tiiis  information  should  be  forwinded  to  OSL. 

c,  (U)  See  Remark,  Information  that  is  identified  as  Remark”  has  various  classification  levels 

or  protection  requirernenty  (either  SCI,  collateral  SECRET,  or  FOUO)  depending  on  specific 
NRO  Sy  SPO  determination.  Requests  for  the  classification  level  of  a  ^lecific  “See  Retnarif” 
item  should  be  forwarded  to  OSL.  Requests  for  decompartmentation  or  declassification  of  this 
information  should  al  so  be  forwarded  to  OSL  and,  if  approved,  will  be  documented  by  a 
clarification  letter. 


12.  (U)  For  Official  Use  Only  Infomuitioa:  Information  that  is  not  classified  but  can  provide  insight 
into  bmo  SV  requirement  characteristics,  and  operations  is  designated  as  “UNCLASS1F1ED//FOR 
OFFICIAL  USE  ONLY”  or  “U//FOUO”.  FOUO  inforination  will  be  afforded  protection  in 
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accordance  wiA  the  FOUO  handling  instructions  in  Section  IV.  NRO  organizations/conifactofs  must 
follow  NRO  Directive  50-12  and  NRO  Instruction  50-9,  both  titled  NRO  Use  of  "For  Official  Use 
Only"  bissemination  Control  Marking. 

13.  (U)  Intemet/Intranet  Use:  Under  no  circumstances  will  any  NRO  information  (classified  or 
unclasafied)  be  posted  to  the  Internet  witiiout  specific  prior  approval  of  OSL.  Unclassified  NRO 

information  may  be  posted  on  an  organization’s  Inmost,  the  computer  network  internal  to  an 

organization  if  the  Intranet  is  behind  a  protecti  ve  firewall.  Any  cliuisified  information  inadvertently 
placed  on  an  unclassified  network  is  STILL  considered  classified.  Upon  discovery^^  immediately 

contact  your  program  security  representative.  Postirig  of  NRO  FOUO  information  to  an 
organization’s  hitimiet  will  be  handled  lAW  die  instructions  in  Section  IV. 

14.  (U)  PubUc  Release  of  Information:  The  NRO  is  responsible  for  and  will  manage  its  space  launch 
system  planning,  acquisition,  security,  public  affeirs,  and  operations.  NRO  Office  of  Corporate 
Cornmunications  (NRQ/OCC)  is  the  lead  agency  for  NRO  public  affairs  activities.  Public  release  of 
any  information  regarding  the  NRO,  regardless  of  classification,  will  be  at  the  determination  of  the 
DNRO,  DD/NRO,  or  NRO/OCC.  Unilateral  public  release  of  information  pertaining  to  the  NRO  and 
its  programs,  operations,  and  I&L  aetivitiw  is  prohibited.  Only  NRO  spokespersons  may  make 
statemente  or  comment  on  NRO  activities.  All  NRO  related  material  proposed  for  public  release, 
whether  ^vemment  or  Contractor  originated,  must  he  coordinated  witii  tiie  NRO  prior  to  release. 

For  NRO  integration  and  launch  activities,  OSL  vrill  serve  as  the  primary  interfece  for  processing 
material  proposed  for  any  public  releases. 

a.  (U)  The  hi^  visibility  of  NRO  launches  generates  considerable  interest  by  tiie  media  and 
requests  for  release  of  NRO  information.  NRO  infemnation  is  defined  as  any  information, 
classified  or  unclassified,  pertaining  to  the  integration  and  launch  of  an  NRO  S  V,  regardless  of 
tiie  organization  vriiich  generates  the  Information.  Information  relating  to  the  integration  and 

launch  ofan  NRO  satellite  includes,  but  is  not  limited  to: 

(1)  (U)  Public  Afbin  Plan.  Public  Affairs  (PA)  Plans  are  developed  for  each  NRO  launch.  PA 

Plans  for  NRO  launches  must  be  coordinated  with  tiie  OSL  at  least  60  days  prior  to  tiie 
scWuled  event.  PA  Plans  are  defined  to  include,  but  are  not  limited  to,  launch  narfatiyes, 
scripts,  news  releases,  and  announcements  regarding  launch  delays,  mishaps,  etc 

(2)  (U)  McmoiUbilia:  See  Section  I,  paragraph  16,  for  guidance  on  launch  memoiabiliau 

(3)  (10  Rooster  Telemetry  Data.  NRO  satellite  data  that  is  interleaved  with  launch  vehicle 

telemetry  data  will  not  be  released  without  approval  Of  OSL. 

(4)  (U)  AnimatioD.  Computer  animation  of  launch  vehicle  ascent  and  upper  stage  events  e.g. 
Satellite  Tool  Kit  (SlX),  Ground  Representation  of  Kinematics  (GROK),  can  depict  NRO 
Mtcllite  deployment  The  use  of  animation  or  any  otiicr  similar  software  will  first  be 

approved  by  OSL  prior  to  its  release  and  subsequent  use.  OSL  review  will  be  limited  to  tiie 

level  of  ^tail  of  the  depietioii  of  tiie  SV.  A  classification  review  will  occur  to  ensure  any 
informtion  or  softwm  intended  for  use  on  imciassified  systerhs  does  not  infer  classified 
information.  Any  animation  material  intended  for  use  on  unsecure/unclassified  systems  will 
be  reviewed  prior  to  its  use  on  Or  by  unclassified  systems.  See  Section  III,  item  49  for 
additional  guidance.  ’ 

(5)  (U)  On-board  Video  Insthimentation.  The  use  of  on-board  video  instrumentation  will  be 
approved  by  the  cognizant  SV  SPO  in  coordination  with  OSL. 

(6)  (U)  Uanch  Mishap.  Only  the  appropriate  Space  Wing  Public  Affairs  Officer  will  release 
information  regarding  a  launch  mishap  and  the  associated  investigation  to  the  media.  All 
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mfonnation  will  be  coordinated  with  die  NRO  Mission  Direeton  of  his/her  represttitative, 
NRO/OCC,  and  tile  appropriate  NRO  Sccurify  representatives  prior  to  release.  Peftonnel  * 
involved  in  the  recoveiy  operations  will  defer  all  public  statements  to  the  respective  Space 

Wing  Public  Affairs  offices  and  the  designated  NRO/OCC  spokesperson. 

b.  (U)IAW  API  35- 10  l,/*«Wic4^/rfi>o/fefejanrf/>roca*<ref,  members  or  employees  of  the  Air 

Force  are  responsible  for  obtoining  the  necessary  review  and  clearance  before  relrasing  any 
proposed  statement,  texL  Of  imagery  to  the  public.  This  includes  any  digital  products  being 
.  loaded  on  an  unrestricted  web  site. 

c.  (U)  Inframation  being  considered  for  release  to  the  public  about  a  launch  involving  an  NRO  SV 
will  be  forwarded  to  tfie  NRO  Mission  Director  for  approval  prior  to  planned  release.  The 
Director,  NRO  Office  of  Space  Launch,  or  his/her  fepresentative,  serves  as  Mission  Director,  and 
serves  as  foe  senior  NRO  representative  at  launches  of  NRO  satellite  vehicles.  In  addition*  a  ’ 
representative  from  NRO  Office  of  Corporate  Communications  will  deploy  to  foe  launch  base  in 

sufficient  time  to  assist  the  appropriate  Space  Wing  Public  Affairs  Officer  as  Well  as  foe 

appropriate  LVC. 

15.  (U)  DisclOsiirM  to  Foreign  Interests:  Information  about  NRO  programs  and  activities,  Whether 

classified  or  unclassified,  will  NOT  be  shared  with  international  organiations,  foreign  nationals, 
foreign  interests  (See  Definitions),  or  rqwesentatives  of  foreign  interests  (See  Definitions)  unless  it 
has  been  approved  for  release  by  foe  NRO.  Any  organization  or  person  who  has  a  need  to  disclose 
and/or  release  NRO  information  to  foreign  interests  will  ask  foe  OSL  PSO  for  instructions  on 
submitting  a  request  for  disclosure.  Any  p^n  who  becomes  aware  of  a  possible  Or  actual  intentional 
or  inadvertent  disclosme  of  NRO  information  to  ftneign  interests  that  are  not  to  receive 

tiiat  informatirm  must  report  foe  incident  immediately  to  foe  OSL  PSO. 

16.  (l^  Memorabilia:  Memorabilia  (See  Definitions)  is  often  used  to  inspire  esprit  de  corps  and  morale 
within  oiganizations.  The  design  that  is  created  for  use  as  memorabilia  must  follow  a  set  of  criteria  to 
avoid  (1 )  the  perception  of,  or  actual  release  of,  classified  information;  (2)  any  representation  that 
would  be  inapproimate  in  foe  workplace,  or  (3)  foe  creation  of  those  designs  that  would  infringe  upon 
(topyright^  material.  NRO  organizations/contractors  will  protect  all  memorabilia  designs  as 

classifi^  informatidn  until  they  receive  NRO  approval.  No  activi^  towaid  the  funding  and/or 

production  of  it^s  OTntaining  those  designs  may  be  undertaken  until  tiie  design  has  been  mmroved. 
Sale  and/or  distribution  of  foe  memorabilia  may  not  take  place  until  approved  by  foe  NRO.  All 
chmges  to  foe  design  after  NRO  approval  must  also  be  approved  by  the  NRO.  The  following 
guidelines  shall  be  followed  by  organizations/contractors  considering  creating  memorabilia: 

a.  (U)  NRO  oiganizations/contractors  must  follow  NRO  Directive  50-6a,  NRO  MemorabUia. 

b.  (U)  It  is  requested  fom  non-NRO  oiganizations  coordinate  foe  design  for  any  memorabilia  to  be 

used  in  conjunction  with  an  NRO  I&L  activity  with  OSL.  OSL  would  like  the  opportunity  to 
review  to  en^  that  foere  is  no  inadvertem  or  purposefiil  inclusion  of  sensiti ve/classifi^ 
information  in  foe  design  of  specific  memorabilia  as  well  as.  to  ensure  that  tiie  com|Mlation  of  all 
memorabilia  for  a  specific  NRO  launch  does  not  reveal  sensitive  relationships  or  associations. 


17.  (U)  Risk  Management: 

a.  (tl)  The  Director.  NRO,  and  the  Director,  OSL,  as  Original  Classification  Aufoorities  (OCAs) 
have  established  a  risk  management-based  classification  system  and  program  protection  proews. 
The  Ultimate  goal  is  effective  and,  where  deemed  ^iprOpriate.  selective  plication  of  security 
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countermeasuFes  to  protect  essential  program  information,  technologies  and  systems  while 
avoiding  significant  impacts  that  may  be  associated  with  traditional  regulatory  requirements. 

b.  (U)  Numerous  factors  affect  the  degTMOfdamage  to  national  security  diat  the  compTornise  of 
classified  information  may  cause.  Also,  difforent  elements  of  information  wittiin  the  same 
clarification  level  can  result  in  different  impacts.  Even  the  time  in  which  classified  information 
is  either  declassified^  downgraded,  or  compromised  during  the  integration  and  launch  flow  can  be 
a  significant  fiictor. 

c.  (U)  are  not  only  encouraged,  but  are  expected,  to  identify  system  and  operatioo^ 
conditirms  that  may  be  reducing  die  effectiveness  of  security  protection  measures.  Early 
recognition  of  such  conditions  may  indicate  where  the  risk  management  prbcesis  would  wihanra* 
NRO  security  programs.  These  system  and  operational  conditions  should  be  identified  to  the 
OSL  PSO.  (See  paragraph  25  of  this  section.) 

d.  (U)  From  time-to-tinre  it  may  be  necessary  fmr  the  I&L  community  to  submit  a  request  for  Wai^r 
from  die  classification  requifemente  of  this  IPG.  Rationale  for  a  waiver  request  will  be  clcwely 
wnitiniz^  and  will  only  be  approved  (I)  if  die  security  mfiastnicture  is  not  in  place  to  protect 
infomution  as  required,  (2)  if  foe  program  would  incur  undo  cost  or  schedule  impacts  to  ftntwnra* 

foe  security  infrastructure,  and  (3)  if  foe  NRO  determines  diat  assets  are  not  exposed  to 
unacceptable  levels  of  security  by  granting  foe  request  for  waiver. 

(1)  ^  All  requests  for  waiver  shall  be  directed  via  secure  means  to  foe  OSL  PSO  and  shall 

include  (a)  a  reference  to  the  classification  call  in  question,  (b)  rationale  for  the  requested 
wmya-,  (c)  an  oqilanation  of  proposed  security  methods  to  be  implemented  in  lieu  of  foe 
original  security  requirement,  and  (d)  a  security  risk  analysis  that  includes  a  description  of  foe 
security  measures  that  will  be  implemented  to  ensure  an  acceptable  level  of  security  risk. 

(2)  (U)  Requests  for  waiver  must  be  sutanitted  with  sufficient  time  prior  to  an  operational  or 
implemcntafirm  requirement,  a  minimi^  of  90  days,  to  allow  for  coordination  with  flie 
appropriate  NRO  SV  SPO.  Users  must  comply  With  all  provisions  of  fois  IPO  until  a  request 

for  waiver  has  been  granted,  in  writing,  by  foe  OSL  or  other  appropriate  authority. 

18.  (U)  Operations  Secu  rity  (OI^EC):  An  impoitant  part  of  foe  NRO’s  risk  management  philosophy  is 
foe  application  of  OPSEC  principles  to  reduce  tystem  vulnerabilities  to  an  acceptable  level.  OPSEC 
is  foe  methodology  for  protecting  unclassified  operational,  administrative,  and  logistical  activities  that 
may  ^eal  classified  I&L  infoimation.  A  key  element  of  OPSEC  in  ti»  I&L  environment  is  foe 
identification  and  control  of  unclassified  indicators  and  observables  which  could  provide  an  adversary 
with  insight  into  classified  NRO  SV  activities,  plans,  or  operations. 

a.  (U)  Hie  NRO  IdtL  risk  management  philosophy  includes  an  OPSEC  approach  to: 

(1)  (U)  Identify  NRO  I&L  activities  that,  if  observed  by  knowledgeable  adversaries,  could 
emnpromise  classified  information  or  that  expose  high  value  hardware  to  an  unacceptable 
level  ofrisk. 

(2)  (U)  Determine  foe  indicators  hostile  intelligence  systems  might  obtain  that  could  be 

intorpreted  or  pieced  together  to  derive  classified  information  in  time  to  be  useful  to 

adversaries. 

(3)  (U)  Select  and  implement  measures  that  mask  or  obscure  selected  NRO  I&L  activities  to 
prohibit  or  reduce  foe  likelihood  of  adversary  observation. 

b.  (U)  Tfie  OSL  requires  all  participants  in  NRO  launch  related  activities  to  establish  a  sound 
security  program  tiiat  incorporates  an  OPSEC  approach  consistent  wifo  government  regulations, 

15 

UNCLAS$1F1ED//P0R  OPPlCltAL  USE  ONLY 


Approved  for  Release:  2018/12/21  C051 02028 


C05102028 


Approved  for  Release:  2018/12/21  C051 02028 

NRO  Launch  IPG  UNCLASSIF1ED//POR  OFFICIAL  USE  OWLK  20  June  2004 

(U)  SECTION  I  -  General  Instructions  (Coiitinued) 


the  Contract  Security  Specification  (DD  Form  254),  or  oAer  Contract  security  guidance  as 
^hcable  to  their  organusation.  Questions  related  to  I&L  OPSEC  requirements  or 
implementation  measures  should  be  directed  to  the  OSL  PSO. 

19.  (U)  Classification  Marldhg:  Classification  designations,  time  limits,  and  derivative  markine 
procedures  are  applied  lAW  EO  12958,  as  amended. 


20.  (U)  Cbssification/Deciassification  Instmctioas:  Classification  designations  specified  in  this  euide 
toe  identified  with  “S”  for  SECRET,  and  “IT  for  UNCLASSIFIED.  Information  handling 
instructions,  su(^  as  “SCI”  for  Sensitive  Compartmented  Inforination  (see  nmugraph  1 1)  and 
U//FOUO”  for  UNCLASSjFIED//FOR  OFFICIAL  USE  ONLY  (see  paragntoti  12),  are  also  used. 
Classification  tables  in  Section  III  assign  classification  level,  identify  the  appropriate  classification 
reason,  and  provide  declassification  instructions. 


a.  The  classification  r^n  is  identified  as  “1.4”  (for  the  amended  EO  12958  Section  1.4)plus 
the  letter(s)  corresponding  to  the  appropriate  cla^fication  category  in  the  amended  EO  12958, 
e.g.,  1 .4(b).  Acceptable  cat^ories  or  reasons  for  classif^g  information  are: 

1.4(a)  Mili^  plans,  weapons  systems,  or  operations; 

1.4(b)  Foreign  goverrmient  information; 

1 .4(c)  Intelligimce  activities  (including  special  activities),  intelligence  sources  or  methods,  or 
cryptology; 

I  '!l$ Fojeign  relations  or  foreign  activities  of  the  United  States,  including  confidential  sources* 
1 .4(e)  Scientific,  tedmological,  or  economic  matters  relating  to  the  national  securify,  which 
includes  defense  against  transnational  terrorism; 

I  Goveitonent  programs  for  safeguarding  nuclear  materials  or  facilitie$; 

1 .4(g)  Vulnerabilities  or  capabilities  of  systems,  instollations,  inftastructures,  projects,  plans,  or 

protection  services  relating  to  the  national  security,  which  includes  defense  against 

transnational  terrorism;  and 
1.4(h)  Weapons  of  mass  destruction. 


b.  (U)  Decl^ific^on  Instructions  are  either  identified  as  a  specific  event/activity  or  an  exemption 
category  if  the  inframation  has  been  exempted  from  automatic  declassification.  If  the  product  is 
exem^  fi^  wtoma^  25  yeto*  declassification  or  Manual  Review  (MRX  foe  classifier  will  apply 
**  ^  corresponds  to  that  exemption  categDty(ies)  fiom  Section 

33  of  EO  1 2958,  as  amended.  Manual  Review  (MR)  may  only  be  used  when  the  declassification 
date  IS  an  event  or  m  cases  where  EO  1 2958  requirements  are  superseded  by  statute,  treaty  of 
otiier  agreement  Allowable  exemptions  are  information  that  would:  ’ 


25X 1  Reveal  the  identity  of  a  confiden^  human  source,  or  a  hianan  intelligence  source,  or 
reveal  inforination  about  flie  application  of  an  intelligence  source  of  metiiod; 

25X2  Reveal  information  that  would  asrist  in  the  development  or  use  of  weapons  of  mass 
/desu-uction; 

25X3  Reveal  information  fliat  would  impair  U.S.  cryptologic  systems  or  activities* 

25X4  Rev^  information  that  would  impair  the  application  of  state  of  the  art  technology  within 
a  United  States  weapons  system;  . 

25X5  Reveal  actual  United  States  military  war  plans  that  remain  in  effect; 

25X6  Reveal  information,  including  foreign  government  information,  that  would  seriously  and 
dernonslrably  impair  relations  betwren  the  United  States  and  a  foreign  government,  or 
seriously  and  dmonstrably  undermine  ongoing  diplomatic  activities  of  the  United  States; 

25X7  Reveal  information  that  would  clearly  and  demonstrably  imptor  the  current  ability  of 
United  States  Government  officials  to  protect  the  President,  Vice  President,  and  other 
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protectees  for  whom  protection  services,  in  the  interest  of  tfie  national  security,  are 

authorired; 

25X8  Reveal  information  that  would  seriously  and  demonstrably  impair  current  national 
purity  emeii^mty  preparedness  plans  or  reveal  cunent  vulnerabilities  of  tystems, 

installations,  infraknictures,  or  projects  relating  to  die  national  security; 

25X9  Violate  a  statute,  treaty,  or  international  agreement. 

c.  (U)  Classified  information  sball  not  be  declassified  automatically  as  a  result  of  any  unauthorized 
disclosure  of  identic^  or  similar  information.  Uisuitiiorized  disclosures  will  be  reviewed  by  tiie 
OSL  PSO  to  detetTnirie  qrpropriate  and/or  necessary  cQurse(s)  of  action. 

21 .  (U)  Contractor  Proprietary  Information:  When  a  ccmtiactor  releases  proprietary  information  to  the 
Government,  the  rtorittactor  shall  mark  the  infonnation  appropriately  and,  if  necessary,  inform  the 
mipienti  of  required  protection  measures.  The  Government  has  tire  responsibility  to  protect  ti»e 
information  in  accordance  with  federal  laws  and  regulations. 

22.  OLD  Pim^sly  General  IiifoiTnatioB:  This  IPG  changes  the  classification  requirements  for  some 
information  hems.  Archived  docimienCs  that  were  created  and  classified  under  previous  guidance^ 
priw  to  the  effective  date  of  tiris  IPG,  need  rrot  be  remarked.  Any  newly  created  documents, 

including  extractions,  chang!^  revisions,  and/or  updates  of  docunients  classified  under  previous 

guidance,  must  have  current  classification  markings,  to  include  use  of  this  IPG  as  the  classification 
autiiority. 

.  23.  (U)  Compilation  of  Infonnation:  A  compilation  or  aggregation  of  items  of  information  which  are 
individually  unclassified  rnay  be  classified  if  the  compiled  informatimi  reveals  an  additional 
association,  relationship,  or  piece  of  information  that  meets  tire  standards  for  classification  undo-  tiie 
t^les  contained  in  this  guide  and  is  not  otiierwise  revealed  in  the  individual  items  of  bformation. 

For  example,  certain  information  referenced  in  this  IPG  when  staraling  alone  is  unclassified;  bowser, 
tilts  information  may  be  classify  or  FOUO  when  associated  with  intelligence  community  overhead  ’ 
reconnmssance  w  tiie  NRO.  It  is  tite  individual’s  responsibility  to  make  compilation  classification 
determinations.  When  necessary,  tiie  OSL  PSO  will  assist  vdtii  any  compilation  classification 
decisimis. 

24.  (U)  Cfausiflcation  Rcoommcii<iationa: 

a.  (U)  lA  W  EO  1 2958,  as  amended,  users  of  NRO  information  who,  in  good  feith,  believe  tiiat  its 
classification  is  improper  are  encourae^  and  expected  to  challenge  the  classification  of  tiie 
information.  R^mmended  classification  changes  should  be  submitted  in  writing  to  the  OSL 
who  will  coordinate  with  the  applicable  NRO  SV  SPO.  Assistance  in  maintaining  current,’ 
effective  ^  adequate  classification  criteria  is  solicited  of  all  participating  ^wemmcnt  and 
industrial  organizations.  See  i«ragraph  17d  in  this  sectirai  for  guidance  on  onc-tifhe  vwuvers. 

b.  (U)  The  OSL  PSO  shall  be  notified  when  the  accuracy  of  an  assigned  classification  is  questioned. 
Information  shall  be  protected  lAW  this  guide  pending  reply  to  the  inquiry.  The  information 
shall  not  be  regraded  or  declassified  unless  so  directed  by  tiie  OSL,  which  will  coordinate  with 
the  iqipiicable  NRO  SV  SPO. 

25.  OJ)  Reporting  Program  Valncrabiiitles  and/or  Weaknesses:  Individuals  who  believe  tiiey  have 
identified  a  potential  vulnerability  or  weakness  to  an  NRO  SV  program  will  assign  a  tentative 
minimum  classification  of  SECRET,  25X8,  to  tiie  information  and  immediately  contact,  via  secure 
communications,  the  OSL  PSO  for  fiirther  guidance.  The  OSL  is  the  focal  point  for  integration  and 
launch  classification  issues  and  will  coordinate  with  NRO  SV  SPOs  for  resolution.  The  NRO  will 
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^  evaluate  0»e  Validity  of  the  concern,  assign  a  classification,  reason  for  classification,  and  downgrading 

instructions  to  tiie  inforination  and  take  other  actions  as  necessary. 

26.  (U)  Reporting  Elidtations:  Participants  in  the  integration  and  laundi  of  NRO  SVs  shall  rqrort  all 
direct,  pu^seiuK  or  probing  elicitations  by  any  individual,  regardless  of  nationality,  to  gain  insist 
into  classified,  FOUO,  business  proprietary,  or  non-releasable  technical  information  regarding  NRO 
programs,  activities,  or  operations  beyond  the  scc^e  of  tiieir  need-to^lmow.  Elicitation  attempts  may 
be  rn^e  by  visitem  to  any  of  the  orgnm^ations  under  the  auspices  of  this  guide  or  when  I&L 
participants  are  visiting  other  organizations,  either  foreign  or  domestic,  or  attending  symposia, 
serriinar,  exhibition^  conferences,  etc.  The  report  to  the  OSL  PSO  must  include  tiie  name(s), 
position,  atea(s)  of  interest,  date,  and  place  of  occurrence,  as  well  as  the  name  and  telephone  number 
of  the  reporting  individual. 

27.  (U)  Clraifkation  Conflict  Resoliltioii:  This  IPO  is  applicable  to  the  integration  and  launch  of  those 
activities  identified  in  Section  II,  Category  Assigmherit  Table.  Conflicts  between  this  and  any  other 
guides  will  be  addressed  to  the  OSL  PSO.  The  OSL  is  the  focal  point  for  integration  and  launch 
classification  issun  and  will  coordinate  with  NRO  SV  SpOs  for  resolution.  Pending  resolution  of  the 
conflict,  information  will  be  protected  at  the  hipest  classification  given. 

28.  (U)  Reproduction  and  Dissemination:  Local  reproduction  of  this  guide  is  All  program 

dociOTents,  whether  classified  or  unclassified,  including  this  IPO,  Will  be  given  minimum  distribution 

consistent  wife  operational  requirements,  need-to-imow,  and  sound  security  practices. 

29.  (U)  Ctassification  Currency:  The  OSL  will  make  revisions  to  this  guide  by  distributing  corrected 
pages  for  insertion  in  place  of  superseded  pages  or  issuing  pen  and  ink  changes.  Such  changes  will  be 
posted  on  page  3,  Change  Record.  When  cohsideied  aji^ropriate,  a  completely  revised  guide  will  be 
issued. 
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(U)  SECTION  IV 

(U)  For  Official  Use  Only  Handling  Instructions 

I.  (U) RespohaiUIitiCs. 

a.  (U)  In  accordance  with  NRO  Directive  (NROD)  50-12  and  NRO  Instruction  (NROI)  50.9  both 

titied  “NRO  Use  of  "For  Officicd  Use  Only  ”  Dissemination  Cohttol  Marking  ”,  all  personnel 
^pporting  NRO  activities  are  responsible  fot  protecting  NRO  FOUO  information  within  the 
following  guidelifies.  These  procedures  apply  to  Ae  use  of  the  FOUO  mailing  in  hardcopy 

documentation  as  well  as  its  application  in  electromc  media  and  information  systems. 

2.  (U)  Definitions. 

.  (p)  DlSSeminatiQIl  Contrels-  Markings  that  idoitify  the  expansion  or  limitation  on  Ae  distribution 
of  information.  These  markings  are  in  addition  to  and  separate  from  Ae.levels  of  classification 
defined  by  Executive  Order  12958. 

(p)  FwOffigtal  Vje  Ortly  (FQUQl.  A  dissemination  control  marking  for  mfprinatitm  that  has  not 
»ven  a  security  classification  pursuant  to  an  Executive  Order,  but  which  may  be  withheld  fiom 
Ae  pubhc  because  discl^ure  would  cause  a  foreseeable  haiin  to  an  interest  protected  by  one  or  more 
j  Marking  irdtHm^m  FOUO  oisures  that  Ae  information  will  be  reviewed  by  Ae 

origiMtihg  Governrnent  agency  prior  to  release,  however,  it  does  not  guarantee  the  information  will 
be  withheld  fiom  release. 


(y  PgD  FfyydOpi.of  Infoppatjoii  Asl  (FQIA)  Prpgqtfn.  The  DoD  FOIA  program  ensures  Aat  a 
r^rd  r^uested  by  a  member  of  the  public  who  follows  rules  established  by  propw  atiAority  in  the 

shall  not  be  wi^ld  in  whole  or  m  part  unless  Ae  record  is  exempt  fiom  mandatory  pitial 
Asclosure  under  Ae  FOIA  (5  U.S.C.  552).  ««wtyi»rnai 

d.  (U)  LgsM  FieilitY-  An  NRO  or  NRO  contractor  building  that  has  U.S.  Government  (USG)  or 
Government-contractor  internal  building  security  to  prevent  unrestricted  access  by  Ae  general  public. 

e.  _(U)  N  (Unclassified  but  sensitive)  Internet  Erotocol  Eouter  Nglwork,  The  networic 

u^  primanly  by  DoD,  modeled  after  Ae  World  Wide  Web,  for  unclassifii^t  sensitive 
imw^ge.  One  of  two  types  of  IP  routers  owned  by  Ae  Defense  Information  Systems  Network 


3.  (U)  GenernL 

government  information  Aat  does  not  meet  requirements  for  classification 
but  still  requires  protection.  As  such,  FOUO  is  an  admmistnitivc  marking  that  is  used  to  limit 
dissemmation  of  certain  categones  of  unclassified  information  from  public  disclosure. 

b.  (U)  Officinal  governmOTt  infbrraation  needed  by  selected  recipients  outside  die  NRO  in 

°  ^ ^  individual  holdmg  such 

irrform^oi^^Such  rel^  does  not  constitute  auAorify  for  its  publication  and  a  disclaimer  to  Aat 
effect  stould  be  attach^  such  as;  “The  information  contained  herein  is  for  the  exclusive  use  of 
CjMe  of^ipiCTt)  ^d  IS  not  for  further  distribution.”  Ultimate  responsibility  for  Ae  protection  of 
FOUO  information  fiom  public  release  lies  wiA  the  user,  who  will  be  held  areoUntablc. 
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(U)  SECTION  IV  -  For  Official  Use  Only  Handling  Instruction  (Continued) 

e.  (U)  Car^  classified  material  will  be  downgraded  by  the  Original  Classification  Authority  to 
UNCLASSIFIED//FOUO.  Wh^  classified  ihaterial  approved  for  declassification  to  U//FOUO  is 
usedi  extracted,  reissued,  transmitted  and/or  updated^  it  must  be  reviewed  and  appropri^Iy  mariced. 

5.  (U)  Transmission/DineniinatioB/Storage:  Authorized  contractors,  consultants  and  grantees  may 
transmit/dlsseminate  FOUO  infbrmatioh  internally^  to  each  otoer  uid  U.S.  Govemmttit  components 
^  officials  of  U.S.  Government  components  who  have  a  legitimate  need  for  toe  Infonnation.  FOUO 
infomation  shall  be  physically  transported  in  a  manner  that  preclude  disclosure  of  the  contents. 
Typically,  this  would  involve  any  opaque  cover  such  as  an  envelope,  lock  bag,  or  briefcase.  The 
following  guidelines  apply: 

a.  (U)  Personnel  shall  use  existing  ciassiried  information  ^stems  to  process,  transmit  and  store 
FOUO  information,  when  available. 

b.  (U)  FOUO  information  shall  be  discussed  using  classified  commimication  systems  (e.g., 
classified  telephone  systems,  STU  III,  STE,  cellular  STU  III),  when  available  to  both  partiel  If  a 
classified  communication  system  is  not  available,  FOUO  information  may  be  discussed  on  landline  or 
cellular  telephones.  FOUO  information  should  not  be  discussed  on  portable  (Wireless)  telephones.  If  it 
is  necessary  to  discuss  FOUO  information  on  a  non-secure  phone,  persormel  must  exercise  caution 
and  employ  sound  operational  security  measures  to  reasonably  prevent  unauthorized  disclosure. 

c.  (U)  FOUO  information  shall  be  sent  over  secure  facsimile  (FAX)  when  available  to  both  parties. 
If  an  unclassified  FAX  is  used,  distribution  should  be  to  an  authorized  recipient  who  has  been  notifi^ 
in  advance  and  is  in  attendance  during  transmission/receipt  (persormel  are  reminded  that  this  latter 
procedure  does  not  preclude  electronic  interception  of  the  transmission). 

d.  (U)  FOUO  information  may  be  sent  by  first  class  mail  or  in  bulk  fourth-class  shipments  as  long 

as  toe  shipping  package  is  not  marked  as  containing  FOUO  matmial. 

e.  (U)  FOUO  information  may  be  resident  on  govemmoit  or  contractor  owned  unclassified 

information  systerns  (e.g.,  I^ops,  networks,  stand  alone  systems,  perstmal  electronic  devices  [PEDs], 
Government  Furnished  Equipment),  including  tho$e  with  Internet  connections,  only  if  ims.anf»mv«H  ’ 
^  toe  OSL  Progt^  Seciuity  Office  flPSO)  and  the  Office  of  Seciirityf  | 

I .  ncosT  _JFor  information  systems  not  covered  by  an  existing  security  plan, 

requests  for  ai^orization/mrproval  require  submission  of  a  justificatton  statement  to  toe  PSQ  -  toe 
PSO  tnay  require  a  security  plan  be  written  and  submitted  for  approval.  FOUO  information  is 
prohibited  from  being  downloaded  to,  or  stmed  on  personally  owned  information  systems  (e.g., 
laptops,  PEDs).  Users  are  cautioned  that  dialing  into  government  or  contractor  unclassified 
ii^ortncUion  systems  to  access  FOUO  utfoi  motion  for  read  purposes  only  may  automatically 
download  the  b^ormation  to  their  hard  drive  as  a  consequence  Of  read  access.  Holders  Will  not  use 
user^l,  ^neral,  broadcast  or  universal  mail  addresses  to  distribute  FOUO  InfOniatlon.  FOUO 
information  will  not  be  posted  on  toe  Internet  on  home  pages,  bulletin  boards,  or  any  other  public 
forums.  FOUO  information  may  NOT  be  used  with  personally  owned  Internet  accounts.  See  Item  8 
below  for  approval  requirements. 

f.  (U)  FOUO  infonnation  may  be  reproduced  on  unclassified  copiers  or  within  designate 
government  or  contractor  reproduction  areas. 

g.  (U)  During  working  hours,  FOUO  information  shall  be  used  in  a  manner  that  limits  access  by 
persons  who  do  not  have  an  official  need  for  ti«  information.  During  non-working  hours  and  when 
internal  building  security  is  provided,  FOUO  material  should  be  stored  in  a  riianner  precluding  review 
by  an  unauthorized  observer,  and  may  be  filed  witfi  otiier  unclassified  records  in  unlocked  files  or 
desks.  When  there  is  no  internal  building  security,  locked  buildihgs  or  rooms  will  provide  adequate 
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(U)  SECTION  IV  -  For  Official  Use  Only  Handling  Instmction  (Continued) 


after-hours  i»x)tecti6n  or  the  material  can  be  stored  in  locked  receptacles  such  as  file  cabinets,  rfinjfc 
or  bookcases.  ’ 

h.  (U)  FOUO  information  may  only  be  removed  for  official  purposes.  Unauthorized  personnel  shall 
not  be  allowed  to  view  FOUO  information.  FOUO,  by  designation,  is  to  be  used  solely  for  official 
piaposes,  which  generally  precludes  work  at  a  residence  or  other  non-official  locmion.  Undw  exigent 
circumstances  FOUO  may  be  removed  for  brief,  operationally  driven  requirements  (e.g.,  an 
emergency  notification  phone  tree,  emergency  procedure  SOP,  etc.)  m  non-offidal  areas  sudi  as  a 
residdiM,  hotel  room,  airplane  or  other  private  location  >^ere  it  is  in  control  of  the  bearer.  Whm  the 
FOUO  informatiofi  cannot  be  sanitized;  the  bearer  of  the  information  must  validate  the  need  to 

remove  the  material  based  iqron  (1)  criticality  and  (2)  duration  of  removal. 

6.  (U)  Disposition, 

a.  (U)  When  no  longer  need^,  FOUO  information  should  be  disposed  of  in  a.  manner  to  hinder 
reconstruction,  e.g,,  by  shredding  or  tearing  each  sheet  into  pieces  and  placing  in  a  reitycle  or  trash 

container  or  by  initialiring,  degaussing  or  shredding  magnetic  media. 

b.  (U)  FOUO  material  may  be  rettycled.  Safeguard  the  FOUO  documents  or  infonnation  until 
recyclings  Recycling  contracts  must  include  agreements  on  how  to  protect  and  destroy  FOUO 
material. 


^  (U)  Removal  of  the  FOUO  status  can  only  be  accomplished  by  the  government  originator.  The 
OSL  PSO  will  review  and  remove,  or  authorize  the  removal  of*  FOUO  status  for  information. 

7;.  (U)  Unautiioriaed  DiKlosnie.  Government  and  Contractor  persoimel  must  act  to  jMotect  FOUO 
infonnation  under  their  control  from  imauthorized  disclosure.  Government  and  Contractor 
organizations  must  inform  the  OSL  PSO  of  any  unautiiorized  disclosures  of  FOUO  infmmation. 
Unautiiorized  disclosure,  intentirHial  disregard  or  gross  negligence  in  tire  handling  of  FOUO 
information  does  not  constitute  a  reportable  security  violation*  However,  the  responsible  organization 
aPl^riate  administratiye  action  to  assign  responsibility  for  unauthoHrined  disclosure  of 
FOUO  mformation  and,  when  substantiated,  take  appropriate  disciplinary  action.  Unautiiorized 
diKlosure  of  FOUO  information  containing  Privacy  Act  information  may  also  result  in  civil  or 
criminal  sanctions  against  responsible  persons. 


8. 


2?n  on  Unclassified  Systems:  Organizations  who  receive 

NRO  FOUO  mf(^ation  from  external  sources  (e.g.,  email)  yet  don’t  want  it  to  reside  on  their 
tyStems,  mould  delete  the  received  data  and  contact  the  serider  to  request  they  FOUO 

trarumissions.  In  tiie  event  NRO  FOUO  information  is  to  be  lesident  on  an  unclassified  system  or 

bcrt  justification  and  supporting  protection  plan  to  the  OSL 

PSO  for  »P^val-  The  p^  will  detail  how  FOUO  information  will  be  protected  from  imauthorized 
access  and  /  or  release  while  resident  on  the  unclassified  tystem.  The  Protection  Plan  will  include: 

a.  (U)  Description,  General  size  and  description  of  the  network  /  Unclassified  system. 

b.  (U)  Location  of  Network. 


c.  (U) Controlling  Authority.  Description  of  fotity  controlling  network  elements. 

d.  (U)  Access  Controls  Employed.  Description  of  administrative  procedures,  as  well  as  technical 

mechanisms,  used  to  restrict  access  to  FOUO  filesrinformation  to  authorized  users.  Note:  The 
ne^ork  must  provide  Identification  &  Autiientication  mechanisms  to  uniquely  identify  and 
autiientiate  the  users.  The  netwoik  structure  must  define  and  control  access  between  named 
users  and  named  objects  (e.g.,  files  and  programs). 
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(U)  SECTION  IV  -  For  Official  Use  Only  Handling  Instruction  (Continued) 

e,  (U)  Internet  Connectivity.  Description  of  any  connections  and  controls  employed.  FOUO 
infoimation  is  p^itted  on  government  networics  that  use  the  Internet  as  a  carrier  if  die 
network  has  bem  approved  for  FOUO  (e.g.,  NIPRNET).  NRO  personnel  are  rtot  required  to 


get  PSO  and  OS( _ ^approval  to  send  FOUO  information  across  USG  networks  tfiat  are 

-* - *-  - -  -*  •  A-  v«  . 


- - , _ «  wvrw  lauva tasouvu  OVIUSd  UOVI  nClWUTKS  Uloi 

already  approved  for  FOUO  information.  Note:  FOUO  data  must  be  encrypted  during 

transmission  over  the  Tntemet  hv  tteinfir  DCr^  A  r\cl  - - s-ts _  •« 


transmiffiion  over  the  Internet  by  using  PSO  &  OS  approved  commercially  available 


- a  ww  wwj  t 

encryption  or  other  similar  methodology  (if  approved  by  PSO  &  O^ 


- apyiuvcu  UJf  riSV/  at  1^3  tilSt  COO  be 

reasonably  oq)«ned  to  prohibit  the  data  from  being  obtained  (hijack^)  by  unautiKnized 
urers. 

f 

f.  (U)  Description  of  Audit  features.  Auditing  is  not  a  requiremoit,  but  describe  features  if  used. 
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(U)  SECTION  V 

(U)  Definitions 

(U)AF  Air  Force. 

(U)AFI  Air  Force  Iristniction. 

(U)AFP  Air  Force  Program. 

(U)AFSCN  Air  Force  Satellite  Contfol  Network.  The  AFSCN  controls  ova- 80 

communication,  navigation,  missile  warning,  and  meteorological  satellites  and 
other  missions  for  DoD,  NASA,  and  the  United  Kingdom.  It  consiste  of  (1) 
two  operational  control  nodes  located  at  Schriever  Air  Force  Base,  CO,  ai^ 
Onizuka  Air  Force  Base,  CA;  (2)  1 7  TT&C  antennas  at  nine  geognmhical 
locations  worldwide;  (3)  a  communications  calibration  ate  at  Camp  Parks^ 

CA;  (4)  spatx  vehicle  d»<*out  jollities  at  CCAFS,  FL,  and  VAFB,  CA;  and 
(iS)  communications  connectivity  among  diese  locations. 

(U)AFSPC  Air  Force  Space  Command, 

(U)  AGE  Aerospace  Ground  Equipment  Any  electrical  (EAGE)  of  mechanical 

(MAGE)  anciHary  equi{»nent  to  suimort  the  flight  hardware.  This  may  include 
test  sets,  battery  conditioners,  or  adapters.  All  equipment,  excluding  Real 
Property  Installed  Equipment  (RPIE),  necessuy  to  support  a  spacelifl  system 
tiirou^out  production  processing  and  launch  operations. 

(U)  Applicable  Control  The  spacecraft  command  and  contiol  elemoit  thai  assumes  responsibility  for 
Node  the  command  and  control  oftiie  spacecraft  after  launch. 

(U)ASE  Aerospace  Support  Equipment  The  ASE  consists  oftiie  hardware  and 

software  that  provides  the  physical  and  ftmctional  interface  of  the  SV  and  tile 
LV, 

Budget  Line  Item. 

Booster  Vehicle. 

The  NRO  programs  in  tills  category  requite  protection  of  SV  Operations  Data, 
SV  Descriptive  Data,  and  Planning  and  Scheduling  Data,  to  include 
itifo^atimi  tiuit  revertis  reflight  Launch  Mission  Profile  Data  does  not 
requite  pfOtecticn.  This  category  is  most  restrictive  in  protection 
requirements. 

The  NRO  prt^rams  in  tiiis  category  require  protection  of  SV  C^ierations  Him, 
SV  Descriptive  Data,  and  information  that  reveals  reflight  This  category  is 
leM  r^trictive  in  the  protection  of  Planning  and  Scheduling  Data.  Launch 
Mission  Profile  Data  does  not  require  protection. 

(U)  Category  C  The  NRO  programs  In  this  category  requite  protection  of  S  V  Operations  Data, 

but  do  not  require  protection  of  most  SV  Descriptive  Da^  Planning  and 

Sclteduling  Data,  or  Launch  Mission  Profile  Data.  Inforihation  tiiat  revals 
refli^t  is  to  be  protected.  This  category  is  the  least  restrictive  in  protection 
requirements. 

(U)  CCAFS  Cape  Canaveral  Air  Force  Station. 
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(U)CCAM 
(U)  COMSEC 

(U)  Current  Launch 
Schedule  (CLS) 


(U)  Current  LauiKh 
Schedule  Review 
Board  (CLSRB) 


(U)DCI 

(U)DISN 

(tJ)DoD 

(U)DD 

(U)DDNRO 

(U)DNRO 


(U)  SECTION  V  -  Definitions  (Continued) 


Contamination/CoiHston  Avoidance  Maneuver 


Cpmtnunieations  Security  •  the  protective  measures  taken  to  deny 
unauthorued  persons'  access  to  information  derived  irom  telecommunications 
of  toe  United  States  Government  related  to  national  security. 

A  IS-thoii.to  executable  launch  schedule  with  de-conflicted  dates  for 
government  and  commercial  launches  and  planned  maintenance.  Maintained 
by  toe  respective  space  wings  and  re-baselined  quarterly  at  toe  CLSRB.  The 
CLS  is  a  subset  of  toe  Space  Laxmch  Manifest  and  reflects  the  most  current 
launch  scheduling  information. 


A  quarterly  scheduling  forum  chaired  by  Space  Command  arid  attended  by 
setiior  officers,  progfaih  managers  and  commercial  representatives  from  ^ 
launch  community.  Tim  purpose  of  toe  CLSRB  is  to  review  and  approve  the 


to  execute  toe  CLS.  The  CLSRB  formally  re-baselines  toe  three-year  launch 
schedule  by  approving  toe  executable  CLS,  laiinph  queue  for  montos  16  •  36  of 
toe  Space  Launch  Manifest,  and  releasing  excess  capacity  for  use  by 
commercial  launch  operatofs. 


Director,  Central  Intelligence. 

Defense  information  Systems  Network. 
Department  of  Defend. 

Department  of  Defense. 

Deputy  Director,  Natioitel  Reconitiai.ssance  Office. 
Director,  National  Reconnaissance  Office. 


(U)  EAGE  Electrical  Aerospace  Ground  Equipment 


(U)EELV  Evolved  Expendable  Launch. Vehicle. 

(U)  EMC  Electromagnetic  Compatibility. 

(U)EMI  Electromagnetic  Interference.  Any  EM  disturbance  toat  interrupts,  obstructs. 

Or  otoerwise  degrades  or  limits  the  effective  performance  of  electronics  or 
electrical  equipment  It  can  be  induced  intentionally,  as  in  some  forms  of 
electronic  waiifere,  or  unjifitrationally,  as  a  result  of  spurious  emissions  and 
responses,  intermodulation  products. 


(U)EO 

(U)  Externa]  \^ew 
(U)  FAX 
(U)FFO 
(IJ)FMH 
(U)FOIA 


Executive  Order; 

See  SV  Launch  Configuration. 

Facsimile. 

Funds  From  Others. 

Free  Molecular  Heating. 

Freedom  of  Information  Act.  The  FOIA  requires  that  Executive  Branch 
agencies  reqxmd  to  requests  for  information  from  the  public.  Requests 
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(U)  SECTION  V  -  Definitions  (Continued) 


submitted  to  the  NRO  aie  processed  duough  MS&O/IARC. 


(U)  Foreign  Interest 

At»y  foreign  government,  agency  of  a  foreign  government,  or  representative  of 
a  foreign  government;  any  form  of  business  enterprise  or  legal  entify 
organized,  chartered,  or  incorporated  under  the  laws  of  any  country  other  than 
tite  US  or  its  possessions  aind  trust  territories,  and  any  person  who  is  not  a 
citizen  or  national  of  the  United  States.  (See  Representative  of  a  Foreign 
Interest). 

(U)FOUO 

For  Official  Use  Only. 

(U)  GeoLlTE 

Geosynchronous  Lightweight  Integrated  Technology  Experirnent 

(U)GROK 

Ground  Represeritation  of  Kinematics. 

(U)GSE 

Ground  Siqrport  Equipment  Ground  equipment  required  to  perform  spaoelift 
mission  operations  at^  maintenance.  Consists  of  AGE  and  ^lE.  GSEcanbe 
either  common  use  (e.g.,  range  GSE)  or  dedicated  (e.g..  Titan). 

(U)IAW 

In  Accordance  WHh. 

(U)  I&L 

Integration  and  Launch. 

(U)IARC 

NRO  Information  and  Access  Release  Center. 

(U)ILC 
dOrp 
(U)  Iftteinet 
(U)  Intranet 

(U)iPG 

(U)IRQN 

(U)LAAFB 
(U)  Launch  Date 

(U)  Launch  Mission 
Profile  Data 


(U)  Launch  Time 
(U)  Launch  Period 


(U)  Launch  Window 


Initial  Launch  Capability. 

Internet  ProtocoL 

A  set  of  computers  that  are  networked  together  throughout  the  world. 

A  set  of  computers  that  are  networiced  together  behind  an  organization’s 
firewall. 

Information  Protection  Guide. 

Inter-Range  Opeiatiohs  Number  -  a  four-di^t  number  used  to  schedule  and 
identify  AFSCN  suppmt  for  booster,  launch,  and/or  omorbit  operations. 

Los  Angeles  Air  Force  Base. 

Date  when  a  space  laundi  is/was  scheduled  to  occur;  year,  quarter,  month, 
week  or  day. 

Infortnation  that  describe  tiie  LV  mission  requirements,  e.g.,  target  orbit 
predicted  injection  accuracy,  LV  orbital  mechanics,  attitude,  roll  rates,  coast 
maneuvers,  SV  separatirm  point,  state  vector,  orbit  options,  etps  In  other 
words,  information  tfuit  describes  LV- operations. 

The  planned  launch  time  is  usually  the  opening  of  tiie  launch  window. 

A  time  span  (that  envelopes  the  Iminch  window)  during  which  an  L V  launch  is 
intended  to  occur.  Used  to  define  the  beginning  and  end  of  area  clear  and 
advance  warning  notices  when  ships,  air^ft,  trains,  and  personnel  are 
prohibited  fiom  tiie  restricted  hazardous  area  or  zone. 

A  specified  period,  including  duration  and/or  time,  during  which  a  space 
launch  must  occur  to  satisfy  tedmical  constraints  and  requirements,  The 
launch  window  is  based  on  LV  capabilities  and/or  SV  requirements. 
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(U)LCO 

(LI)LON 

(U)LSC 

(U)LSIC 

{U)LV 

(U)LVC 

(U)LVIC 

(U)MAGE 

(U)MCC 

(U)  Memorabilia 


(U)  SECTION  V  -  Definitions  (Continued) 

Launch  Commuhications  Office. 

Launch  On  Need. 

Launch  Service  Contractor. 

Launch  Systems  Integration  Contractor. 

Launch  Vdiicle  -  consists  of  the  entire  ^pace  delivery  system  inrfiiHing,  as 
appropriate,  die  txxister,  core  vehicle,  upper  stage,  and  die  payload  fairing 

Launch  Vehicle  Contractor. 

Launch  Vehicle  Integration  Contractor. 

Mechanical  Aerospace  Ground  Equipment 

Mission  Control  Center. 

NRO  itertis  such  as  logos,  patches,  coffee  mugs,  clodiing,  plaques^,  corns,  and 
the  like  that  display  an  association  with  the  NRO  or  an  NRO  pit^ram,  project 
mistion,  payloacL  etc.,  and  which  may  or  niay  not  enter  die  public  domain. 


(U)  Mission  Director 


(U)MR 

(U)NASA 

(U)  National  Mission 
Model 


(U)Need-To-Know 


(U)NIPRNET 


Director,  OSL,  as  the  Mission  Director,  is  the  final  audiority  for  all  NRO  space 
launch  systems  Commit  to  Launch.  The  Mission  Director  is  accoun^Ie  f<w 
SV  launch  processing  St  operations  during  die  launch  countdown  and 
successful  SV  deployment 

Manual  Review. 

National  Aeronautics  and  Space  Administration. 

A  13vy<af  projection  of  launches  for  DoD,  commercial  and  Civil  missiwis.  The 
model  is  the  result  Of  coupling  initial  launch  requirements  (ftcillties  and  range 
dates)  vntii  launch  base  capacities,  range  awulabilify,  funding  constraints,  and 
acquisition  profiles  (satellite  and  booster). 

A  determination  made  by  an  audiorized  bolder  of  classified  or  FOUO 
inforMiatioti  that  a  pn»pective  recipient  requires  access  to  specific  information 
in  order  to  perform  or  assist  in  a  lawful  and  authoriz»l  function. 

N  (Unclassified  but  sensitive)  internet  Protocol  pouter  NETwork. 


(U)NRO 

(U)NROD 

(U)NROI 

(U)NROL 


National  Reconnai&ance  Office. 

Natitmal  Reconnaissance  Office  Directive. 

National  Reconnaissance  Office  Instruction. 

National  Reconnaissance  Office  Uunch.  As  used  in  this  document,  die  term 
includes  both  NRO  launch  activities  and  the  NROL  designator.  NROL 
designators  are  used  to  identify  an  NRO  launch,  NOT  an  NRO  satellite 
vehicle. 
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(U)  SECTION  V  -  Definitioiis  (Continued) 


(U)NRO/OCC 

(U)OAS 

(U)OCA 

(U)OD-4 


(tI)OPSEC 

(U)0^ 

(U)  OSL 

(U)OSLCape 

(U)  OSL  Vandenherg 

(U)PA 

(U)  Pathfinder 

(U)  Payload 

(U)  Planning  «rid 
Scheduling  Data 

(U)PLF 

(U)POCC 

(U)PRP 


National  Reconnaissance  Office/Office  of  Corporate  Communications.  The 
only  office  widiin  the  NRO  with  the  authority  to  publicly  release  unclassified 
information  related  to  NRO  activities. 

Onizuka  Air  Force  Base. 

Original  Classification  Autiiority.  An  individual,  authofized  m  writing,  either 
by  the  President,  or  by  agency  heads  or  other  officials  designated  by  the 
President,  to  classify  infoimation  in  the  ffist  instance. 

Operating  Division  4,  a  user  of  the  AFSCN  and  operator  of  seVetal  AFSCN 
MCCs. 

Operations  Securify. 

NRO  Office  of  Securify 

NRO  Office  of  Space  Launch;  the  OCA  for  the  NROL  IPG. 

OSL  Operating  Location  at  0^)6  Canavmal  Air  Fmce  Station,  Florida. 

OSL  Operating  Location  at  Vandenbeig  Air  Force  Base,  California. 

Public  AiTairs. 

A  test  to  verify  the  compatibility  of  tite  LV  elements  with  each  other,  ground 
ftcilities,  and  AGE. 

The  hardware  item(s)  carried  into  space  by  the  SV  to  perform  an  operational, 
research,  or  test  mission. 

Information  tiut  provides  insight  into  the  operation^  planning  and 
requirements  of  a  launch  flow. 

Payload  Fairing  -  an  amcdynamic  shell  used  for  oivironmental  protection  of 
tiie  SV  during  ascent 

Payload  Operations  Control  Center. 

Program  Requirements  Document 


(U)  Program 
(U)PSO 

(U)  Public  Access 
Infonnation 


(U)  Real-Time 
(U)  Reflight 


The  ihcilities,  equipment,  hardware,  software,  funds,  personnel,  and  activities 
involved  in  a  concerted  effort  to  achieve  a  predetermined  mission/objective. 

Program  Security  Office.  Also  Program  Security  Officer. 

Open  source  information  is jniblicly  available  infonnation  (i.e.,  any  member  of 
tile  public  could  lawftilly  obtain  the  information  by  request  or  observation),  as 
well  as  other  unclassified  information  tiiat  may  have  limited  public  distribution 
or  access.  Open  source  information  also  includes  any  information  that  may  be 
used  in  an  uncla^ified  context  without  compromising  national  securify  or 
intelligence  sources  and  metiiods.  If  the  information  is  not  publicly  available, 
certain  legal  requirements  relating  to  collection,  retention,  and  dissemination 
may  apply. 

Refers  to  the  data  collected  as  an  event  occurs.  The  resulting  data  is  tiiereafter 
referred  to  as  actual  or  tCal-time  versus  planned  or  theoretical  data 

Any  verbal  or  written  reference  to  a  relationship  between  one  or  more  launches 
that  provides  a  definitive  statement  tiiat  two  launches  cany  the  same  type  of 
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SV.  Examples  of  definitive  stideinents  ate:  ‘^ROL-  XX  S  V  is  the  «»m«»  as  of 
NROL-YY  SV"  or  “The  K-XX  SV  is  a  refli^  of  the  SV  flown  on  B-25^.  An 
LV  that  consists  of  a  similar  configuration  (hardware  software,  procedures, 
processes,  ASE,  GSE,  etc.X  and  that  may  be  si4>poiled  by  the  same  poaonnei, 
as  a  previously  flown  LV  is  an  example  of  LV  reflight  Certain  acquisition 
activities  in  tiie  EELV  era  may  preclude  protection  of  die  *iact  of  an  SV 
reflight  if  the  LV  remains  the  same;  however,  in  diose  instances  where  “fiict 
of  is  FOUO,  die  association  between  an  NRO  SV  and  its  predecessor  remains 
classified  SECRET. 


(U)  Representative  of  a 
Foreign  Interest 

(U)RPIE 

(U)RF 

(U)S 

(U)SAFB 

(U)  SAF/SL 

(U)SAF/SO 

(U)SAF/ST 

(U)SCI 

(U)SCTS 


A  citizen  or  national  of  die  United  States,  who  is  acting  as  a  representative  of  a 
foreign  iriterest  (See  Foreign  Interest). 

Real  Property  InstaUed  Equipment 

Radio  Frequenty. 

SECRET  classification^ 

Schriever  Air  Force  Base. 

Oflice  of  the  Secretaty  of  the  Air  Force/Space  Launch. 

Office  of  die  Secretary  of  the  Air  Force/Space  Operations. 

Office  of  the  Secretary  of  the  Air  Force/Science  A  Technology. 

Sensitive  Comparlniiaited  Information. 

Space  Cargo  Transportation  System. 


(U)  Serrative  Any  information^  the  loss,  misuse,  or  modification  of  which,  or  unautiiorized 

Information  access  to,  could  adversely  affect  the  national  interest  or  the  conduct  of  Federal 

Programs,  or  the  privacy  to  which  individuals  are  entitled  under  5  USC  552a 
(the  Privacy  ActX  but  which  has  not  been  specifically  audiorized  under  criteria 
establisiKd  by  an  EO  or  Act  of  Congress  to  be  kept  secret  iii  the  interest  of 
tiational  defense  or  foreign  policy. 

(U)  SGLS  Space  Ground  Link  Systems. 

(U)  SMC/CL  Space  and  Missile  Systems  Center,  Launch  Programs  Office;  the  SPO  for 

Titan  and  Atlas  LVs. 

(U)  SMC/EV  Space  and  Missile  Systems  Center  SPO  for  the  Evoived  Expendable  Taimrh 

Vdiicle. 


(U)SOC 

(U)  Space  Laimch 
Manifest  (SLM) 


(U)  Spacecraft 
(U)  Specific  LV/launch 


Spacecraft  Operations  Center. 

A  3-year  projection  of  launch  plans  int^irating  executable  launch  for  foe 
first  15  mondis  (CLS)  and  a  reserved  queue  of  launch  opportunities  for  months 
16  -  36.  The  SLM  includes  launch  dates,  forecasted  launches^  coinmercial  and 
civil  missions,  and  spacelift  operational  capabilities  and  constraints.  Space 
Command  maintains  montiis  16  -36  of  the  Space  Launch  Manifest  for  all 
DoD,  commercial  and  civil  space  launch  requirements. 

SeeSV. 

A  launch  vehicle/launch  service  identified  by  serial  number  or  sequence 
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(U)  Specific  SV 

(lJ)SOP 

(U)  SPIF 

(U)SPO 

(U)STE 

(U)STEX 

(U)STk 

(U)STS 

(LOSTU 

(U)  Sub^tute 
Identifier 

(U)SV 

(U)SV  Charlies 


(U)  SV  Descriptive 
Dsita 


(U)  SV  Envelope 

(U)  SV  Launch 
Configuration 

(U)SV  Profile 

(U)  SV  Identity 
(U)SVC 

(U)  SV  Operations 
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number,  e.g.,  Ti^  IV  B-36,  Atlas  II MLV-10,  Delta  IV  4.2,  Atlas  V  AV0002, 
or  any  odier  identifier 

See  SV  Identity. 

Standard  Operating  Procedure. 

Spacecraft  Integration  Facility. 

System  Program  Office. 

Secure  Telephone  Equipment 

Space  Technology  Ejqmriment 

Satellite  Tool  Kit 

Space  Transportation  System,  Also  known  as  the  Space  Shuttie. 

Secure  Telephone  Unit 

Any  randomly  selected  name,  number,  or  other  designator  used  to  avoid 
classification  issues  related  witii  identifying  the  SV  program. 

Satellite  Vehicle  -  tite  spacecraft  bus  and  its  missionrenabling  payloads. 

"SV  chargeables”  is  a  teim  used  to  bookkeep  tbe  weight  of  launch  vehicle 
hardware  that  impacts  launch  vehicle  performance  and  is  used  to  satisfy 
mission  unique  requiranents.  Typically,  the  launch  vehicle  will  advertise  a 
nominal  performance  capability  to  a  given  orbit  ussnming  a  "standard"  launch 

vehicle.  This  nominal  performance  capability  must  be  greater  than  the  sum  of 
the  weight  of  die  SV  plus  the  SV  chargeables.  Altefnmively,  die  nominal 
performance  capability  of  the  LV  minus  the  weight  of  the  S  V  dbaigeables 
must  be  greater  than  the  weight  of  the  SV.  E^xtmiples  of  SV  chargeables  may 
be  LV/SV  separation  devices,  additional  payload  tailing  acoustic  blankets, 
pick-up  antennas  In  die  payload  tairing,  mission  unique  adapters,  GN2  lines, 
theriffial  blankets,  SV  destruct  systems,  mechanical  siqiport  equipment,  etc. 
Typically,  S  V  chargeable  items  are  provided  by  the  iaundi  v^icle  contractor. 


Information  that  describes  the  SV’s  shape,  mechanical  characteristics,  and 
structural  dynamics.  IidbrmatiOn  required  by  the  LV  mission  planners  to 
successfully  integrate  and  laurich  a  satellite  will  only  be  released  at  die  NRO’s 
discretion. 

Dimensions  of  a  noiWSV  diape  revealing  “box”  used  to  determine  the  volinne 
dtat  the  SV  uses  or  displaces  within  die  payload  tairing. 

The  SV  in  its  final  mechanical  state  and  ready  for  encapsulation. 

An  oudine  drawing  of  the  SV  that  conforms  to  the  SV  shiuie  and  reveals  its 
physical  shiqie  or  specific  dimensions. 

The  hfllO  SV  program  identity  or  name.  Also  see  NROL. 

Satellite  Vehicle  Contractor. 

information  tiiat  is  not  required  by  LV  mission  planners  and  will  not  be 
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Oata  released.  This  includes  infonnation  that  describes  the  SY  dpetatioiui]  mission 

in  tefriis  of:  (1)  SV  mission,  objectives,  capabilities,  opeiationai  liiniMiohs, 
and  vulnerabilities;  (2)  Priorities  and  plans  for  space-based  intelligence 
activities;  (3)  Critical,  unique  to  program,  advanced  stete-of-tfie-art  hardware 
technology;  (4)  Satellite  constellation  health,  systen  needs,  and  replenishment 
strategies;  and  (5)  NRO  operational  infiastnicture,  elements,  and  control 
nodes. 

(U)T1PS  Tether  Physics  and  Survivability  Erqieriment 

(U)  Trailblazer  A  test  to  verify  the  compatibility  of  the  SV  and  its  interfaces  Witfi  the  BV, 

upper  stage,  PLF  SV  ASE  and  AGE. 

Telemetry,  Tracking,  and  Omtrol. 

UNCLASSIFIED. 

United  States. 

United  States  Air  Force. 

United  States  Code. 

United  States  Government 

Vandenbetg  Air  Force  Base. 

A  weakness,  short^l,  or  iincorrected  deficiency  tiiat  could  be  exploited  to 
degrade  or  defeat  the  efiectivoiess  of  a  ^stem. 


(U)TT&C 

(U)U 

(U)US 

(U)USAF 

(U)USC 

(U)USG 

(U)VAFB 

(U)  Vulnerability 
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(U)  SECTION  VI 


(U)  Glarificatioii  Letters 


Dkte 

Subject 

Old  Item 

New  Section  III  item/ 
Status 

6  Jim  00 

(U)  Classification  change  to  SV  Characteristics  for  NROL 
24andNROL27 

11^ 

30  Aug  at) 

(U)  Classificatiim  change  to  SV  Characteristics  for  NROL-1, 
10.  and  12 

112 

21  EtecOO 

(U)  Classification  change  to  SV  Chancteristics  for  ^ V^fO 
(NROL-13) 

U2 

21M(q^0I 

(U)  Classification  change  regarding  Launch  Hme  and 
Onboard  Video  Instriunentation  for  NROL-13  (MLV-10) 

56,592 

Letter  rescinded  by 

Item  56  and  Item  59.1 
Rnnark. 

3J«n02 

(U)  Classification  change  to  SV  Characteristics  for  MLV-14 
(NROL-18) 

112 

ILl.l.  11.5.U, 
11.4.4.2,11544 

22Jan02 

(U)  Classification  change  to  SV  Characteristics  for  MLV-15 
(NROL-23) 

lU 

11.1.1,11.5.13, 

11.4.44,115.24 

18  Apr  02 

(U)  Classification  changes  fiv  B-36  (NROL- 1 9) 

56. 57 

56, 57  Remaifc 

7  Nov  02 

(U)  Launch  Classification  Baseline  Change  for  NROL-24 
andNROI>27 

Section  n 

Letter  rescinded  hy 
change  in  Section  IJ. 

7  Nov  02 

(U//FOUO)  Clarification  rqtaidinK  tiie  ‘^foct  tiiat 

402 

404  Remaric 

1 

2  Dec  02 

(il)  Classification  change  to  Satellite.  Vdiicie  Characteristics 
forNROL-30 

U2 

ILl.l,  ILS.Uj 
11.4.44,11544 

SDec02 

(U)  Classification  chuige  to  Satellite  Vehicle  Characteristics 
forNROL-22 

U2 

11.1.1,115.15* 

11.4.45,11544 

5Dec02 

(Li)  Gassification  change  to  Satellite  Vehicle  Characteristics 
forNROl>28 

lU 

11.1.1,115.15, 

11.4.44,11.5.2.2 

5  Dec  02 

(U)  Gassification  change  to  Satellite  Vehicle  Characteristics 
forNROL-34 

112 

11.1.1,11.5.15, 

11.4.44,11544 

6  Dec  02 

(U)  Gassification  change  to  Satellite  Vehicle  Characteristics 
forNROL-36 

11.2 

11.1.1,11.5.15, 

11.4.44,11544 

7  Jan  03 

(U)  Classification  Change  to  SV  Physical  Shape 
Guracteristics  for  NROL-36 

ll.l 

11.4.7.1 

8  Jan  03 

(U)  Classification  Change  to  SV  Phyncal  Siuto^ 

Chuactnistics  fix' NROL-18 

11.1 

11.4.7.1 

10  Jan  03 

(U)  Classification  Change  to  SV  Physical  Shape 

Characteristics  fix-  NROL-34 

11.1 

11.4.7.1 
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Date 

Subject 

Old  Item 

New  Section  III  Item/ 

States 

14  Jan  03 

(U)  Classification  Qiange  to  SV  Physical  Shape 
Characteristics  for  NROL-23 

11.1 

11.4.7.1 

16  Jan  03 

(U)  Classificatibn  Qiange  to  SV  Physical  Shape 
Chiuacleristics  fbr  NROL-30 

11.1  . 

11.4.7.1 

19  Feb  03 

(U)  Classification  change  r^arding  Launch  Time  and 
Onboard  Video  Instnimentation  fbr  NROL>18  (MLV-14) 

56, 59 Ji 

Letter  rescinded  by 

Item  56  and  Item  59.1 
Remark. 

4Mar03 

(U)  Classificatibn  change  regarding  Launch  Time  and 
Onboard  Video  Instrumentation  ^NROL-23  (MLV-lS) 

56,59.2 

Letter  rescinded  by 

Item  56  and  Item  59.1 
Remark. 

18  Mar  03 

(Li)  Classification  change  regarding  Laundi  Window  for 
NROL.18  (MLy-14) 

57 

Letter  rescinded  by 

Item  57  Remark. 

7  July  03 

(U)  Classification  change  to  Satellite  Vehicle  Characteristics 
forNROL-25 

Tu 

11.1.1,11.5.12, 

11.4.72,142,50.1, 

21.1 

14  July  03 

(U)  Classification  change  to  Satellite  Vehicle  Characteristics 
forNROL-29 

11.2 

11.1.1,11.5.12, 

11.4.7.2,142,50.1, 

21.1 

8  Sep  03 

(U)  Classification  change  to  Satellite  Vehicle  Characteristics 
fbrNROL-39 

lU 

11.1.1,11.5.12, 

11.4.72 

9Sep03 

(U)  aassification  change  to  Satellite  VeMcle  Characteristics 
forNROL-41 

11.2 

11.1.1,11.5.12, 

11.4.72 

10Sqp03 

(U)  Classification  change  to  Satellite  Vehicle  Characteristics 
fbrNROI>43 

U2 

I  l.l.M  1.5.12, 

11.4.72 

12  Sep  03 

(U)  Classification  change  to  Satellite  Vehicle  Characteristics 
fbrNROL43 

112 

11.1.1,11.5.12, 

11.4:7.2 

31  Oct  03 

(U)  Classificatibn  change  to  Satellite  Vehicle  Characteristics 
fbrNROL-2l 

11.2 

11.1.1,11.25.1, 

115.12 

26  Mar  04 

(U)  Classificatibn  change  to  Satellite  Vehicle  Contamination 
Rttiuirements  fbrNROL-2S 

11.2 

11.4.42 

7  Jun04 

(U)  ClassificatitMi  change  to  Satellite  Vehicle  Contaminaticm . 
Requirements  for  NROL-39 

112 

11.4.42 

10  Jim  04. 

(U)  Classification  Change  to  Satellite  Vehicle  Contaminatiim' 
Requirements  for  NROLAl 

112 

11.4.42 

16  Jun04 

[U)  aassification  change  to  $atel)ite  Vehicle  Contamination 
Hequirements  for  NROL-4S 

112 

11.4.4.2 
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Preface 

In  1961.  ai  tlic  Inriglit  iil  ilk:  <\»ld  War.  a  dirccior  of  ilic  Nalional  Reconnaissance  Odjee 
(NRO)  auihorizcd  (he  consimciiori  and  launch  of  a  small  inccconilogical  saiclliie  to  supp4)ii 
C’ORONA  and  other  filnv limited  imaging  satellite  systcitis.  1  hough  undertaken  as  an  "interim” 
rtiea.sure  while  awaiting  coEtipleiioti  and  lautich  of  a  national  weather  satellite,  in  the  months  tliai 
followed  tlx'  NRO  spacecraft  would  incorporate  so  many  desirable  features  and  iwrl'omi  sf> 
idiTiirably  that  it  became  the  template  adopteti  for  all  American  civil  and  miJitaty  low  altitude 
mcteorolc^ical  stttcllites.  I  researched  and  WTote  the  first  installment  of  this  history  ,  which  covered 
iltcse  ucliont!  and  events,  using  available  cla.s.silled  reetirds  while  a,ssigned  icmptjntrily  to  NRO 
Itcadquancrs  in  the  mid  l9H(ts.  After  reluming  to  lire  NRO  a.s  its  hisioiiau  in  the  late  1.990s,  and 
upon'  deelassidcaiion  of  the  original  work  and  enilnoles  in  February  2000.  I  shared  it  with  the  early 
program  piirticipiints  ami  completed  the  story  through  the  Him  of  ihe  Millennium  and  the 
consolidation  *)f  American  miliiary  and  civil  ntcicorological  satellite  pn>gnuvis  inlo  a  Nalional 
Polai*orbiting  Operational  Environmental  Satellite  System  (N POESS). 

People  act.  They  make  deei.sions  that  (rigger  evenLs.  To  the  extent  practical,  this  brief 
history  turns  on  ilie  people  who  shaped  the  .story,  {larticularly  lor  the  early  NRO  years  when  the 
eftbn  \va.s  highly  classified,  handled  in  ct«npttilincnicd  channels,  and  little  known  even  to  those 
who  retvived  and  used  the  meiet.vologieal  pnKiiicLs.  The  people  on  which  I  fixiised  in  this  story,  the 
successive  program  directors  ami  their  immediate  associates,  brougtn  lo  the  inetetmilogical  satellite 
enterprise  diJlerenl  technical  skills  and  nutriageiTicnl  approaches  all  ol’  them  operating  in  a 
bureaucratic  framework  tiiat  clwngcd  with  organizational  realignments.  Ov'cr  the  years,  as  (he 
program  moved  fn.>m  the  NRt!)  to  the  regular  Air  htjrce.  and  eventually  to  the  Department  of 
Commerce,  they  found  themselves  dealing  with  more  federal  regulations,  more  officials  whose 
appmval  iliey  required  before  choices  and  actiojus  could  be  made  or  taken,  and  much  more 
Congressional  oversight.  I'hai  they  acted  to  identify  ami  select  the  best  outcome  for  this  national 
effort  1  think  goes  without  saying.  That  the  choices  matle  often  priKluced  outcomes  that  departeii 
markedly  trom  initial  expectations  is  likewise  apparent.. 

The  scope  of  this  work,  limiietl  primarily  lo  the  program  itself,  did  not  permit  its 
treatment  in  the  larger  polirical  at.xl  social  context.'  I  touch  on  but  do  not  explore  and  analyze  the 

III  u.Trii.s  of  iu  siitiij  and  economic  wmiricaiioifc.  for  example,  tiiahuiiiic  itiiaaes  of  the  lairth  furnished  by 
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pnjgram'!;  intoraetions  with  the  nwjor  cotitractors.  with  officials  in  other  federal  agencies  such  as 
the  Nalioiiiil  Aeronautics  and  Spiicc  Administration  aiKl  the  National  Oceant^iaphic  and 
Aimospheric  Adniinisinrtion.  or  with  Congressional  representatives  and  their  staffs  who.  by  the  mid 
1970s.  largely  determined  how  many  and  w'hai  kinds  of  meteorological  satellites  would  best  servv 
the  coLimr\\  A  comprehensive  history  remains  to  be  wtinen.  In  tlwi  effort.  1  hope  the  historian  of 
record  will  find  in  this  work  a  useful  building  block.  Not  all  readers  will  agree  with  my 
ihicrpretiition  of  events,  or  with  my  skepticism  about  the  outcome  of  a  cosi-etTective,  combined 
military-civil  NPOLSS.  Noteworthy  military'  attempts  to  specify'  and  contract  for  “one  size  fits  all.  ’ 
except  pcrtiaps  Cor  certain  httsiery  .  mt»slly  have  failetl  in  terms  of  meeting  diverse  performance 
requirements  on  a  fixed  schedule  and  at  a  reduced  cost  I  would  be  pleased,  however,  if  die 
NPOLSS  icain  ovcrtimis  precedent.  v\tiy  emtrs  of  fact  dial  rcinain  are  mine. 

R.  Cargill  Hall 

Scpicnihcr  2001 


dci'cnsc  inL’icoroU.'jiical  ^uiclUic'^  IsikIi  as  Fiy.  in.  in  ihis  montigniph),  fii.Tmitii;il  g«)gTuj'*lvTs  and  s(>ciul  Nciciiusi.s  u> 
nuikc  mliimivd  csiimnics  i)rpi>|iiiliiiion  (kiisiiiL-s  in  varioiLS  resioivv  C.r.,  C.  D.  Klviilgc,  K.  K.  Kiiigh.  i-;.  X.  Kihn,  and 
K.  R.  Diivis,  -MaisTiiiig  f.'iiy  I  is>hts  with  Nighniniv  ftita  from  the  HMSI*  0|ieraii{)ii;d  tine^caii  Sysicni.  ' 
Piiohifiiimuiarrii  tiih/  Rt'»h>u'  Vol.  (i.1.  No.  ii.  IQV”,  pp.  727-7.>4:  Paul  Sutlon.  [>aT  Ritberls. 

Chris  Itlvtdge.  ami  Hank  Metj.  "  A  ComptiiiMiH  of  Nighuime  Salclliic  htiauLTy  aixl  Poixilauoti  lX“ii.siiy  lor  Uie 
Continejllul  Uiiiieil  Stales.  I’htJioyraimitcirk-  litKiwcrinit  ami  Remoh;  Sensinfi.  Vol.  63.  No.  1 1.  1997.  jsjs.  Iti'IJ- 
131.1:  ami  Piuil  Suiuni.  ••Mixlcliiig  lAtpiihaion  ix-nsiiy  With  Nighuiine  Satellite  linagery  and  filS.''  {'jtinputcr. 
KiiyironmiVi.  uiid  Hyhan  Si  <ihw\.  Vol.,21.  No.  .3.'4.  1997.  pp.  227  244. 
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I 


SiKcessliil  ojwrdlion  ortJverhead  ph(norec(mnais.sance  salelliles,  die  RAND  C'lwpiiralkm 
had  wam^l  the  Air  Force  in  the  mkJ  1950s.'  depended  on  accurate  and  limely  meteorological 
forecasts  of  the  Siiio-Soviei  latHlinass.  Such  forecasts  would  make  possible  clomi-free  photography 
over  areas  ol'  inleresi.  Indeetl.  picUires  of  cliHids  reirievetl  Iroin  a  nhn-liinited  spacecndi  cost 
dearly' — a  fact  made  plain  in  l^)(i0-l%l  by  the  images  returned  from  early  CORONA  missions. 
When  an  iiuerdcparinicnial  suidy  o(  the  subject  ended  in  .April  ]%1,  however,  iltc  National 
.Aeronautics  and  Space  Ailminisinilion,  or  NAS.A.  received  die  IJ.S.  franchise  to  establish 
ret]iiirciT>ent.s  and  develop  meteorological  satellites  for  botli  the  Depattments  of  Ctimmcrce  and 
Defense  in  the  National  Meteorological  Satellite  Program.  This  program,  its  proponents  contended, 
would  avoid  duplicated  effort  and  produce  at  less  cost  a  single  National  Opa-ational  Mcicortihigical 
Satellite  System  (KOMSSi  to  meet  all  civil  and  military'  forecasting  needs,  including  presuniahly 
those  of  the  National  Reconnaissance  Rrogtani  (NRP).* 

But  in  tlie  Pcniagoo  in  ]%1.  Under  Secretory-  of  Hk  Air  Force  Joseph  V.  (.'haryk,  who 
also  headed  the  Naiioirdl  Reconnaissance  OOicc  (NROj.  remained  unconvinced  NOMSS.  at  best 
two  or  tlirec  years  away,  also  was 
su|>poscd  to  sup|X)n  international 
meteorological  data  cxcliangcs,  tin 
objective  inconsistent  with 
comemporary  NRP  ret|uireincnis  lor 
secrecy.  Mtireover.  the  television 
camera  ol'N.AS.A's  (irsl  experimemal. 

“w-heel-m(xle”  TIROS  weather 
satellite,  spin  stabilized  to  inettial 
.space  and  launched  the  year  Ix’lbrc  viti 
I  April  I960,  viewed  only  an  oblique 
swath  of  the  Larih's  surlace 
occasionally  in  each  orbit  instistd  of 
once  each  time  it  revolved.  C’haryk 
knew  that  N.AS.A  officials  did  not 
believe  a  spin-stabllizcii  weather 


Hg.  I.  I  IKttS  Kvperimiiatat  WealhtirSaltillUi*,  1960 
th«  lidicon  fens  at  bnttnm  left  nn  the  satellite;) 
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saiclliic  that  would  kcqi  its  spin  axis  perpendicular  to  its  orbit  plane  could  be  developed  soon— and 
ceitiiinly  not  inexpensively  and  in  time  to  furnish  siniieizie  meteorological  Ibreeasts  lor 
reconnaissance  Siuellitc  (light  opemiions  in  I‘).(i2.  lie  therefore  acted  to  create  an  “interim" 
meteorological  satellite  program  for  the  NRO.  In  the  event.  Ihiit  program  also  would  fashion  the 
lechm.higy  anil  llighi  operations  for  what  would  become  the  polar  otbitijig.  low  altitude  national 
wttither  satellite  system  administered  by  the  Nati«»nal  Oceanic  and  Atmospheric  Adminisiraiion 
(NCAA). 


A  Temporar)  Mcteurt^cal  Satellite  Prt^ram 


On  21  June  1%I.  Charxk  spoke  with  Major  (ieneral  Robert  I  !,  (irecr.  Director  of  the 
OlTiec  of  the  Secreiarx  of  the  Air  Force  for  Special  Hrojccts  (SAl  SPi  in  lil  Scgtmdo.  California,  11c 
asketl  Greer  to  prepare  a  “minimunr  proposal  for  lour.  •‘Eanh-refcrcnecd"  wlK-cl-irHKle  weather 
satellites  to  he  launched  on  NAS.A  Scout  bixislers.  Greer  responded  with  just  such  a  plan  for  a  22- 
month  program,  one  that  specified  a  snuill  fixed  budget  and  a  lirst  launch  in  iai  months.  The 
Depirty  Sccrctan  of  Defense  approved  it  ami  die  DirecUir  ol'  Defense  Research  and  Fngitieering, 
Harold  Brown,  niatle  available  to  the  NRO  the  necessary-  funding,  On  2?  July  196)  Greer’s  deputy. 
Colonel  Harry  Lvans.  appointed  Ll.  Colonel  Tlunnas  O.  Haig  the  first  director  of  the  Delense 
Meteorological  Satellite  Program  (DMSP).*  Haig,  a  meteorologist  and  eleclricnl  engineer,  accepted 
the  as-signmeni  on  eomlition  that  lie  would  m/t  Itave  to  u.sc  Tli.e  resident  “syMcoLs  ciigiaecring  and 
technical  dircciian”  contractor,  could  select  his  own  small  .sian'.  aixl  could  icsc  fi.xed  price,  fixed 
delivery'  contracts  under  his  direct  control  Umiughout  the  program.  Fvans  added  a  “kill  switch”  ol’ 


• 

1 1R(.>S  ( Tdc^  isitm  Infrared  Obscixmiiin  SaicllitL'i  bad  entemed  fmm  the  .Mr  Force  WS-I  PI 
rccnnnnissinoc  saiclliic  ranpciilien  buck  in  0156.  AUcr  Lockheed  the  inintiry  conir^icL  KI..A  oAiLiids.  «lHJ^c 
liiiil  twi  Ivcii  >clci,U'd,  Mild  iIk-  nHiccpl  Ol’ii  IL-Icvision  mJ'rared  wl-j.iIIilt  sjiiciliu-  u.  ihc  .Armv  Siitnal  Corps 

Advant-cct  Research  Pnijccis  .Xgenev.  funded  fwnher  work  .After 
K  S'  «  ^NUircd  TIROS  along  w.Ui  u  T.umb.t  ol  ik-  kev  Si«nnl  Corns  personnel 

As  ilw  |iX,0s  began,  plans  called  for  equipjiing  I IROS  with  iolrurvd  luxi/on  sensors  iku'woJld  deieniiiiie  tn^i/oii 
crossings^atid  trigger  pieUite  lakiiiu  of  tlie  .steiicN  below. 

*»  s>y.  had  a  siicc«sioii  of  numeric  and  al(.iliabcuc  icintes.  iiKluding  I'roaram  II  I’-ys 

nSn  ■  ^  ‘  '  ri"  ^'1"''''^’  '*‘’‘’8^' '  In  order  i«  avoid  coiiiusioii.  ihe  tunvin  designalion 

D.MbP  IS  used  rlnoughoiit  tins  histoiy  .  c'“‘n'n 

Tt.  Ilaig’s  view.,  an  St&TD  coniracuir  could  only  juslify  ius  existence  by  imrxxluciiiu  dianges,  Sinec 
clunges  involvvd  time  and  cost  money,  SF&TD  siipp,.ri  cva.s  incompaiiWc  with  Iked  price.  Iked  dclivcrv 
conkivun^.  Svv  IlKiums  O.  Uai^  “Meehnieal  Uiavlkw’:  (Hnnimled  Maiuigemetu  (.’oiKepi;'"  iii  /AT.vvrtri.v.v 
IndoslruiU'olk'geofllieAniicdl'orct^.Miiy 
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his*  own:  it  iho  lirsi  launch  could  not  be  met  on  schedule  or  if  costs  nppeareti  certain  to  exceed  ihe 
fi.’icd  l.>udgct,  he  instructed  llaig  to  terininate  the  prugnim  and  recover  KovemiTiciu  J’uitds 
immediately  without  fijrthcr  direction. ' 


In  the  months  ihat  folloued.  the  DMSP 
ctYon  operated  on  NRP  funds  under  the  NRO  sccuiity' 
blanket,  hut  located  physically  outside  die  NRO 
Special  Projects  Office  in  FI  Segiindo  for  purposes  of 
cover  and  ca.se  of  operations,^  Haig  divided  the  work 
among  those  he  initially  selected:  three  otficers  and 
Rencll  l  aitert.  “a  very-  busy  secretan-.“‘  He  invested 
his  own  time  in  program  management,  with  special 
attention  paid  to  a  conlraet  he  negotiated  with  RC.A 
for  the  weather  satellite.  Captain  Stephen  rivorchak. 
ioinetl  later  by  C  aptain  Richard  Geer,  wa-s  assigned  the 
Scout  launch  vehicle:  a  small,  tbur^stage,  solid 


pnrpellaiii  nxikei  built  by  Gltance  Vought  and 
procuicd  under  NASA  direciion.  To  meet  program 


Kig.  2,  i  .t.  C'nI.  Thnmas  O.  Haig. 
First  l)Vl.SP  Program  Oircctor 


perfonnance  retjuireinenLs.  Dvorcliak  subsiiiutcd  a  higli  acceleration  Lcickhecd  Propulsion 
rompiiny  MG- 1 8  solid-propcllanl  motor  in  place  oflfK.*  staiidard  Sctrui  founli  stage  .Allair  motor. 
Captaiti  Luin  Ricks  handled  ground  suppon.  tracking,  command,  and  readoin  at  the  Air  Force 


ground  stations  operated  by  the  Lockheed  Missiles  and  Space  Division  (LMSD).  Finally.  Major 
Cluiilcs  CroJi  oversaw  cdmraci  managetnent  at  all  tlx'  various  timis  involved,  novel  ccmiracis  that 
were  '•fixed  price"  instead  of  tlic  ciustomarv'  ’’cost  plus  fi.xed  fee.'''  The  RCA  fixed-price,  fixed- 
delivery  contract  proved  itself  in  December  1961  when  a  major  structural  member  ot  the  weather 
satellite,  the  bise  plate,  failwl  duiing  le.sts  and  eonipany  olTieials  requested  a  three  mcnilh  dekty  lia 
redesign.  Croft,  after  di.seussion  with  Haig,  advised  RCA  that  it  bad  ten  days  to  produce  a  lix  or  the 
coniraci  woitkl  l:x;  lenrinateil  under  procitremeni  regitjuiions  ~ai  no  cost  to  the  govemrnem."  The 


By  the  eixt  ot  1%;  the  puigram  otJke  sialf  ha<l  imrivascd  to  live  olliccrs  aixl  ivvi.>  secretaries  indiKtmjt  F.ii!i 
Hi*it.  lliTo;  iH-  lour  SAf  ufTicas  also  were  assigrkd  at  Uiai  liirjc.  involved  priuurily  with  iJie  Stout  lauiith  veliitlf  imd 
jiriHind  sijiYiorr..  Tliis  shwII  nuniher  grew-  ro  al>o»rt  J.5  military^  and  ciyiltins  by  the  n»id-l9<i0s  wtien  ilw  prC'urau) 
transILTrL'd  Inim  the  NRO  U'  Air  Force  Systems  Ciimmand 
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RtA  program  manager  appeared  tliree  days  later  with  revised  htlemal  sehedtiles  that  riiel  die 
origiital  launeb  dale. 

Neither  ihc  Scout  booster  nor  die  RCA  satellite  itHHiiited  redundant  equiptnciit:,  and  a 
failure  anywhere  in  the  syslem  meant  the  loss  of  a  mission.  .All  of  those  involved  regarded  the 
eiilCTprise  as  a.  single  purpose,  minimum  cost,  '‘high-risk*’  program.  Smaller  and  lighter  ilian  ilic 
original  TIROS,  the  IfXVpound  TlROS-rlerived  RC.A  satellite  was  shaped  like  a  10-sidetl 
pttlyhedron.  2.^-irK:hes  across  and  2 1 -inches  high.  .A  spinning  rhotion,  introduced  on  injeelion  into 
orbit,  vvas  maintained  on  the  early  NRO  weather  satellites  at  about  12  rpni  by  small  spin  rockets.  By 
atbpling  a  concept  ,advatx;cd  b>'  llaig  and  Lt.  Ralph  llotTman.  however,  the  spin  axis  ,  was 
maintained  perpendicular  to  the  orbit  plaiK*  by  torquing  the  satellite  agairtst  the  LartJVs  magtKtic 
field,  the  forces  supplied  dirougli  a  dircci^'urrcni  Uwp  around  the  satellite’s  perimeter.  A  ground 
coinniand  would  cause  the  electric  current  to  flow  in  the  desired  direction  to  generate  the  torque. 
Ihosc  few'  NASA  officials  who  knew  about  it  viewed  llte  NRO-.\ir  force  program  as  a  no-risk  test 
o(  a  niodilicd  (bur-stage  Scout  with  an  **Eanh-rcrercnecdr'  wheel-mode  weather  satellite." 

If  it  operated  correctly,  the  RC'.A  shutterctl  television  ctimerj  (a  photosensitive  vidicon 
lubei  would  be  pointed  directly  at  ibc  Earth  once  each  tiinc  die  satellite  rotated.  At  the  programmed 
interval,  when  inlrdivd  fKiri/mi  sensors  indicated  the  lens  was  venical  to  the  Hanli,  die  vidicon 
woulil  lake  a  picture  ol  :in  SO(>-mile^sqtiare  area  tif  the  surHice  below,  with  life  image  recorded  on 
tape  as  an  analog  signal  for  later  transmission  to  the  grtnind.  I.aunelied  into  a  snn-synehronous  450 
nautical  mile  circular  [Xtlar  orbit,  the  R(^A  television  system  would  ftrovidc  100  percent  daily 
coverage  of  the  Northern  1  Icmisphcre  at  latitudes  above  (>0  degrees,  and  55  percent  eovcTagc  at  the 
equator.  Readout  oJ'ihe  lapc-recordcd  pictuies  was  {danned  to  occur  on  each  pass  over  tlic  western 
hemis})herc:  at  the  ground  stations  tltc  video  pictures  of  cloud  cover,  over  the  Hurasian  lamlmass 
would  be  relayed  to  the  Air  Weather  Service's  Air  FtMve  Global  Weather  (.^eriinil  collocated  with 
Headquarters  Strategic  .Air  Cominand  at  Ofluit  /M  B.  near  Omaha,  Nebraska. 
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Haig’s  "blue  suii”  program 
learn  irwi  iis  ien-mt,>nth  scheiliile. 
iilihoiigh.  as  the  high-risk  as|xx“rs  of  the 
t’llbiL  siiggesictl:  witlumi  immediate 
success,  [he  pi>lar-orbiting  LJMSI* 

.satellites  were  to  be  lauiKhcd  from  the 
West  Coast  raniK  on  Point  Arguello,  at 
Viindenberg  APR,  loeatetl  near  the 
town  of  l.omptx:,  C^Jifomia.  As  events 
transpired,  a  standard  foiir-slage  Sewit 
booster  carrying  an  .NRO  GRAB 
satellite  was  lirsi  in  line,  and  was 
viewed  as  a  system  test  by  the  DMSP 

otficc.  This  vehicle,  lannehed  on  2.'> 

\ 

Aprtl  l%2,  ended  in  a  Seoul  btwsier 
failure  within  .sight  of  tiiose  in  the 
bliK'kluMLSc.  Tlte  ictnperamcrital  Scout 
biHtsler.  this  lime  wilh  an  M(i-lX 
founh  siuge,  (ailed  again  during  launch 
ot  the  iirst  NRO  wejither  satellite  on  23  May  vvlien  the  vehicle  seK'-Uesinieled  low  amls  the  end  of 
second  sUige  ignition.  Tlie  scawid  DMSP  launch  on  23  August  )%2  resulted  in  success,  aJllxHigh 
the  Lockheed  grouml-control  letim  fiuleU  at  firsl  to  track  the  weather  satellite,  pjich  day  at  high  nwn 
the  vehicle  took  pictures  as  it  transited  the  Soviet  I..Inion.  Weather  pictures  of  the  Caribbean  reUiined 
by  this  vehicle  two  months  later  iu  tkiober  alivo. proved  crucial  durine  the  “Cuban  Missile  Crisis" 
penniiling  elTeeiive  aenal  reconnaissanee  missions  LU)d  reducing  the  maiilier  (M'  aerial  weather- 
reconnais.sanee  .sjinies  in  the  region.** 

1. 1.  Colonel  Haig  reported  to  General  Greer  at  the  NRO  SjX’cial  Projects  Ollice  in  El 
Segundt).  but  Joseph  Chary'k  look  .a  personal  interest  in  the  alTairs  of  the  weather  satellite  purgnim 
initiated  to  satisly-  NRP  requiremems.'  I  hat  program  now  pos.scsscd  the  first  IJ.S.  military'  satellite 

’The  DMSP  Pjograin  Manager  normally  briefed  Chary!  monrhly  at  NRO  lieadquaners  in  tJ»c  Pemaaoir 
aiitl  lltLii  back-bricll'd  Ciciicral  Ctreor  on  his  reiuni  regarding  any  diivclioiis  lie  had  reeeived  Inim  ihc  l>NK().  '  ' 
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to  be  eomniundecl  and  operated  oii  orbit  on  a 
daily  basis  over  an  exiendud  periixl  of  lime. 
tTlic  first  spacecrijfi  (dliniHlt'ly  cease<l 
transmissions  (m  2.^  March  At  the 

Pentagon  on  tlie  intmiing  ol  24  Seplanbcr 
l%2.  Chan-'k  advised  llaig  that  NASA’s 
planned  Nimbus;  weather  saielliie.  or 
KOMSS,  would  be  delayed,  and  that  he 
should  plan  one  additional  year  Ibr  the  interim 
NRi)  meteorological  satellite  prognim.  Haig,' 
who  had  guessed  as  niuch.  had  next  ycai''s 
budget  charts  ready'.  Lockliecd  claimed  a 
major  part  o)  (lie  total  budget  lor  gixiund- 


Fh!,4,  Joseph  V.Cluiryk,  suppoti  operations,  bul,  the  Ll.  Colonel 

l.ndKi' S«crelar>  aflbti  Air  Force  ... 

insisted,  Ik:  could  build  two  ground  stations 

anti  a  control  center,  man  them  with  Wue^uiteiK  and  operate  the  weather  satellites  in  Siippoit  of  the 

NR  P  Ibr  <.)ne-eighth  the  amount  bid  by  the  contractor.*' 

Under  Secretary  of  the  Air  Fotve  and  NRO  djreelor  Chafy  k  approved  the  cost-savnng 

pioposid  on  the  spot.  I  hen  he  picked  up  tlic  phone  and  called  Air  l  orcc  Chief  of  Staff  Ciciieral 

Cuitis  II.  LcMay  and  arranged  (or  an  appoinunent.  Tliai  aCtcnioon  at  (he  Pcnlacon.  Haig  explained 

to  the  Chiel’ of  Siall  bow  Air  Force  persoJinel  eoiiUI  man  and  operate  two  weather  saielliie  gniurid 

sutions  and  a  control  center.  The  general  listened  intently  ami  when  Haig  left  an  hour  later,  -ii  was 

with  a  promise  of  aJl  rtic  pcoftlc  I  needed  fromtlie  Strategic  .Air  Command  [SACJ  and.  Mf  anytKKly 

gets  in  your  way,  call  mo:"’  iKitn  I.cMay.  At  itie  (ieiKTal’s  diicclion,  Haig  boarded  an  airyilane 

bound  for  Omaha  and.  next  <lay  at  1  leadquartctis.  SAC.  briefed  Cl NCS AC.'  Cieneml  I  honias  S.  Power 

and  his  stall.  S.AC’s  leaders  primipily  committed  to  the  Delense  VIeUx>rok>gical  .Satellite  Pnigrain 

all  tile  personnel  it  renuireJ.' " 


During  the  ensuing  weeks,  prt^ram  personnel  workcll  at  all  hours,  every  day.  Tliey 
tbund  surplus  Nike  ami-airerart  nx^ket  sites  in  tlK'  suites  of  .Vtaine  ttwar  Loring  Al  U).  and 
WashingioM  I  near  Fairchild  AFB),  procured  six  large  van  bodies  from  Norton  Al’B  in  San 
Bemadino.  locaied  lw<)  abaiidoned  amenrui  rnounis  on  .Anligiui  Island  in  the  (.''aribbean.  and  wrote  a 


r, 
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1ixt\l-price  conlraci  wilh  Radialion 
locorpciratcd  Cor  (wo  40-tix)l  radar 
disfics  and  as.socialiJd  electronic  lacar. 

In  bcuvccn.  il>cy  Iicl(>cd  screen  SAC 
inilitaiy  personnel  “until  \vc  had  two 
giiHips  of  very  jirtxl  men"  to  operate 
tlie  Invckuig  stations.  In  July  1963.  ten 
itionilis  alter  go-ahead,  the  program 
olliee  translcrred  DMSP  satellite 
grutind  tracking  and  madoiit  front 
Lockheed  to  Its  own  stations  in  Maine 
and  WashiagTon.  About  the  same 
time,  a  coniimnd  and  control  center 
for  rite  DMSF  raaiincd  by  SAC: 
personnel  began  operating  one  floor 
below  Air  Force  CilohaJ  Weatlier 
Central  in  liuilding  D,  the  old  Mtinin 

bttmher  plant,  next  dtHtr  li>  SAC  ^rfilis  .Aaicaaii  Muuiii 

Headquarters  at  OffiiU  AFR,  «Wt  40  ft.  Diamcrer  Reflects  Adapitd  for  DMSP 

Nebraska." 

Tlie  IItsi  DMSP  weailwr  satellite  to  be  controlled  at  tlic  grouixl  stations  inatincd  by  Air 
Force  penscwinel  wiw  (light  numlier  three  lautK-ljcd  on  19  February'  l%3.  At  Vandenberg  AFR. 
rinother  Air  f  orce  teain.  the  Systems  Cummand  6.595  *'  .Aerospace  Test  Wing,  conducted  laiiiK-h 
operatiotB.  In  this  instance,  the  Scout  booster  upper  stages  again  inalfunclioned  and  placed  the 
satellite  in  an  orbit  unsuiled  to  strategic  wcalhcr  rceoiniais.'civicc  t)pcrdlitni!s  litr  iimrc  than  a  lew 
months  at  best.  In  late  April.  tlK  satellite's  primary'  tapc-rcx-oxdcr  control  circuit  foiled  and  with  it  the 
storage  of  primaiy  data  for  later  commandorl  transmission,  altliough  direct  vjdicon  readout 
conlimied  lor  a  few  week.s  nutre.  A  iigw  cxpcrhneiiu  however,  amlinueil  to  luncliott  itieely  for 

A  lew  vcutn  liULT.  wlicii  ilic  lk>r  Injustcr  icpJacctl  Seoul  a>  ilic  D.V1SH  lautKh  \diKk*.  luuiicli  duties 
rransterred  trom  the  A.^9.5''  .\T\V  lo  Sy\<.”s  Supf-Hirl  Squiidron.  which  had  cxju'ricncL-  with  Thtir  nickel 

liiuiiriics;  "It  was  a  source  of  .areat  pride  to  SAC- '  RichanI  Geer  recalled,  but  rhe  tnnsrer  proved  ''gaUing  to  some  in 
ihc  Mtiieovcr.  nlTieL-  a-j.sonhis  hcliL  ‘'SAC  would  ik)<  loleraic  launefi  fiiiliircs.” 
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imiiv miMiilis:  an  inlrurcil  rn.lionictcr  Jivir  registered  the  Carth's  backmmind  radialion  and  indicated 
the  cMcm  of  nigliuinie  cloud  cover.*  At  Global  Weather  c:eniral.  the  3d  Weather  Wing  used 
cinnpiiler  programs  written  by  Air  VVeaihcr  Scrs-icc  perscmnel  U>  pnKluce  crude  ttpcrulionul  maps  t)!' 
the  cloud  cover  at  night  over  Hie  regions  obscrx'cd  until  Janiwfy  1%4.  Indeed,  the  infrared 
c.xperiment  proved  so  .siK.'ces.sruI  that  it  was  nKnintcd  tm  all  DMSP  satellites  tlirougli  Block  4. 
evenuiiilly  also  proviriing  mciisuremcnts  of  ckiud  height  and  the  Larth's  hear  balance,  '* 

Tlie  fourth  and  fifth 
DMSP  laLiiidics  on  26  April  and  27 
September  1%3  resulted  once  again 
in  Scout  booster  failures.  Tlie  gap  in 
wettther  reamriiiis.siAnce  that  began 
in  May  1%?  would  continue  until 
.lanuary  19(>4.  And.  despite  appeals 
for  clutnges  in  design  arid  testing 
'that  the  program  office  reqtiested  to 
improve  reliability'.  NAS.A  officials 
who  prtK-nrctl  Scout  vehicles  1w  the 
NRP  refused  to  inakc  them.  .After 
cotisitlering  other  btioster  pnispecLs. 
on  23  October  1%3  Colonel  llaig,  with  tlic  approval  of  Joseph  Clwrv'k's  snccessoi,  Air  l  orce 
Undersecretary  Btwbvay  MeMillaii.  cancel  ted  tlie  last  tw'o  Scout  vcliicles  on  the  original  L'lV 
contract  and.atl  six  i»f  them  on  a  follow-on  order.  He  rollowcd  lliai  action  by  tenninatinu  completely 
all  N.AS.A  Scouun.'laied  activities  on  2.5  Ocibhcr.''  Five  launches  in  two  years  had  yielded  tlirec 
Scout  hiioster  failures  and  increasing  N.ASA  inlrdii-sigence.  In  tlie  Naiional  Reconnaissance 
Program,  tlie  space  agency  iind  its  erratic  Scout  booster  hitd  stnick  out. 

Since  the  fourth  Scour  launch,  1  laig  and  Kichaixl  Geer  actively  hatl  sought  a  replacement 
btioster  that  would  provide  iinpro\^\1  reliability;  and  at  least  equivalent  weight-lifting  capacity,  t  hey 

knew  that  a  riuinhcr  <if  liquid-propellant  SM-75  Tlior  iniennediaie-rance  ballistic  jnissilcs.  returned 

r 

I  hiviil  S  Johnson,  at  tlwt  time  maniiger  ofthe  TIROS  wwaher  satellite  pmeranj  in  the  Wciiilicr  Hurcau  anU 
one  of  the  few  (Hnsons  there  cleared  to  kiww  about  DMSP.  icterred  various  experimcnis  to  ilv  NRO-.Mr  Force 
prticram  iiicludinu  a  ncud  om-  gonceived  by  Verruw  Suomi  ai  die  University  of  Wiscmiiin  that  wciirhcil  almlii  six 
ouiicgs.  iivhiding  a  tiny  wire  rceorikT.  anti  pr<*ducctl  c<Hir<c  bin  ttseful  data  on  the  radiated  lieal  oJ  iJulkJ  et'ver.  Imin 

K 
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a  Icnv  nwtiiljs  belbrc  iVotn  Limland  as  part  of  fhc  L.S.  concession  in  the  (.;iiban  Missile  C  risis,  were 
siorcti  in  San  Bentadino.  fltcy  also  were  acquainted  with  ati  FW-4S  solid-propellanl  rockel  nK)tor 
produced  by  the  United  Technology  Cor|X)farion.  llfis  rocket  was  cast  in  the  same  tnotor  casing  as 
the  Scout  Ibunh  stage,  atxl.  nuniiitcd  on  the  Seoul  s|>in  table,  would  comprise  the  secontl  stage  ol 
what  would  Ivcomc  kiwwn  as  the  “Burner  I"  launclt  vehicle,  l  or  this  launch  vehicle.  Douglas 
Aircntl  repliiced  lire  IRRM  inertial  guiduiicc  system  with  a  Bell  Telcplnme  Laboratory  guidance 
package  and  added  a  cold  gas  coast  attitude  control  section  on  top  of  the  Thor  to  keep  llie  axis  of  the 
l-  VV-as  injecrion  .stage  properly  aligned. .Approver!  b>  the  NRO  director  McMillan  in  December 
i%3,  arxi  by  CINCSAC  Creneral  Thtrnias  S.  Power  (SAC  personnel  would  now  launch  the  new 
vehicle  and  control  the  weather  satclhte  on  orbit!  in  January'  iy64.  DMSP  personnel  set  to  work 
ordering  and  testing  the  Burner  ['cwnponenis.  A  lew  months  later,  in  Match,  the  Program  Ollice 
received  approval  to  plan  for  a  new  sccortd  stage,  to  be  called  “Burner  11”  for  a  l  lior-based  launch 
vehicle.  Late  in  the  year,  a  source  selection  board  chose  Boeing  to  piodiKc  the  ail-new  self-guided 
solid-propcllani  upper  stage.  Ttic  more  powerful  Thor  Burner  II  combination,  which  cv'cntually 
employed  an  addilional  solid-pniiu'llunl  third  stage  U>  increase  the  weight- lilting  eiiivacily,  continued 
to  be  used  in  the  proi^am  until  the  eaily  1 9X0s.  '■ 

Before  any  “Thor.'BurrK.V’  mission  etnild  be  mounted,  and  to  close  gaps  in  siralegie 
wcatlK-r  coverage  of  the  Lurasian  laiidmass  after  rite  final  Scout  Inimch  failure  of  27  September 
1%3,  Broekwfiy  .McMillan  also  twd  approved  acquisition  of  two  I’hor-Ageiia  latmch  vehicles  as 
interim  repljieemcnLs.  Haig's  prognun  olVicc  pres-sed  them  into  service.  Tlie  liquid-pnipellanl  Tlior- 
.Agetw  booster  eombiruuion,  also  ased  lo  launch  the  COROMA  Jllm  ree*.»very  fsuelliles.  was  larger 
and  more  expensiv  e  than  ncevlcd  for  DMSP.  but  it  could  carry  two  of  the  RC  A  weather  satelliics 
into  orbit  siraultaneoiisly.  On  19  January  and  17  June  I9«J4  Thor-Agenas  tlid  just  thal.  siiceesslullv 
placing  a  total  of  lour  DMSP  satellites  into  orbit,  In  the  months  that  Ibllowetl.  members  of  the 
National  Reconnaissance  Program  and  SAC  had  all  die  nxitcorological  data  that  tlicy  wanted. '  A 
Burner  1.  iiieaiiwhile,  ascended  properly  in  its  first  launch  on  IS  Jaimaiy  19b5..bul  failed  to  place  its 
salellite  in  orbit  when  the  iKise  lairing  rcliuscd  to  scjuraic.  Noneiltelcss,  die  DMSP  Tlior.'Bumer 
combinations  in  succeeding  months  and  years  achieved  an  enviable  86  percent  launch  success 

which  Llie  heal  huliincL' III' lliL‘ l-jirlh  ccsild  be 

With  ilic  laliludc  Itiis  prcsciucd.  in  Dccciiiticr  IVW  Huig  leeiKJNLud  SAC-.'  iipcraliiiiis  pcrminncl  lo  iiro^riun 
OMSP  pietiife-takiiig  on  pawes  over  ..Anriirctica  and  have  the  Air  Weather  Service  setul  Ilie  pictures  to  the  rtvuraiii 
tniicc.  Cut  and  pieced  lc>jieltier.  the  ol'liee  produced  a  eoriipleie  niiip  of  the  Aiuarelie  Cuminenl  that' was 

‘j 
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record  hcl'ort’  ihe  AiIms  Ixwsrer  succeeded  i(  in  the  IVXOs.* 

At  first  cxlcudcd •  (him  year  to  year  awaiting  (he  arrivHl  of  NASA's  N.OVISS.  by  inid- 
1%5  Uic  NRO's  '  interinv'  weather  «ttellitc  effort  looked  and  acted  like  a  loniial  miliiaiy  space 
program.  As  its  primary  inis.sion,  DMSP  ftimishwi  rhe  NRP  daily  strategic  (iiioriiing  coverage, 
primarily,  during  the  first  few  years)  ineso-.st.-alc  obscrvaiitms  of  cloud  distribution  ami  oigani/ation 
over  the  Eurasian  laiidniass.  Beginning  in  l%5  two  O.VISP  polar  orbiting,  snn-sym:liroiioiis  weather 
satellites  would  tiorniaJly 
ftinetioii  in  eircukir  orhiis  aL 
45U  naulica)  miles  ahilude. 

One.  a  tnoming  bird,  passed 
over  (lie  Soviet  Lnioit  about 
07(.)<j  local  tiiiK  and  relayed 
wettfltcr  conditions  at  llrst 
light.  A  seaind.  late  nxtming 
thui  called  u  “noon”)  bird 
began  the  same  track  about 
1 1 00  l(Kal  time,  showing  the 
change  in  cloud  covw  w  ith  tlK 
increase  in  almosplicric 
healing  tlnnng  the  .lay  •'  "«»r-Bumer  I.  IX  Ja.uar>  1%? 

Reflecting  on  the  accotnplishtnent  tnanv  years  later.  Haig  counted  four  early  DMSF 
coniribtiiions  lo  astronautics,  First  the  novel  mitrntgemem  scherae  made  possible  a  small  program 
ofdce  diiit  exerciseti  ux-hnicul  direction  wiriioul  the  ••as.sistance“  of  :i  sy.-rtems  engineering 
contraciot;  and  its  ineiiibers  could  get  a  decision  ai  the  NRl  )  and  act  quickly.  The  ol  licc  u-sed  fixed- 
price,  ll.xcd  delivciy  contracts,  all  bUic-suil  opcralhins,  and  achieved  an  c.vccllenl  success  record  at 
an  altiiual  cost  less  than  .nw  halflhai  of  equivalent  NA.SA  wenlher  satellite  devdopmenl  prognmis. 
Second,  because  the  spin  axis  of  the  RC.A  wheel-mode  satellite  was  irutinlaincd  pcrjxmdieiilar  to  the 
orhit  plane  hy  cleclricitlly  lofqtiiiig  it  against  tlx-  Fainh's  magnetic  licld.  Haig  reasoned  lliat  one  also 
could  control  and  ntaintairi  a  con.staoi  .s|iin  rale  electrically,  driving  it  like  the  tinor  of  a  direct 


>uh>L-quL-mly  (KCNcnu-.l  U;  \RO  Oirennr  Bmekway  McMillan  who.  hy  -jII  aL-aHiiilv  wits  iiiuO  laktii  with  it. 
See  Tables  1  ilimiiuh  .S.  DVISP  t.iiuiich  Rcciml. 
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curreni  molor.  Thjit  vvoiiltl  eliiniiuUo  llic  solid  rockets  (hat  produced  a  spin  rate  that  variwl  with  time 
and  made  it  difficult  to  detennine  the  location  of  the  cloiul  pictures.  Written  into  RCA's  second-year 
contract  for  an  additional  four  Block  1  satellites,  the  coiKepi  workeil  in  space.  Third,  when  the 
D.VISP  ground  stations  were  assembletl  in  l%.T  the  program  oillce  eliiniviaied  tlic  cosily  "boresight 
tower”  used  routinely  to  deiennine  a  irackingTcadoul  anlciina's  iwinting  vector  and  a  transmitter 
used  to  cheek  the  receiving  system  sen.sitiviiy  during  oftcraiion.  Ptograiii  i)ef.sonnel  substituted 
instead  a  technique  ot  scanning  the  sun  to  establish  the  pointing  vector  with  a  hcnnciicitlly  sealed 
low-cnergy  transmitter  in  llie  center  ol'lhe  antenna  reflector  used  to  cheek  receiving  sciisitiviw.  The 
DMSP  station  test  procedures  worker!  jasl  a.s  accurately  and  at  Jar  less  cost;  they  becantc  standai'd 
practice  for  nearly  all  (racking/reatknit  systems.  Finally.  D.MSP  altered  csutblislicd  Air  Ibrce 
tecluuques  of  .satellite  tracking.  Captain  Luin  Ricks  refused  to  believe  ihiit  the  tracking  problem  was 
as  areaiK'  and  cosily  as  Lockhcexl  |>ci>K)nncl  made  it  appciir.  Working  with  SAC  personnel.  Ricks 
prepared  a  much  simpler  tracking  program'  thereafter  used  with  great  success  by  the  l).\iSP  ground 
stations  and  adopted  by  iltc  groujid  .stations  of  other  satellite  piiograms. ' " 


Wlien  in  April  1965  (folonel 
Thomas  O.  Haig  slcpfxsd  down  as  the 
program  director,  DMSP  had  eclipsed 
all  other  overhead  meteorological 
cndetivors.  Initial  N.AS.A  skepticism 
notwithstanding.  DMSP  liad  pioneered 
the  space  leelinology  well,  .so 
quickly,  ami  so  inexpensively  (hat  llic 
space  agency.  priMklerl  (irmly  by  the 
□epartmcni  of  Commcixx.  at  that  time 
embraced  carbon  copies  itf  the  DMSP 
whcel-nKxlc  Block  1  satellite,  callal  (he 
TIROS  Operational  System  ( KiJS).  as 
:ni  inieriin  polar-orbiling  weuiher 


Fig,  8.  TIROS  OpcratioDal  System  (TOS), 

Based  on  (he  UIHSP  Block  1  Satellite 
(.Note  the  vidicoii  pointing  radially  to  take  piemres  on  each 
revolution  of  the  vehicle.  I 


•A  ^ins:k•  set  of  punciwd  psiivr  ia|ws  ai  «di  gioimd  uackina  station  eliminated  the  reouiietnem  to  transmit  an 
.'mletin;i  pmunmtm.n-  ,;,pe  bekw  each  pass.  F-very  pass  b>-  a  DMSP  saicllitc  in  :uiy  orbit  between  25<.t  and  5,sn  iviuriRil 
mites  atiiimle  coulil  be  supported  by  il»c  lupc  set  with  a  inaximum  antcnnii  (miming  error  of  I  .S  deurees. 


t] 
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satellite.  .And  besides  the  stnttcitic  weather  rect)nnaiss;ince  fiirnishtxl  to  the  .NRP.  tltc  detense 
jncteoroloiiical  siiielliies  also  had  bc^uit  lo  provide  laeiiral  vveather  reconnaissaiKC  of  prc-selcctcd 
regions  U)  a  in.«ispt)rTablc  ground  station  overseas,  with  significant  effects  on  militate-  opcraliojts  in 
Soirtheast  Asia.'' 

Toward  a  Permanient  Pri>gnim; 

Kroni  Strale]^  to  Tactical  AppUcatioiK 

Stialcgic  wtsiiher  reconniiLssitncc  recorded  for  the  NRP  might  command  the 
missitm  tH'ihe  DVISI*.  but  American  miliiarv  services  wuntwi  tactical  w  eather  data  to  meet  a  variety 
of  operational  needs.  By  1%.?  ii  was  plain  tlwt  NAS.'Vs  sophisticated,  three-axis  sialiili/ed.  low 
altitude  Nimbns-NOMSS  satellite  would  be  extensively  delayetl  and.  when  finished,  likely  too 
complex  and  e.xixnsive  to  saiisJy  Defense  Department  and  NRP  meteorological  rcquircinciiLs 
tactical  or  siraicgie  *  On  23  January  1963  llaiold  Brtnvu,  Director  of  Delense  Research  and 
Fngineerinc.  reqticstcd  a  reassessment  oJ  tuclieal  requirements  by  the  Joint  C^hiefs  of  Staff  (JCS). 
NWuild  the  National  Meteorological  Satellite  Program  and  its  planned  NOMSS.  Brown  inquired, 
meet,  them?  The  JCS  replied  in  the  negative;  its  leaders  urged  that  the  Defense  Department  build 
and  operate  a  tt>mmandetl  direct-readout  weather  satellite  able  to  relay  high-quality,  day-and-night 
tactical  meteoavlogical  data  to  transportjiblc  ground  and  shipboard  terminals  “AS 

Uut  the  political  and  bureaucratic  climate  in  l%.3  did  rtoi  favor  an  all-miljlary  tactical 
w'cather  satellite-  system.  All  of  the  iriiliuiiy'  meteorological  satellite  requirements  would  continue  to 
be  furnished  lo  NASA  and  rhe  Dcptirtmcni  of  Commerce  for  the  NOMSS.'  To  assess  and  combiiK' 
tliosc  requiremeiiLs.  in  «iTly  1964  die  Defense  Depaniticm  cstablislicd  in  the  Air  Staff  a  Joint 
Meiconjlogical  Satellite  Program  Office  tJMSPO).  After  further  agitation  by  tlK  tniliiaiy  .sen  ices, 
however,  the  Defense  Dc|jartincnt  and  die  NRO  appnwed  a  test  of  vlie  defense  meiettrological 

lU-  Weather  Uiuvaii  had  laiuxk’d  ami  u-sted  TIROS  9.  the  first  wheel-nxxk:  co|)y  ofrlie  DMSP.  in  January 
I  The  tiist  of  tlte  TOS  built  la.  this  sUiiaLmL  called  I'.SS-A-l,  \va<  launched  a  yviir  liilcr,  in  FcbniaTy  l%h.  Vine  of 
these  civil  mcicnroloi'K'al  satelliics  wene  liiunched  betw«n  I9rj6  and  1.969  for  the  parem  ajreivy  at  that  time,  the 
l■■nvirnllItlel)lal  SciwKV  SsTviccs  adiniiiiMraiion. 

A  Sinthas  first  liunx-h  sehcduleil  in  June  I9ti2  had  slipped  to  19(4;  in  fact,  these  vehicles  would  ewnitually  be 
directed  to  icsearcti  purposes.  iK’ver  to  Ixvohic  tltc  NOMSS. 

The  Rut  MU  of  tlte  budget  issued  UOkJ  circular  .A-ftc  mi  I.’  November  I  %.v  itwu  reairinnctl  anil  csliihlislicd 
[Hiliev  frit  LVlcnKc  Dtpoilmcm  pitrticipalion  iri  the  Nafiortil  MeteoroloeiearStitellite  Ptojiram. 
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satelliie  applied  tacliciil  opcrarions  in  the  I0(v1  Strike  Comma, nd  Goldflrc  excreisc  at  I'ort 
Leonard  Wood  in  southwest  Missturi.  Air  Ftnee  (iUilTal  WcallKT  Centiiil  at  OlVulL  AFB  relayeil 
wCtUticr  rcconnaissuiiee  pictures  directly  U>  the  Army  jinti  Air  Force  users  supporting  ta'ound  and 
paraln.Hjp  exercises  at  the  fort,  and  for  the  dcploytiiail  of  lighter  aircnill  on  a  iraiisatlamic  tliglrt. 
Later  ill  tlv  year,  lietwecti  24  and  26  November,  Cilobal  Weather  Ceninil  liimishetl  (actical  weather 
data  ov’er  Ceinnil  Africa  to  the  Military  Airlift  Command,  which  proved  crucial  in  the  successfiil 
airliti  of  Belgian  paratroopers  Ixom  Europe  to  StanlcvTillc  in  the  Congo,  where  hostages  seized  in 
an  uprising  were  lived.  Tlte  weather  data  proved  to  be  of  consiiferable  value  in  these  tactical 
operations,  analysis  revealed,  hut  impfovcmciiLs  were  neetletl.  Coverage  hati  to  be  received  daily'  at 
Ux'al  ground  suuiotis  before  meietirologists  a»uld  depend  on  a  satellite  ;ts  a  primary-  source  of  data, 
and  a  resttiution  at  tlte  surface  better  than  die  three  nautical  miles  provided  by  the  D.MSP  Block-I 
satellites  was  judgett  "extrcmcK'  desirable."’" 


Fig. ».  Pragran  417  (DM.SP)  Military  >U>uih«i>  ai  Diaing-ln,  IjiI*  1964 
Back  Ri*w.  Uh  in  Right:  l.L  (  linbrcl  B.  SfiiaraK,  Capl.  l  ain  R.  Ricks.  Lt.  Col,  Tbanuis  Haig.  Ll.  CoU 
.Melvin  Mriinltui,  Capt.  RiclianI  L.  lieer.  l.L  F.dward  R.  Foechterle,  I.t.  Ralph  Hoffman. Capt.  James  F. 

Roberts,  Capi.  Calvin  11.  Markwood. 

Front  Row,  I, ell  Iti  Right:  Capt.  Melvin  F.  Chubb.  Jr., CapL  C.  Ncak  Elsby,  Capt.  Harold  t.  WaUisch. 
Robert  4ndcrson  (guest  speaker!.  Maj,  Richard  Turner.  Lt.  CoL  Jim  Way  ne,  Maj.  lorn  Jones 
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In  ScHilhcasi  Asia,  mciinwliilc.  Radio  Hanoi  ccasftl  hroadcastinj^  local  weather 
obsmatioiis  iii  Sepiemhcr  and  Air  WtailhtT  Serv'kc  Detachment  14  in  Saigon  I'acctl 
rorcrastinu  wiili  limiietl  atul  iinroliablc  data.  \^Ticn  L'.S.  air  strikes  against  Norlli  Vietnam 
commenced  in  Febmaiy  IfXo,  L)ct-F4  pcr-mnnel  round  themselves  utiiible  k>  ntcct  thcdcntaiid  for 
weather  inlomiaiiini  from  the  2d  Air  Division  aiul  the  Studies  :in<l  Obsomition  (iroup  of  iltc 
MiliUirv'  Assistance  Coiiiintiiid  Vietnam  (MACV).  which  cotuliK'ted  eltUKlestine  operations  against 
Morlli  Vicinatn.  In  response,  the  Air  Force,  with  Detcosc  Department  and  \Rt)  aj-tiiroval,  18 
March  I9«S5  launched  a  noontime  mihtarv  nK-ieondt^ical  satellite  that  could  be  piogramtned  u» 
record  and  readout  specific  wcailtcr  data  in  Southeast  Asia  to  su|>port  laeiical  opcralums  in  the 
tlieater.  hi  one  of  his  last  official  iKts  in  supptm  nfihut  elTort.  in  jantiarv’  Haig  planned  and  laid  out 
rttc  DMSI’  groinid  station  at  Tan  Son  Miuf  Air  Ba.sc,  Saigim,  in  South  Vietuani.  I  he  new  station 
was  crecteil  and  began  operatiitg  iti  time  t<i  support  the  satellite  launclicd  m  VLvch.  It  lumishcd  to 
military-  ascfs.  within  .10  ruinijies  of  receipt,  complete  cloiid-co\  er  daui  for  \orth  VietnDim.  South 
Vietnam,  and  pjirts  of  Laos.  China,  and  the  (iuH  orTiwikin.- ' 

.All  thra>  military  .scr\kes  and  M.ACV  put  to  immediate  u.se  the  DMSP  tactical 
meteorological  data  retrieved  by  Dot- 14.'  In  tlu.'  spring  iiC  196.5  commanders  could  scrub,  delay,  or 
recall  aerial  sorties,  or  divert  them  to  secorulaiy'  tai^cts  based  on  liard  wcatlicT  information,  fhe 
Niiviil  Advisory  (imuji  and  the  \I.ACV  Studiw  and  Observation  Ciroui)  med  OMSP-gcncTaied 
forecasts  to  schedule  (he  operutinn  of  ilieir  fleets  of  small  boors  that  operated  along  the  coa.st  of  the 
Iiidt>-(.'hinii  Sea  and  the  Gulf  of  Tonkin.  Bcliire  long,  mobile,  air-trtnsportable  DMSP  ground 
terminals  were  installed  at  Udom  .AB,  Thailand,  and  Osan  AB.  SiHilh  Korea.  Another  fixed  site, 
like  the  original  one  at  Tan  Stw  NbuL  appeared  irt  iliekara  AllL  Hawaii.  J  uiall}',  on  2(1  May  I%5 
:«  Vandenberg  .AFB,  S.\(?  perMmnel  launched  a  special  dcfbn.se  macorological  salclliic  resersed 
exel.iLsively  fortacrical  meteorological  applicaliims.  Weallrer  dtita  from  this  satellite  so  improved  the 
iirneline!s.s  and  iiccur.tcy  of  forecasts  in  Soulltcasl  .Asia  Ural  the  military  serv  ices,  in  October  1965. 


The  lOS  tiivil  nvtcoroilogical  scitedites  cixild  lun  bo  pniurdiniiivU  to  t)h'scT\-i:  awt  rcconl  spjirilic  iirciis  in 
Sotiihfasi  .Asia  for  later  readouL  niey  did  c.irrv-  Auronvitic  Pienue  Transmission  <AP1)  rt|ui|)ment  ilial  allowed 
anyoiv  w  ith  reec-iviritt  esiuipnicnt  ui  ae<tiiire  Ictcyisinn  and  inthired  iniajfes  o1  the  Farth  .is  ilit-v  were  Ixjitig  taken. 
Hut  .\PT  did  niK  provide  pictures  fanlK-r  iionh  tliati  iu  line  ol  sighL  t)\lSP  sjiielliiA,  lunvvvcr.  fipciaied  in  riiree 
nKXIes:  direct  reidout.  like  .APT:  (Mogranmictl  picuire  lakiny  of  selected  regions,  with  the  sequence  stored  in  a  tajie 
rccordct  for  tvadrmi  by  a  1ik."i1  luoinvi  station:  and  preprogrammed  picture  lakinu  over  die  l  ainisian  IjikI  nms.  nitis. 
Uct-14  (vr.soiijiel  did  mu  use  TOS. 
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cancelled  all  daily,  routine  aerial  weather-reconnaissance  sorties,*' 

Tliefic  impressive  results-  were  eiitnigh  to  prompt  action  [‘roin  Delense  Dcjiaitniein 
oificials  who  now  sought  to  break  the  NASA/Depanment  ol  Commeae  Ihinehise  on  a  NOMSS  and 
pursue  oj-wniy  a  sepiuaie  military  weather  satellite  pn)gram  lor  sirdlegic  and  tactical  applications. 
(>1  22  June  l%5.  Under  Secrciar>^  of  die  Air  Force  and  NRO  director  Bnx'kway  McMillan  advised 
(lencral  John  P.  Mc‘Coiiiic]|.  incoming  Chief  of  Stall'.  I'SAF.  dial  the  DMSP  would  iranslcr  Jmni 
the  MRP  to  USAF  funding  and  direction,  eireclive  1  July  1965  (Ihe  beginning  of  FY  1%6).  Tlic 
DMSP  progriim  odlee  in  F.l  Segundo  would  move  Irom  MRO  Program  A.  the  .Air  Force  Special 
Projects  (Xfice,  to  the  Sp<ice  Systems  Division  next  tkior.  in  Air  hbae  Systems  Command,  with 
I  letidquaneFs  USAF  and  Systems  C  ommatKl  assuming  overall  inanngemcnt  responsibility  for  what 
McMillan  lenned  an  ’'ongoiiie  dcvclopmatUopci'alional  program."  Tlie  Strategic  Air  Command 
would  cotiiinuc  to  launch  die  satellites  atid  ojKratc  die  DMSP  eontrol  center  and  ground  terminals 
in  the  continental  United  States;  Air  Wcadiei  Seivicc  vvoukl  man  the  direct  readout  terminals 
ovcrsea.s,  while  continuing  to  qtcrarc  Air  Force  Cilobal  Weather  C.'eniral  and  process  DMSP 
strategic  weadier  data  at  Ollull  AFB.  Tliis  program.  Mc.Millan  iibserved  in  closing,  "has  been 
entirely  a  ‘blue  suit’  effort.  The  cost  has  been  remarkably  low-  the  results  have  consistently 
exceeded  e.xpectations."  Perhaps  anticipating  an  excess  of  public  affairs  enthusiasm  on  rtic  Air  StatT. 
he  reurefted  to  say  that  security  restrictions  precluded  any  public  rceogniiion  oJ'  DMSP 
acconiplishnienrs.*’" 

Ill  is  change  introduced  a  more  ctmiplcx  dnal-mattagcmcni  cfiain.  On  ilic  Air  Stall', 
overall  mantigcmcin  rospoiLsibiliiy  devolved  to  the  Deputy  Chief  of  SutlT  lor  Resetirch  and 
Development  because  tlx-  DMSP  wa.s  programtm-d  and  budgeted  a.s  an  advanced  tlevelopmenl  line 
item.  TIte  director  of  the  KRO  retained  a  strong  inieresL  monitoring  DMSP  through  Air  Weather 
Sen  ice  personnel  assigned  to  his  staff.  Opcraiional  requirements  flowed  from  the  NRC)  through  the 
Air  Weather  Service  to  the  W’est  Coast  program  oflicc.  Tcchihciil  guidaiKc  now  came  from  the 
Deputy  Chief  of  Staff  for  Research  and  Dcvclt^mcm  through  Air  I'orce  .Systems  Command  to  the 
program  olTice.  The  program  office,  the  focal  point  at  Space  Systems  Division.  e.Kcrcised  authority 
for  jilanuing.  directing,  ctmiraeiing.  and  system  engineering. 

Making  the  change  to  a  pennanenl  ]trognim  complete,  a  few  months  later,  on  2S 
September  196.5,  oHicials  of  the  Defen.se  Depanmem  and  the  Deptinment  of  Commerce  signed  an 
agreement  that  eliminaleil  the  r«]oiiemem  tor  prior  coordination  of  ’•acronomy”  and 


}5 


Approved  for  Release:  2018/12/21  C051 02030 


C05102030 


Approved  for  Release;  2018/12/21  C051 02030 


"inciamilogiLal  rect>nnais!«»ni;e  preigi'ams.  ”  ITiei'eaficr.  cxccpi  J’or  jXTitjdic  reassessTnents  demanded 
hy  ihc  Bureiui  of  ihe  Budget  (later  the  Office  of  Managcmcni  and  Budget)  and  Congress,  the 
tDclense  rX'partmeiit  all  but  withdrew  from  tltc  NOMSS  eimcepL  and  NASA  leaders  converted 
Ninthus  into  a  research  aixl  development  test  bcxl."'  A  few  years  later,  in  Dcccmlxti’  l‘)72,  DMSP 
meteorological  data  also  began  to  be  Hirnishetl  rominely  to  the  Deptjitment  of  ComniGrce/Nutiomtl 
(X-canic  anti  Atmospheric  .Administration  and  its  National  VVcaihtt  Service  at  Suiiland.  Mary  land. 
At  that  time,  security  restrictions  on  DVISP  tactical  applications  were  nemovetl.*^  A  tew  months  later 
in  March  |y7.>.  Under  Sccrelai-y  of  the  .Air  Force  and  NRO  director  John  I..  Mel.uca>i  puhlicly 
announced  the  existence  of  DMSP  in  a  Peniiigon  press  conference.'' 

Back  in  l%4,  wlicn  tests  bcgaji  of  the  mclcundugica]  satellite  applied  to  laclical  military 
operations  at  boriie  and  abroad,  the  NRO  approved  modification  of  three  additional  satellites  for 
direct  I'cadoul.  Tliese  16()-pound  vdiicles.  identical  in  si/e  and  shape  ro  their  ll')lVnvI2Ct  p«.nind 
Block  I  pre«lecessors.  alsti  rntnintetl  Impaivcd  infrared  ladiomctere  and  were  known  collectively  a.s 
Bk.x‘k  2,  l  .aiinchcd  during  1%5  attd  1%6.  two  of  them  attained  Larth  orbit  and  provided  tactical 
meteorological  data  for  opcfaiioiis  in  S«iulhcasi  .Asia.  y\  fiHirlh  salelliie.  the  one  equipjted  ami 
launched  expressly  tor  tactical  uses  on  20  May  1965.  catnc  to  be  callcd.Block  o.  'Hic  rea.son  for  this 
curiosity,  a  "one-vehicle  bkvk.'*  involved  efforts  to  distinguish  it  from  its  Bk>clc  2  cousins  that  also 
supported  the  primary'  strategic  cloud  cover  mission  for  Hic  NRP.  Shortly  before  lie  stepped  down  as 
DMSP  director  and  conttol  of  the  DMSP  (wssed  to  the  Air  Force  Systems  Command,  in  early  l%5 
Colonel  Haig  .secured  permission  to  begin  the  design  of  a  more  powerfiil  militaiy'  meteorological 
.satcnil.tf  that  met  nxire  completely  the  demands  of  its  customers.*' 

I  he  Block  4  satellite,  slightly  larger  than  tltosc  in  Blocks  1  and  2.  wa.s  30  indies  in 
diameter.  29  inches  high,  and  weighed  175  poutid.s.  Still  spin-siabili7ccL  tlie  satellite  nonetheless 
provided  improved  wcatlicr  coverage.  Previously,  the  single  1.2-inch  focal  length  RCA  vidicon 
iclevision  camera  in  Bkx:k  I  und  2  stnellites  liimished  a  nadir  resolunim  of  3-l(.>-4  naiiiical  miles 
i  nni)  over  an  H(Xi-rim  swatlu  w  ill)  significant  gaps  in  coverage  of  the  Earllrai  the  equator.  Block  4 

* 

I'lM"  cxainplc,  in  Novanher  ie7V  PrcMilcni  .Jimmy  Car'er-  t'vcnxling  OMB  prolL'.sis.  rcafllnncil  the 
piKUions  iifthii:  depnonn-ius  ot  tomnteice  and  defense  lhar  favored  nviintiiining  sepatate  civil  and  miliMry  pofir 
orbitmii  vvcaihcr  .<uiL-ljiic  pniiframs  iinu'l  I’ciurj  block  cIuhiiwn  were  iidopicil.  Fven  Uiiu  Tcsuriciion  was  removed  by 
Prcsidcnl  Kcugiin  in  hi>'4.1uly  19X2  Nalitiniil  Space  Policy. 

'  Wiih  lltc  ii.<c  ol'DMSI’  Lic'lical  \vcailicr  dai:i  in  S(>mhca.si  .Asia.  Itnovvlcdac  of  the  priv^iim  hcciiihc  wkiespreod. 
In  early  1%9  wind  of  iiii>  piiYrum  linked  to  il>  lactK'ol  a|iplU.'dlKms  nirpevirod  in  liic  o(vn  hlcraluiv.  PraciicaJ 
adjusinvms  ihul  ack  now  I  edged  al  lca<i  diso  pstn  of  the  cnicrpnsc  could  rs)  longer  he  avcv.Jcd.  (See  ’’I  ndastry-  Observer.’' 
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Hitt.  10.  DVISP  RhKk4  SaMlitr 


vcliicics  carrietl  two  one-inth  I'ociJl  lenglli  vidicons 
canieil  ai  26  degrees  from  the  vertical  that,  provideti 
global  coverage  of  the  liarth  (contiguous  coverage  at 
the  equator),  along  a  1 ,500-nm  swath.  The  resolution 
vtiricd  from  O.H  iiiii  al  the  nadir  to  3  nin  ai  the 
picture's  edge.  Besides  a  nmlti-sciisor  infrared 
subsysicnt.  Block  4  also  iiKorporaied  a  high- 
rcsolutioii  radiometer  that  lUniishcd  cloud-height 
profiles.  A  tape  recorder  of  increased  capacity  stored 
pictures  of  the  entire  uortlK-rn  lienvisphcre  each  day, 
while  the  satellite  fumi.shetl  real-time,  direct  local 
tactical  wcaihcr  coverage  to  small  mobile  ground  or 
shiptK>ard  terminals.*^' 

Under  the  guidance  of  a  new  program  direettn  and  graxlwttc  of  the  L  .S.  Vlilitarv 
Academy.  Major  Joint  li,  “Jack"  Kulpa.  Jr.,  eight  Block  4  defense  ntcian-ological  saieiliies  wwe 
delivered  luid  seven  successfully  latuichcd  between  I9(t6  anti  l‘)6f).’  Because  of  the  1%5  change  in 
command  rclatitmsliips,  htiwever.  Kulpit  H.Mmd  hirnsell’reponing  to  four  bosses  in.stead  of  tw  o.  Not 
i>nly  tlid  the  new  NRO  direeUir  Alexander  Flax  want  to  be  kept  advised,  his  subordinate,  the  directtir 
of  the  NKO's  Air  Force  Special  Projects  Office  also  expected  that  courtesy,  especially  since  Kulpa 
hud  iusT  completed  an  iissignmcnr  there  directing  a  research  siibsatcllitc  program  At  Heatk-juaners 
Air  Force  Systciius  Conimand.  (ieiicral  Bcniard  Schriever  ux)k  a  personal  interest  in  DMSP.  vvhilc 
his  subordinate,  the  commander  of  tiK'  Space  Systems  Division,  became  the  general  officer 
presumably'  icsponsiblc  tor  DMSP.  In  the  event,  Kulpa  later  recalled,  eaeli  til  ihem  thought,  that 
one  of  the  others  was  iny  real  rcpcirting  onicial,  aiul  I  vva.s  lel\  preUy  mneh  alone  to  prosociite  the 
effort."'^  Bui  llK  program  director  amid  no  hmger  claim  the  siime  KRO  exemptions  trom  the  Air 
Force  -375  series  of  procurement  regulations,  and  hLs  olFice  sialF  ftiund  itself  eneumberetl 
increasingly  with  “operational  requirements,-  “dcvclopntenl  plaas,"'  and  i.tlher  acemitrements  of  tlic 
Ibrmal  .\ir  Foice  acqtiisiLitm  pn)ces.s. 

Shortly  after  assiuming  command,  Kulpa  began  work  on  the  next  series  of  weather 


. Hr'irek  (iiiti Ti't  linolitK’y.  2~  Jiuiiury  p.  l.I.j 

"  .Ml  .scvL-n  suLL-cwtrully  achieved  orhii.  The  ci?:hih  vehicle,  not  needed  t'ln'  ot*vTiUi<)Tuil  requirements.  vva> 
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satellites.  L)MSP  Hlrx-'k  5.  He  delegaitxl  insinimenl  retjiiiremenls  and  tlcsiini  of  the  spacecraft  to  two 
able  subordinates.  CapiaiJi  Richard  (icer  who  had  previously  shepherded  launch  vehicles,  and 
Major  James  lilankcnship.  who  had  previously  supported  Haig  while  aciing  chief  ol‘ the  Technical 
Services  Branch,  Headtiiiarlers  Air  VVetither  Service  I  AVV.S>.  lilankcnship  hiKi  just  returned  from  The 


Fig.  II.  Col.  John  E.  ’^Jack'*  Knlpa, 

T  ..-.s,  n\lSP  Prugrsiu  UirKlur  IM^IVAK 

program  oil  ice].  ' 

Indeed,  the  revolutionary'  Block  5  spacecraft  thtrt  resulted  from  the  cfTorts  of  Geer  and 
lilankcnship  ttxik  the  fonn  of  an  integrated  system;  it  departed  tanirely  fami  the  1 1  kOS-dcrivcil 
technology  of  its  prodccessors.  The  two  men  visited  meteorologists  at  work,  and  then  examined 
what  the  indtislry  could  prtxluce.  Instead  of  slatting  with  a  sensttr  in  sp;ice  and  delennining  whal  ii 
might  tell  the  user  about  the  weather,  these  two  based  the  Block  5  design  on  the  users'  wish  to 
aveivc  a  product  in  a  form  that  approached  as  closely  as  possible  the  vveaiber  charts  and  maps  that 
they,  the  meteorok>gists,  employed.  Moreover,  the  pnaluet  furnished  the  albedo  of  each  scene,  not 
its  hrighuies.s.  which  varied  enormously  fnan  full  sunligltt  to  partial  mootilight.*  '  .A  .surv'cy'  of  the 
iiiilusiry'  and  new  technologies  revealed  line  scanning  sensors  and  advances  in  highly  sensilivc 
visible  light,  and  infrarei!  point  (as  opptvswl  to  array)  t.leieclors.  Instead  of  using  cimiplicalcd 


Royal  Univcfsily  iti  Stockholm  where  lie  had 
eoivipleled  a  Ph.D.  thesis  on  .Atmospheric  Photo 
Chemistry.  Brilliant  with  an  eminently  practical 
turn  of  mind,  he  played  a  prcdomiiwnt  role  in  the 
payload  design  Uiai  made  BUiek  5  especially  ttscr- 
friendly.  .such  as  fonnalting  ol  the  imagery  to 
standard  .AW^i  weather  chart  scales.  Moreover, 
Geer  recalled,  he  (Assessed  '‘excellent  long-range 
vision,  seeing  data  applications,  technology 
solutions,  atid  political  ways  and  moans  far  into 
titc  future.  His  expertise  in  weatlier 
phenomenology,  Itis  aggressive  attitude,  liis 
persuasiveness,  and  a  unique  |NRO  access  via  iltc 
.AWSl  .  .  .  combined  to  make  hitn  arguably  the 
most  powerful  person  in  the  SPO  [system 


.lisiatcd  to  the  fhicni’.o  Miiysjm  of  Science  and  IndiLstty. 
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electronics  to  scan  the  raster  of  a  T\''  camera.  Ifiey  reasoned,  one  now  could  let.  the  morion  of  the 
satellite  provide  the  .scanning  along  the  linc-of  flight,  l  hat  would  require  a  spacecraft  that  always 
“looked  down.”  rather  than  one  that  wheeled  along  its  rtrbii.  But  a  .satellite  siabili/etl  on  three  a.\es 
would  make  possible  acquiring  a  snip  of  imagers-  of  indefinite  Iciigih,  iinagciy  tltai  amkl  be 
rectifledat  will 

Ssitnc  200  hours  of  (light  tests  ol  expenmenlal  setisors.  conductetl  by  Captain  Melvin  I'. 
/“Nick'M  Chubb  in  a  7-39  aircrali,  produced  line  scan  images  that  a  newly  promoted  I  t  Colonel 
Kulpa  u.sed  .to  secure  the  approval  rtf  the  Block  5  design  (rom  Ills  superiors  in  Systems  Conuliand. 
.After  a  source  selection  eoinpelitiou  in  May  1966,  Wesiingliouse  won  the  contract  to  ftimish  tiic 
constant  resoliiiioii  oseillaiiiig  ielcsc<ipe  sensor  and  grinind  display  equipment,  and  RCA  svon  tlie 

contract  to  provide  tlie  spaccerall 
bus.  The  Westinghousc 
“Openuii.nial  I  ine  Scanner” 
(OLS).  as  it  came  to  be  called.* 
provirled  images  ol'  Ihe  Earth  and 
its  cloud  cover  in  both  the  visual 
and  infrared  (IR)  spectral  regions. 
Witli  this  system,  nadir  visual- 
imaging  resolulion  at  the  Fatih's 
surface  improved  to  0.3  ntn 
during  daytime  and  2  lufi  at  night 
ihrotigli  quaner-mootilighi 

illuminuiion  levels.  The  higher 
resolution  (less  titan  0..5  nm)  now 
satislled  the  requirements  of 
lactiuil  users.  I  he  infrared  stibsystem  fimtislied  2-itin  msoluiion  at  the  si.irface  day  and  night,  as 
well  its  clotid-hcighr  profile  and  identification  of  all  clouds  aNive  t.>r  below  a  selected  altitude,  and 
heiU-balance  data.  Complete  global  coverage  was  uaitsinilted  over  cixTV'pted  S-Barid  digital  data 

(.Iriginally  eulled  the  ’DMiilluting  line  Sciinner,"  the  nanw  was  changed  hy  N'K(.V-DMSP  personnel  who. 
iitx'iiu  to  pivsctii  the  case  tor  ii  ui  Llie  PcniaLH'h.  were  aihn.scd  tliat  t.lie  nulitaiy  "aoc'd  word  of  the  day"  was 
•■opcmtiiHial."  I  Ik,'  tlSl.  thus  was  sold  lor  dcvclopmcni  with  ihe  nevv.  ■'operaiwnal''  laaic.  (Jaiiics  R.  Hlankenship. 
Jeller  in  the  aiahor.  Z.s  ScplcmhcT  3(XKt, 


Fif'.  12.  lelt  hi  Right;  Maj.  James  R.  BlankcasUp  and 
Captain  .VIcIvin  F.  '‘Nkk"  Chubb.  Jr.  at'  Ulock  5  Dvsipa  Review 
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links.  Ulock  5  siniuluuicou.sly  satisfied  ihe 
meteorological  needs  ofthc  military  eommander  in  the 
field  for  tactical  supjxjrt,  while  it  tttei  completely  the 
“strategic"  rcquireiiK’iits  of  iJic  National 
Reconnaissattce  Office.  In  the  months  tliat  followed. 

Blankenship  took  “.shameless  advantage  of  that  facL 
telling  tactical  and  strategic  customers,  in  turn,  that 
Block  had  been  designed  entirely  for  them.  It  was 
mie  enough.'"' 

1 0  achieve  the  pointing  accuraev'  required 
for  the  Block  5  line  scan  sensor,  the  spacecraft 
employed  a  novel  momciitunt-bias  attiiadc-cixtirol 
system.  It  consisted  of  a  UKwneiituui  wheel  and 
horizon  scanner,  and  magnetic  coils,  llic  wltccl  and 
scanner  controlled  the  pilch  axis,  while  die  magnetic  coils  conin^llcd  the  roll  and  yaw  a.'ccs. 
icplacing  ilic  momentum  dissipated  by  friction  in  the  Ixaring  between  the  motnenUtm  wheel  and  the 
main  body  of  the  spaeccrafi,  The  slab-sided,  tubc-shaitcd  Block  3  satellite  remained  .K>  inches  in 
diameter,  but  its  height  increa-sed  to  48  inches  and  il.s  weight  nisc  to  230  pounds.  Positioned 
horizontally  on  orbit,  it  closely  resembled  an  overturned  gart>agc  can.  Ihrcc  Block  5 A  spacecraft 
were  built  belbie  military  demands  I’or  giv^icr  tactical  meteorological  support  dictated  further 
changes." 

In  ail  three  military  scn'iecs  looked  forwartl  to  still  irwre  Uieiieal  weathfr  supp^m 
from  the  improved  DMSP,  and  all  three  sought  to  obtain  it  on  a  d.aily  basis,  l  o  that  end,  the  three 
.service  tissisiani  seereiaries  Ibr  Tescamh  and  development  agreed  on  a  “joini-scivice  utilization 
plan  "  for  DMSF.  ’  On  29  March  IfJby.  John  S.  Foster,  Jr.,  Director  ttf  r>efensc  Research  and 
Engineering,  approved  the  plan  and  the  binds  needed  to  improve  Bltick  .3  spacecraft  to  ensure 
rcccipi  of  DMSP  weather  data  <ni  icniiivials  on  board  sliip.’^  Tlic  result  was  Block  5B  ami  -C. 
Longci'.  at  84  incites  in  height,  aixi  heavier,  at  425  pounds,  these  spaceeraft  exclusively  required  use 


r. 

The  joiiH-sorvicc  D.VISP  use  plan  would  be  revised  and  updated  in  June  l‘J73.  amj  agiiin  in  late  ]97(>. 
.ShipKranI  ivaddirt  temiinals  had  by  the  mid  I^TOs  been  in>ulleil  tin  hounl  ihc  airenifl  carriers  t/S:S  Gmmihtthn 
and  l-SS  Kcnnim-  us.sicned  lo  (  INt.P.At:  and  triNCL.AN  l".  iv»j>eclivdy. 


FIr.  13.  DMSP  Rlwk  5A  Satellite 
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ot  die  upralcd  btHWicr  called  TiHuvBunier  IIA.  Block  5B  spaccLTali  added  a  laryc  siuiisliade  on  Uie 
"inoniins;  birds."  a  mwe  powerl'ul  20-\van  fravcline-vvavcdiibc  amplifier  (TW'I  A)  transmitter  dial 
radiated  ample  power  lor  receipt  of  the  signal  on  board  ship.s  (tlHiugh  it  was  never  used  lor  this 


purpose  operaiionally't,  a  second  primarv'  data  rccoixJer.  and  a  gamma -radiation  detector.  Block  5(.’ 
added  a  vertical  teniperalure/nuiisture  profile  seiiMir  and  an  improved  IR  sensor  that  now  achieved  a 
resolution  of  0..1  nm  at  the  l:atlh’s  surface. '  ‘ 

In  all,  three  Block  .i.A.  five  Rl(.*ek  .5B,  and  three  Block  .SC  satellites  were  built  and 
laLinched  between  February  197(1  and  February  1976,'*'  (icrlleelively  they  furnished  ilw  strategic 
(Global,  stored)  and  tactical  (direct  readout)  weaiiier  coverage  required  by  die  NRO  and  the  JCS, 
althiHigh  their  (^lerational  lil'c  exjtecianey  on  iirbit  aveniged  at  best  about  ten  iiHindis,  Meanwhile. 
Kulpa  had  dcjpartcd  the  prograin  for  antither  NRG  assignment  in  1968;  Lt.  CoJbncl  Wilbur  B. 
Bot/ong  served  as  his  replaeenienl  for  the  next  six  years,  until  1974.  Subsequently,  a  succession  of 

pnoQram  directors  followed  him.  often  in 
rapid  order.  Beginning  in  the  mid  197()s,  tte 
DMSP  staff  at  the  Space  Systems  Division 
ill  F.l  Segurdt)  inaluretL  exptinded 
numerically,  and  adopted  a  mote  lethargic 
paec  of  operations.  Its  early  pcripaieiic 
acli.vily  tutd  comer-cuiting  soliilions  to 
bureaucntiie  and  teehnieiil  problems  became 
things  of  mciuory.  Translerting  the  nnliiary 
meteorological  sjitelHUi  prograra  to  Air 
Foa-e  Systems  C-ommand  in  1965  had 
rcdticcd  scctiriiy  rcsiriciions,  to  be  sure,  but 
it  also  had  inlmducetl  hiireaucralic  layering 
(aliseni  C^olonel  Haig's  rule,  ttic 

Aerospace  Corporation  now  provided 
systems  engineering  and  integration 
support),  it  hiul  reiiimetl  the  jirogriim  io  conventional  Air  Force  contracting  and  procuremeni 
praeliees.  an<l  it  Itad  markedly  increitsed  the  mimbcf  of  program  pcrsorutcl  involved  in 
dedsi<.>n-making.  liespeaking  these  less  .sahitary  changes,  the  program  office  autliori/cd  launch  of 


Fla.  14.  DMSP  Block  5U  Siilrilitc 
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ilic  las.1  Bl«ck  5C  saiellilt'  on  l‘)  Fcbnuir)’  1976  willi  incorrect  vvcight-to-propcllant-ksidinu 
Ciilciilmii.ins.  LiiuiK'hcJ  Iroin  ViiinJcnbcrg  Air  Force  Base,  the  TlK)i"'Bunier  II  Njostcr  rose 
majestically  through  the  atini>splrerc.  reaclK'd  the  ctlge  ot's|»ce.  exhausted  its  propellant,  and  the 
DMSP  s;iiellite  whistled  Kick  ti>  hiinti — a  total  los-s.'^ 


I'1ne-  l  iinin}*  the  DMSP 


Ihc  Kt-sideti,  lub-slwpcd  Block  ?  polat'orbitinc  weather  satellite  liad  reatlied  the  end  of 
Its  growth  jviiential  by  llie  early  1 970s.  Moreover,  this  design,  which  ttKik  advantage  ol' 
spin-siiabili-Aiiioii  I'or  iniemal  ihenrud  eonintl.  was  ill  suilal  to  Block  .>  operation  in  a  ••dc-spiin” 
lhRv-a.si.s-slabili/ed  aUitude.  An  entirely  new  design  iuili>red  entirely  to  Fanli-iwiented  ori>iial 
night,  one  that  met  the  demands  of  iis  military  and  civilian  clients  lor  increased  jviititina  accuracy 
and  more  growth  ptitenrial.  appeared  neccss<ti>\  Indeed,  beside  offices  of  the  Notional  Oceanic  and 
Atmospheric  Administration  in  Suitland.  Mary  land,  (Iwt  bcoaii  routinely  to  receive  DMSP  weather 
data  in  laic  1972.  a  digital  (aesiniile  system  had  been  insiaJIetl  in  September  1972  at  the  National 
Militaiy  Cknnmand  Center  to  rcccive  wcadier  data  transmitted  (h>m  Air  Force  Cilobal  Wcailtor 
Central  to  the  JCS,  Shonly  Iherciifler.  a  second  digital  lacsimilc  sy.slcni  vvas  installed  at 
lIoadquaiTcrs  Tactical  Air  Conmwiid  at  Langley  AFB.  Virguiia.  and  a  third  at  the  Anny's  White 
Sands  .Missile  Range  in  New  Me.xico.  (or  its  use  in  environrnenui]  research.’** 

Anotlier  reason  lor  starting  a  new  Blcx'k  6  inilitory  atcteorological  satellite  derivetl  from 
die  slum  lilctiines  on  oi+iii  ol'ihe  Bltjck  5  .series.  A  larger,  heavier  machine  would  ftirnesli  space  and 
p<iw:er  tin-  rsdiinclant  etmiponeiiLv  IT  one  cmnponeiil  railed  another  could  l>c  activated  in  its  place. 
Studies  of  the  Blwk  6  satellite,  vvhich  proceeded  in  the  late  I'XiOs  on  the  iiasis  of  a  mean-mission 
lileiime  on  orbit  of  16  months  minijmim.  bcgtui  in  earnest  in  the  early  l‘)70s  umler  DMSP  Program 
Director  Boizong.  But  D.VISP  BltK'k  6  with  dial  dcsignaliim  wa.s  not  to  he.  In  the  iianisaii  reialm  of 
Wtishingitin  politics,  a  new  block  number  meam  “a  new  start. ”  .At  best  il  would  entail  special 
juslilieaiion  hcforc  Congressioiml  Cotniniliecs  and  iiiwlvc  unusually  close  senniny  in  the  Dffke  of 
.Management  and  Budget  (OMBi.  Anti  oHicials  in  OVIR  favored  etimbiniug  the  civil  and  military' 

i.(>l«iKi  woiild  MU  ihi.s  work  complv'lcd  betbie  hr-  leiifcd  in  .Anpusi  l*)74.  Siihscnucmly,  lie  wvm 

to  wv.tj'k  for  RC.'\ .  . 
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ixjiar  orbiting  fneteorological  salellile  into  (»ne  pn»gnun  llic  ntci  everyone’s  needs.  At  worst,  a  Uloek 
b  would  tail  to  receive  apptxwal  and  spark  an  clUirl  to  merge  tlic  hvo  programs.  Air  I'orcc  otYicials 
theretbfic  elected  to  term  tlK  new  spacecraft  a  modification:  DMSP  “lilock  5D."  For  those- 
acquainted  with  the  nomenclature,  the  earlier  Roman  numerals  used  to  idemilv'  OMSP  blocks  now 
convened  to  an  Arabic  numwal,  which  signified  a  block  change.  In  Washington,  politicians 
unacquainted  with  its  signilicaticc  appropriated  funds  for  five  of  the  “modified**  Block  5l> 
spaeeeral)  in  fiscal  yciir  1972. 

Tlic  program  office,  however,  (tad  introduced  a  requirement  for  an  Larih-orienied 
|X)itiiiiig  acciii'acy  much  greater  than  die  ooc  imposed  on  it  piedeecssor  Blix'k  5C.  Iti  dtc  design 
coinpciition  for  the  new.  spacecraft  conducted  bctw'cen  Boeing  and  RC:.A.  only  the  latter  firm  was 
jiHlged  able  to  meet  completely  that  reqnireineni.  A  conlnict  for  five  lilt.K‘k  51)  satellites,  signed 
with  RCA  in  the  fitll  of  1972.  set  a  retpiired  launch  date  for  the  first  of  them  in  the  fall  of  1974.  But 
the  greater  pointing  accuracy  and  a  ctnnplenient  of  additional  instniments  also  had  increased  the 
projected  cost  of  these  sp:icecraft  comparcti  with  their  predecessors,  and  it  introduced  the  risk  of 
delays  in  development.  "' 

Whatever  its  pointing  accuracy,  and  die  munerieal  sleighi-oJdiand  for  “Block  5D*‘ 
nolwithsiamling.  in  November  1972  the  OMB  roquesled  lhai  llte  Depariinenis  of  ('oniinerce  ami 
l)efen.se  reexamine  a  consoliititcd  civil  and  military'  polar  orbiting  metcorologic,a]  satellite  program, 
and  the  pt)s.sibiliiy  o(‘ using  a  single  spacecraft  to  saii.sly  ilte  demands  oCbmh.  F.iihcr  action  toiild  be 
expected  to  result  in  sulTstanlial  dtillar  savings,  and  a  steering  group  composed  of  represenuitives 
from  NO.AA,  the  Defense  Depanment.  and  NAS.A  was  formed  once  again  to  consider  rticsc 
questions.  Since  the  technical  capability  of  the  existing  Block  5C’  already  exceeded  tlic  capiibility  of 
a  planned  NO.AA  successor.  TIROS-K.  the  group's  rcport.  issued  in  mid- 1973,  concluded  that  the 
greatest  savings  would  be  icali/ed  in  a  .single  national  meteorological  satellite  system  managed  by 
the  .Air  Force,  asing  a  .siamlanl  DMSI’  HlockoD  satellite.  I  his  uncivil  solution  was  quickly  rejected 
hy  Hcniy  Kissitigcr.  President  N'i.xon’s  National  Security  .Advistw.  wlio  argueti  tiuii  it  would  vioiale 
the  National  Aeronautics  and  Space  Act,  wliieh  dictated  a  scpunilion  of  military  and  civil 
spiteefaring,  and  by  officials  msKle  uneasy  in  fhe  Dcpiirtment  of  State,  who  warned  of  adverse 
iutomational  repcreiissions.  Subsequent  intcfagcticy  deliberations  led  by  .Air  Force  Under  Scactarv' 
James  W,  Plummer,  the  director  of  the  NRO.  resulted  in  an  agrecmciu  iu,Iuly  1974  to  achieve  major 
cost  savings  by  adopting  a  variant  of  the  DMSP  Block-5D  miliiaiy  satellite  for  use  in  htnh  the  civil 
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(replacing  )  IROS-\)  aiHl  militaiy  polar-otl>iting,  low-altilude,  mcicoi\>li)gicfi]  space  prograjns.  TIk' 
larger,  juini-iise  version  needed  by  die  NOAA  to  supjiori  additional  settsors.  was  identified  as  Block 
5l)-2,  The  five  original  Air  Torcc-R(\\  si>acccrat't  djus  became  DMSP  Block  5D-I 

The  UkK‘k  5D-I  design  that  had  emerged  back  in  the  eai'ly  iv?0s  rescjnbled  in 
appcaratKc  cotivcntioiial  lianh-oricnied  .saiellitCK  oJ'  this  period.  Si/etl  lo  lit  tlic  sjiacc  taken  by  the 
Burner  II A  solid-propellant  upper  stage  on  the  Jltor.  it  was  five  feet  in  dianieier  aj>d  20  feet  long. 
The  51)  satellite  built  by  R('A  consisted  of  three  sections:  a  siijuarc  prccision-tniHinling  plailbnn  on 
the  forward  end  supported  the  sensors  and  otlicr  eiiuipment  required  lor  precise  aligiuiient:  in  the 
center,  a  live-sidetl  equipmcnl-sujipitn  module  contained  the  bulk  of  the  electronics  and  featured 
one  or  rivo  pinwheel  louvers  on  four  sidc.s  for  thermal  control:  and,  at  the  aft  end,  a  circular  rcaciion 
and  control-equipment 
support  structure 
ItOLLScd  the  spent  third 
stage  solid-propcIlant 
rcickct  motor  and 
contained  reaetkm- 
conuvl  cquipincnt.  A 
tfcpIoN'nble,  (i-by-l6 
foot  sun-rraeking  solar 
array  was  alsi)  mounted 
all.  on  this  section. 

With  its  complement  of 
addititwal  sensors,  the 

spacecraft  weighed  1,150  ptninds.  making  it  mtHt*  than  twice  as  mavsive  as  its  Block  5f. 
predecessors.  To  heft  the  additional  weight  into  otbit,  ilic  program  office  contracted  with  Boeing  for 
a  new.  larger,  .solid  pntpcllanl  second  stage.  The  original  Bumer-llA  second  stage,  now  adapted  as.a 
third  stage  and  fixed  lo  the  satellite,  was  used  during  ascent  to  inject  the  vehicle  into  its  citcular, 
sun-synchronous  450  nautical  mile  Larth  orbit.^' 

Once  in  orbit,  the  SE)-1  RCA  spacecrafi  had  to  point  and  control  the  optical  axis  of  the 
pdmarv'  imaging  sensor  to  within  .01  degree,  in  effect  making  the  satellite  "a  spaedwrne  optical 
bench."  This  was  iichicved  by  automatic  momentum  exchange  between  three  motnentiun  wheels 
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tine  each  pi>sili<)netl  in  the  yaw,  mil.  and  pitch  axis — and  magnetic  coils  that  inlcractcd  with  the 
Karih’s  iiiagnctic  field  aiid  prevented  ilte  accumulation  of  wheel  secular  momentum.  lltG  wheels  and 
coils  were  c<Mjple<i  with  tliree  orthogonal  gvtt)scopes  tliat  inawured  .slMnl-lerm  changes  in  allilude. 
and  a  star  semor  that  u[Klafed  attitude  position  to  bound  the  effcets  of  gyro  drift.  A  backup  sv'stcni. 
composed  of  an  Ranh  sensor  tliai  furnished  pitch  and  ntll  infonnaiioiu  and  a  sun  setusor  lliai 
provided  yaw  information,  ensured  attitude  control  abotJf  one-rcntb  as  accurate  as  tlic  primarv' 
.system.  Tlic  software  programs  for  both  systems  were  stored  in  mo  redundant  central  computers 
and  prcx.vssmg. units.'* 

Besides  performing  spacecniii-conlni)l  functions  aulomnnously  on  orhiL  the  inlcgraletl 
.•if)  computers  arul  attifude-c<mtrol  system  also  controlletl  llie  Thor  btxtster  and  it.s  upper  stages 
during  ascent  and  orbit  injection.  A  pre-set  (but  rcpipgramraabic  in  orbit)  software  code  contained 
in  both  of  ilK  central  computers  made  {xtssiblc  (he  auionomoas  orbital  operaiious.  .All  of  tiK'se 
coiiln)!  and  iruiiniaiance  functions  were  directed  to  a  single  purpose;  support  of  (he  primaiy 
ituiiging  seiis(.tr,  an  improved  Weslinghousc  elceim-optical  {.)perational  I.inescan  System  (OI.S). 
The  OLS  consisted  of  a  scanning  optical  telescope  oscillated  in  a  . sinusoidal  (sidc-ro-sidc)  motion  by 
counter-reacting  springs  and  a  pnlsctl  motor.  In  a  nominal  orbit,  the  OT  .S  coveretl  a  swath  width  of 
l.dtk)  nm  and  furnished  a  nadir  resolution  at  the  Earth's  surface  (.>f  0..^  nm  in  the  v-isuitl  and  infrared 
spectra,  with  a  resolution  of  (l..i  nm  at  the  edges.  I  he  OLS  also  could  produce  "smoothed"  images 
with  a  constant  resolution  of  1 .5  nm  across  the  scan.  Ihc  visual  attd  riicrnial  data  acquired  on  cloud 
cover  and  cloud-hcighl  profiles  could  be  stored  iji  three  tape  recorders  for  iiansiniscsion  on  eommiuid 
ut  Eailh  in  an  encrypted,  digilal  formal.  Direct  readout  of  course,  also  was  available  to  tactical 
users.  Tlie  increased  amount  of  data  that  could  not  be  effectively  transniitied  over  tJic  leased  land 
lines  used  previously,  began  lo  be  relayed  Innvi  the  DVfSP  gnmnd  stations  to  Air  Force  Globtd 
Weather  Central  at  Offuii  AFB  via  commercial  communieatioas  satellites  beginning  with  the  first 
launch  of  a  Block  50. 

A  variety  of  secondary  sensors,  some  judged  a.s  "nice  to  have.”  appeared  in  difTcreui 
combinations  on  Block  5D-I  missions.  Five  of  them  Jrequemly  appeared  on  the  s-pacecrafL  An 
atmospheric  density  sensor  measured  the  majw  aimospheric  constituents  (nitrogen,  oxygen,  and 
ozone)  in  Ihe  Earth's  thcnnosphcrc  on  the  daylight  portion  tjf  each  orbit.  .A  precipitating  electron 
spectrometer  counleti  ambient  electrons  at  various  energies.  A  scanning  infrared  radiometer 
fiunislK’d  vertical  la-nperalun:  profiles,  vertical  water  vapor  profiles,  anti  die  total  oxone 
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concontraiiciH.  A  [)assivc  inicrovvavf-scauning  rtuliotneier  prollleii  globil  uimosphtfric  temperalures 
irom  the  Fanh's  surface  to  altitudes  above  30  kiloitKtcrs.  I’inally,  a  gaiuiiia^tadiation  sensor 
furnished  by  the  Air  Force  TcchTiical  AppHcaliors  Cenler  deieeled  nuclear  detonations  as  pan  of  the 
wgoing  Inteiffated  Operations  NUDHT  Detection  System.'*^ 


Ki);.  Ih.  D.MSF  MyiiKiitH'  Image  ul'lhv  Aurtlm  lloreHliii  I'akni  .hv  lhcl-1rsl  Block  5A  Salcllilc  in  1971 
Ootc  ligiitcd  cities  from  Csmad)!  through  Crntra)  America.) 


J  he  complexity  of  the  new  satellite  ami  design  changes  introduced  aknig  the  way.  as 
some  had  feared,  increased  costs  and  delayed  the  first  UkKk  5D-1  flight  from  1974  until  1970.  Air 
Force  Systems  CominanJ  dispatched  ati  InspccUir  (icncrafs  team  to  e.xajninc  tlK'  program  at  Space 
and  Missile  Systeins  Organi/ation  (SAMSO.  fijnnerly  tlic  Space  Systenus  Division)  in  £;1  Scguiido 
in  Jiinuaiy  1975.  .At  Systems  Command  heatkiiiariers.  Major  General  Nick  C'hubh.  who  years  before 
had  first  flight  tested  the  OLS  lor  DMSP.  found  one  of  the  findings  most  alanning:  given  the  life 
c.\}X.-cianev  ol'thc  Block  5C.’  spacecraft  alrcady  on  orbit,  the  two  yciir  delay  in  launching  Block  5D-I 
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cmild  tv  expccied  lo  priKliico  a  signillcaoi  gap  in  meteorological  satellite  coverage  .jI  live  emi  of  the 
liecadc,  Worse,  there  was  all  hil  nothing  rhiii  eoulii  be  tkjiie  to  avoul  it..'' 

The  vnliiG  of  .Htitonomons  flight  operation  nonetheless  was  demonstrated  during  the  llrst 
lainieh  of  the  lirst  BUvk  .'SM  on  1 1  September  lOTb.  The  spaeecrafl  unexpectedly  tumbled  end- 
over-end  in  space.  A  tew  months  later,  intenniltcnt  communication  with  the  tumbling  siitellite  was 
established  and  gniund  e«nim)llers  reprogrdmitvd  i1k  aniiputers.  Tlie  aliilude-eotilrol  .system 
thereiiiler  slowed  the  rale  ol'lumbliug  until  Ute  satellite  siabili/cd  on  liirce  axes  and  began  operating 
properly.  A  flexible  Ulock  51)  design  had  made  possible  the  rccctvcry  of  a  mission  at  first  bcJicvcd 
lost"*" 

-Ncvcftliclcss.  as  the  inspector  general  team  had  warned  in  IM75,  tlie  degraded 
l-tcrlbmiance  of  the  remaining  5(/  spaccc-rall  mt  oibii,  flic  delay  in  lauix'hing  the  lirsi  5D-I  vehiLie, 
and  the  iinantidparcd  loss  of  die  last  Block  5C  at  launch  in  i'cLnuaiy  1<)76  combined  to  produce 
poor  D.MSP  weather  coverage  bcttvccji  19T5  and  1977.  The  program  office  was  forced  to  clianec 
□MSP  srattLs  fi-om  fully  operational  to  partially  operational.  Tlicn  matters  got  worse.  The  second 
51)- 1  satellite,  launched  (Hi  .5  June  1977.  vaulted  into  a  drifting  orbit  and  by  the  spring  of  107S  it  had 
nuivcd  so  lar  out  of  position  liiat  most  of  die  <M.S  data  was  all  but  useless  to  the  National 
RectHlna.issanee  Oflice.  The  third  and  fourth  vehicles,  launcherl  from  Vandenberg  .AKU  on  .^0  April 
l07!i(  and  (i  June  1979,  r«wpeaively.  fared  better.  With  these  two  meteorological  sarellirifs  operating 
on  orbit,  the  last  5i)- 1  vehicle  vvas  held  for  launch  as  a  rcplaccnienr,  when  needed.' 

While  die  BUvk  5D-1  enterprise  moved  ahead,  work  on  the  joint-use  Bhvk  .5T)-2. 
eonlracled  with  R('A  in  197.5,  proceeded  slowdy.  TeehnicaJ  changes  iiilnKiueeil  by  the  civilian  and 
militaiy  co-users,  and  prolonged  studies  of  die  {.iropcr  Iwosici  for  the  5l>-2,  brought  more  delay's  and 
iiiereasctl  costs.  In  Fl  Scgundi'),  ihc  DMSP  program  ollicc  ai  the  Space  luuI  Missile  Sysieins 
Organization  found  it  necessary  to  slip  die  first  51)-l!  launch  from  I9S0  to  1982.'*^  Meanwhile, 
between  197.5  and  1980.  a  succession  of  six  DMSP  program  diiccTors  arrived,  were  reassigned,  and 
left.  I'lie  era  wIkii  a  I’oni  Haig  or  a  Jack  kulpa  guided  D.MSP  activity  for  several  years  at  a  time 
appeared  to  be  a  thing  of  die  past.  In  W'ashinguin  D.C.,  as  the  decade  drew  lo  a  close,  the  sluirp  rise 
in  cost  of  the  new  Blix'k  5r>-2  weather  satellite  moved  cost-conscious  members  of  0MB  atKf 
Congress  in  1979  to  reduce  the  number  on  order  Ibr  the  Air  Force  Ihim  1.1  to  9.  Nine  long-life 
lblloviH.>n  siuelliies.  ticcording  lo  those  addressing  the  question  in  Washington,  were  more  tluin 
enough  for  the  country.'’'' 
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The  clivinjuic  eoni|wiK'nls  of  (he  JolUm'-ini  ijuUellito  rerroiinett  esseiilially  the  sujth;  ns 
those  in  sD-l.  Nil  the  5I)-2  slrneturc  increased  in  Jcnclh  from  .20  to  22.5  feet.  Tlic  extension 
increased  die  dowiiward-ljcni'i  sciisor-iii( mining  area  ami  leiiaiheneil  the  eqitipmem-supixm 
iikKliilc  iimitlships.  Thai  nn.Kti.ile  now  contained  a  second  25:5-anip-houi'  Iwttcjy  and  spttrtcd  two  or 
three  pinwhecl  lempeniliire  contml  louvers  on  four  of  its  five  sides.  The  solar  nmiy  inounicd  on  the 
all  reaction  eoiilrol  eqiiiprnent-suppoil  stniclure  also  increastnl  in  size  to  ID-by-ld  feci,  fornishiiiir 
incrcastsl  elecirieal  power.  Two  important  sensors  were  added  (o  those  in  the  .51.)-)  complement:  a 
topside  ionospheric  sounder  pnivided  detailed  global  tneasiirenients  of  the  electron  distribution  in 


■  ^ 


the  Laith's  ionosf>hcre.  and  a  microwave  imager  (flown  on  ihc  Iasi  few  5D-2  saielliies)  delTiicd  the 
exlent  of  sea  .iee  and  sea- 
slute  conditions  twiivc  height 
and  pattcnist  on  the  worid'? 
ticcans.  Withal.  these 
changes  increased  the  weight 
of  rtie  moek-5t)-2  sjxflcci'rall 
to  l.7<>2  pounds  a  sum  too 
great  for  the  Thor/Humer 
Nxtsler  comhiiuilion.  Healeil 
debates  rook  place  benveen 
officials  in  the  program 
oIIk'c  and  .\erospacc 
Delense  (■oiniuand,  the 
lai-tnch  agency  at  dial  time, 
about  adainitia  Thrust  .Aupmonicd  Thots  to  tltc  task,  just  to  kcct>  a  "blue  suit"  launch  siiuaclron. 
IJliimately.  however,  the  launch  vehicle  sclcetcd  for  the  5I>-2  meteorological  satellite  in  198(1 — 
alter  Ki  monih-s  of  vaeillaiixm— was  the  Oeneral  Dynamics ,  Allas  E.  an  iniproved  version  of  the 
liquid-projicllani  intcici'ititincinal  liallisiic  missile  deployed  briefly  in  the  early  1960s.  Ihe  solid' 
pro]x;lUnu  Burner  llA  upper  stage,  fixed  to  the  all  end  of  the  stitcllile.  vvus  retained,  again  used  at 
alliiude  to  drive  the  vehicle  into  a  circular  450  nautical  mile  polar  orbit.' '' 


17.  |}\1SP  BliKk  .^i>.2  SatWiiie 
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A  C  hange  in.Tinie  and  Circiimst.ance 

A  cojij  lint  lion  nSt-vcnis  prccipilaicd  successes  and  failua's  in  late  1979. 1'or  some  I'lrourKl 
the  world,  their  time  had  arrivetl.  In  mid-fX-uiber  the  Pilisburjih  Pirates  won  the  World  Series  in 
seven  games.  ()n  3  November  in  Tehran.  Iran.  Shiite  militants  scizal  the  American  Rmbassy. 
imprisoned  Ihe  stall',  and  tbred  ihe  I  iniicd  Slates  to  do  anything  about  it  A  tew  weeks  later,  on 
ChrisiiTiiis  Day,  the  Soviet  Union  began  airliliing  military  forces  into  ncarlw  y\fgliatiistaii^  intent  it 
seemed  on  securing  a  va.ssal  state.  Uut  for  others  time  itad  run  our.  In  September  1979  the  limt  oJ’lhe 
'lilock  5D-1  polar-orbiting  satellites,  which  had  begun  to  fail  earlier  in  the  year,  ceaseil  all  effective 
operations.  The  iliiril  satellite  failed  to  operate  on  ortlil  at  tltc  beginning  of  December  1979.  Shortly 
alter  the  New  Year  began,  in  March  1980,  the.  second  satellite  used  for  tactical  weather  support  in  a 
drifting  orbit,  also  failetl.  Ihe  fourth  vehicle,  meanwhile,  encountered  electrical  problems,  began  to 
falter,  and  cxpcriciKcd  a  total  tcicraciiy  system  feilurc.  tihi  29  December  1979  grouhii  controllers 
placed  it  in  a  ■•backup  mode.”  The  tilth  and  last  Block  5D-1  satellite  held  in  reserve  was  ciuickly 
reiKlieil  (or  llighi  and  shippetl  to  Vandenberg  AFB.  .Now,  officials  in  tltc  DMSP  pmgram  office 
could  only  hope  for  the  best.  With  Block  5D-2  vehicles  delayed  in  dcvelopmenl,  a  lirst  launch  could 
not  occur  ar  least  until  1982— (wo  years  in  the  future.  Tlte  spuUering  fourth  DMSP  satellite,  to  be 
joimxl  now  by  tlte  new  fifth  Block  .ifT-l  spacecralL  had  Iherefure  to  function  on  orbit  for  an 
extended  period  if  the  iiatiotfs  strategic  and  tactical  nuliraiy-  meteorological  needs  wcic  to  be  met 
completely.'' 

On  15  .Inly  19S<I.  at  Vandenberg  AFB  in  Califomia,  a  DHir/Bumer  launch  vehicle 
cany'ing  the  last  5D-1  satellite  roared  to  lilc  and  a.sceoded  skyward.  For  Uie  first  time  in  many  years, 
a  Thor.'Bunicr  combinatum  failed.  The  .second  and  lliird  stage  solid  rockets  apparently  did  not 
sc|>aiurc,  and  the  satellite  fell  into  the  South  Pacific.  Four  weeks  later  in  .August,  high  above  the 
Larth,  the  fourth  -.md  last  .5D-I  stitellite  compleicly  ceased  to  function.  Back  in  the  mid  llftOs  the 
program  had  temporarily  operated  with  a  single  satellite  in  orbit.  Not  since  the  early  l96Us. 
however,  hail  llte  program  liiced  an  absolute  gap  in  military-  meteorological  coverage.  An 
investigation  of  l)\I.SP  by  Air  Force  Systems  Command  itlcntificd  funding  embtteks  arid  program 
management  finuUmremally  wesikeneti  by  a  rapid  mmover  of  program  directors  1o  be  Ihe  principitl 
contributing  causes,  The  requirement  for  an  exueme  pointing  aecuraev'  and  the  muclt- increased 
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coniplcxiiy  ol  ihtfsc  machines,  which  coniributcd  to  spiraling  cosis  and  laujidi  delays,  appeared  u> 
escape  uoiicc  Tlie  tlcliciciicifs  cite«l  mieht  be  rcerificfl  by  1*)S2;  in  the  mcantinK.  however.  Hk' 
mililary  sereiecs  and  the  NRP  would  have  to  rely  on  NOAA  satellites  and  .nlicr  pnjirrains  tor 
l;K’iicj»l  aiid  stKiiegic  meretMologicMl  cowrage/  ' 

Having  u>  rely  on  ISOAA  iVn  Siilelliie  nieletin)logical  tkila  was  a  bitter  pill  for  Air  Force 
oll'icials  to  swallow.  For  years  they  hiid  defended  DMSP  before  Congress  and  the  iHiblie  as 
“•imlispensable"  m  milirary  dccisiotvmakcrs.  especially  in  times  of  conflict.' '  I'o  be  sure,  since  the 
mid  I97()i.  data  from  NOAA  weather  satellites  had  boim  received  on  the  liast  Coast  aitd  transmitted 
to  Air  force  Cilobal  Weather  Central  over  an  automated  weather  network,  where  it  could  be 
comhinetl  with  inrtirmaiion  from  the  DMSP  satellites  and  other  grtnmd  fuid  aerial  observiuiims 
obtained  ThrotiglicHit  the  world,  between  niid-lDSO  and  1983  these  data,  less  that  of  the  military 
weiUher  satellites,  would  meet  tnosl  military  needs.  AlthtHJgh  the  NOAA  spacecrafl  were  ntn 
designed  spcciiieally  to  satisfy'  thlly'  the  high-resolution  visual  and  inhared  stratccic  incteoroiogical 
requirements  of  the  National  Reconnaissance  l»r<»griun.  it  would  no  longer  be  po.ssvhle  for  Air  Force 
leaders  to  claim  that  ihesc  civil  spacecrafl  wt-mkl  not  do  at  all. 

At  .Ail  l  orcc  Global  Weather  Central.  DMS?  higlvrcsoliition  data  had  permittetl  its 
metcorolijgisl.s  U)  as.sc.ss  die  cloud  cover  over  the  Futusian  continent  attd  is.suc  rapid  forecasts  that 
pretiicled  ihe  percent  probability  of  obtaining  cloml-frec  phologr.iphy  over  are-as  about  to  be 
transited  by  reconnaissance  spacecraft.  ITicsc  ruiic-criticat  forecast  probabilities  of  elou*l-free 
conditions  had  been  iltc  key  dcicnninaiiLs  in  directing  cantcra  operations  and  film  expenditure."’  By 
mid  however,  many  years  accutnularion  of  clond-c\>ver  ilata  from  all  sinirc-es  pen-niued 

suitislical  Tnixleling  :ind  liirectusiing,  Gnnbinerl  with  the  NO.AA  weather  saicllilc  data,  cloud-eover 
ix)vv  e4iiild  be  predieicd  helbrehand  and  that  csliniaLc  uused  to  direct  i>\  cHicad  imagery  crpcralious. 

Back  in  1963-^164.  only  .^U-tD-W)  percent  of  CORONA  rccuimaissance  satelliie 
plMnograpks  pnwed  to  ho  cliHid-lree  wUh  Hk'  support  of  DMSP  inetcot-ological  satellites  Part  ofrlic 
difllculLy  stemmed  Ihnn  iiKteoi\)logisLs  at  the  NRO’.s  .Salcllite  0|)eialioi)s  Center  in  Uk  Pctitagon 
whi»  at  iTrsl  failed  to  properly  delirie  cloud  cover  in  tenns  of  the  relative  vicwitig  angle  to  the  tarccr. 
Part  oi  it  stemmed  from  the  dillering  terminology  used  bv'  rtte  intelligence  customers  whir  snbmitteti 
target  rcquircnKnLs  to  the  Committee  on  Imagery  Requirements  atxl  Exploilalion  iCOMIRFXk  In 
1%6  COMIRLX  adopted  as  a  single  standard  the  World  Aemniujtical  Chan  and  its  suklivisums, 
called  World  Acrwiautical  (rrid  Cells,  or  W^AG  Celts.  Each  WAG  Cell  was  a  unifonn  12-by-IS 
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nautiL-al  miles  a  side  around  lIic  world.  InieliigeiK't’  eusiomers  tliereaflfr  submitltsl  target 
requests  to  COMIRF.X  idcmified  by  WAG  Cell  location  and  sorted  by  ephemeris  wliichcver 
satellite  orbital  trace  crossed  a 
ixiilicuiar  WA(i  Cell  aiHl  at  whai  time. 

At  OrUiU  AFB.  die  Air  Weather 
Service's  .Air  l  orcc  GloKnl  Weather 
Central  I'tegan  wtirk  on  a  llirec- 
dimciisiottal  cloud  analysis.  The 
progranLs  mcrjicd  all  ofv'critcad  imaging 
ai»d  civilian  weather  iifpons  into  a 
ulobal  cloud  analyitis  with  a  spatial 
rcsolutioii  of  25  iint  on  a  pt>iar 
sicrcographic  grid,  by  <laie  iind  time  of 
day.  By  Uie  late  lOt'O.s,  employing  a 
softw'aie  program  devised  by  the  .Air 
Weather  Service.  Air  Force  Cilobal 
Weatlier  Central  could  estimate  the 
probability  ol'cloiKl-free  access  wi  any 
day  and  time  iliroughoui  the  year  Ibr 
any  rerjitired  tiirgcT.''’ 

I  his  ctfort  as.sumcd  increased  irnpottanee  in  1972  when  operation  of  a  new  imaging 
satellite  began.  The  early  inonving  "‘scout”  miliutiy  weather  satellite  ftiraished  weather  conditEon.s 
over  the  .Soviet  Utiion  at  lirsi  light.  These  tbta.  used  in  the  cloud  analysis  and  forecast  system, 
provideil  cloud-cover  estimates  rliatwere  transinittcd  troin  Air  Force  Global  Weatlit.T  Central  to  the 
Sriielliie  Operaiions  C  enter  in  the  basement  of  the  Pentagon  and  used  as  a  slxin-ienn  forecast  to 
program  satellite  camera  operaiions  in  ilte  reconnai.sstincc  satellites  tlwt  trailed  the  wcadicr  seouL 
The  late  morning  “assessnicnt"  wcarhci'  satellite  told  how  accurate  the  clwi.d  forecast  had  beca 
determined  whether  larget  requiremems  had  been  satisfied,  and  also  contributed  data  to  the  weather 
model.  I'inally,  perstinncl  in  the  Defense  .Mapping  Agency  scanned  tltc  film  returned  by 
recoiiitaissaiicc  satellites  and  rep(.>i-tetl  actual  ckwd  cover  to  ,\ir  Force  (ilobttl  Weather  Central 
allcrward.  further  contributing  to  the  weather  model  data  base.  ’'  By  the  late  1970s  a  high  percentage 


Hg.  la.  OMSP  i»f  iJ»c  W'rsiern  Cnitrd  States  and 
.Vtcxico  at  1/3  >HuticHl  Mile  KeMilution.  early  I97(K 
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of  sarcHilc  pictures  lakeii  ol  ihc  Earlh  were 
free  of  cloiid  cover.  WirfKnit  those  vvetthor 
forecast..  .lK-io-40  jktcciii  of  llic 

imagerx'  returned  would  have  been  cloud- 
free.  ProhahiliLies  i>l  cloud  cover  generaletl 
by  the  weather  analysis  ituxicl  combined 
with  km-altitude  NOAA  satellite  data'  thus 
met  miniimim  NRP  siratcgic  wcalltcv 
forecast  requirements  during  the  I9blt-iy82 
DMSP  inlenegnum/ ■ 

In  December  1  ‘/Iss^  tljc  first  of  the 
BUvk  ,^D-2  military  weather  SiilelliLcs.  a 
niofniiiti!  bird,  was  launched  successftilly 
atop  an  Allas  booster.  Tlic  second  and  third 
satellites  rollowed  ihe  Hrsl  one  into  orbil  in 
November  lORit  and  June  1987. 
respectively.  These  military  ineleitrological 
satellites  onec  again  supplied  the  gltjhal 
covenige  neetled  by  the  country's  three 
militaty  services  and  Uk  NRP  and  did  so  for  many  moullis.  Indeed,  the  primaty  OLS  on  the  first 
5D-:  satellite  did  not  cease  functioning  until  mid-August  1987.  providing  nearly  live  years  of 
cllcclivc  operatitm.  while  the  .second  ceased  in  November  of  diat  yean  llte  third  salcllilc  OLS 
continued  to  functiivn  until  mid- August  1991.  In  the  racatitimc.  IX'tcnse  IX'partmcait  and  NOAA 
officials  made  plans  for  ;uiorhci  improved  version  of  what  would  become  the  standaixl  LI.S.  civil 
aiTd  miliuify  lovv-alliiude  weather  satellite;  Bliak 

i>csign  studies  of  a  still  larger  and  heavier  Block  5D-:>  satoJlirc  began  in  the  late  1970s. ' 
bin  fonds  for  the  military  vccsioii  wcic  not  appn)priatcd  until  mid- 1 980.  lire  5D-]l  satellites,  though 

lo  IIKVI  scparaiL-  NOAA  w  jjilhci’iiiodding  ucciLs.  apniiuiy  NOA.A  polsu-tsbiliitu  satdiilc  qvwscd  the  5Hwiva 
t.  nioTi  at  iitHuit  2  kvul  litiK'.  uliik  u  sccutxI  »>iK'  Atiluvved  ai  (BSjII  in  llie  iimniiiig.  J  hes:  liiiKS  and  uuuvtUdablv 
ilclay.v  ill lelayinj;  cfcitii  m  Air  I xwe  Gk>baJ  VV«uto  Central  dUl  not  niesh  well  with  \kl*  foiecnsi  reiinireitiaiis. 

Air  Koiee  orticiaty  briflly  eonsidenal  calling  ihi.s  .ycncs  of  DMSP  saldlitL-s  liktck  <\  hut  jhaiHloiied  tlie  idea 
wlKii  PrcsKlent  Jiiiuiiy  Caner  iv^'d  j  diicaiw'  in  bK-  1979  that  sjwciftcil  military  and  civil  meteorological  sarellite 
(xopaiw  w(sild  cuuiinuc  to  k’  umduclcd  sciuvatcly  iimil  tk'  itcxl  solcllilc  bkick  chaijtc,  <hv>sidcntial  Uitcvlivc  >4. 


Klf(.  19.  O.MSP  Inujtge  nf  the  Rnl  Se»at  1/3  Naulical 
Mile  KcMiluthiB.  early  1970k 
iMnlitci'i'Anctin  Sn  at  the  fop  of  ttM  ionise. t 
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inilially  dt^igneil’  U)  be 
coinpaiiblc  for  launch  on 
NASA's  Space  Shuule  and  be 
lascr-hardcncd.  uliimaiely 
would  be  lauiKhcd  on  an 
unmanned  expendable  roekei. 
This  said  Tile  mounled  ;in 
iiiiproved  Wesiiinghouse  OLS 
and  a  larger  eornbinalioii  of 
secondary  senwrs.  The  length 
of  the  satellite  increased  from 
22  to  24  feet,  while  the  weight 


Kiu,  2M.  UMSP  Black  SIW  Silelllle  ,  , ^  _ 

rose  to  2,278  potinds.  The 

RCA  spacecrall  consisied  of  the  same  basic  components  as  its  iniincdiaic  predecessors,  but  included 
a  larger  solar  array,  three  Slt-amp-hoiir  batteries,  and  a  redesigned  sunshade.  The  center  section  now 
S|x>rtcd  lour  pinwheel  lempcraiurc  v(niin)l  louvers  on  ftnir  of  its  nve  sides.  These  and  tHhcr  design 
iniprovetncfUs  conthined  to  give  the  an  anticipated  mean  mission  lifetime  on  orbit  of  five 
years  (60  monthsi.  I  he  first  of  six  51)-.^  spaeecrafi  was  scheduled  to  bc  delivered  to  the  .Air  Force  in 
June  1990.  Followittg  die  loss  ofiltc  Space  Shuule  Challenger  in  Januaiy  1986,  however,  all  of 
them  were  rescheduled  for  launch  amp  iiUKlified  Titan-ll  intercontinental  ballistic  missiles. 

.After  the  introduction  of  the  U.VISP  Block  ?L)-1  satellites,  .Air  l  orcc  leaders  maligned  iIk- 
organization  ami  operation  of  the  program.  Rcsponsibilitv  for  launching  DMSP  spacecrall 
rransferred  in  the  mid*  1970s  from  the  Strategic  Air  Contmand  (SAC)  lo  die  Aerospace  De Peruse 
Comitwind,  and  tliai  to  ilic  Air  Forte  System  Comnuiml'H  Space  Division.  When  die  Air  Force 
established  a  Space  Command  in  September  1982.  the  new  organization  gained  Irom  S.AC 
responsibiliw  tor  operating  ilie  ground  stations  in  Maine  and  Washington  State,"  and  rite  UMSH 
Command  and  Conlml  Center  at  OJVuli  AFB.  Following  the  disruption  that  occurred  with  die  gap  in 


"Civil  ppeiational  Remote  Sensing."  2J  Nvivembcr  t'/T*).! 

t(i  P.<yt>-llWO  ilie  DMSP  prugnun  iils«  IkkI  uirangcd  for  data  ivadnui  aiut  relay  of  wcar.lier  data  from  third 
.siif,  ilK  .Vir  Knrcc  SiatcMire  Cimirol  Fuciliw  tracking  station  in  llawaiL 
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siitelliie  coverage  during  ihe  early  198()i».  and  despite  the  inier-aimmand  politics  dial  attended  llie 
organi/aiiwial  retilignment.  in  1987  the  operational  DMSP  received  the  managemeni  attention  it 
deserved,  met  its  strategic  anti  tactical  cinnmitments,  ami  ciHild  be  judged,  reasonably  IlneHiined. 

Fine-tuned  or  iiol  between  1962  and  1994  the  Delense  Meiamilogical  Satellite  Program 
had  sptirkcd  a  revolution  in  overbettd  meteorology,  it  introducct)  the  “wheel-mode”  operational 
satellite,  novel  aUitiKle-control  systems,  new  siitelliie-lraclcing  programs,  and  the  operational  iLse  til 
infrared  iiragciy  to  die  field  of  meteorology  .  Beginning  in  1966  it  act|uired  a  tactical  as  well  as 
strategic  capaijility  ami  furnished  die  needetl  we£ither  support  for  htiih  activities  Indeed.  DMSI’ 
signilicanily  iiKrcased  the  image-search  system  eneciiveness  ol  NRO  reconruiissiinte  satellites  ami 
of  SAC  SK-71  and  U-2  rcecMinaissance  aircraft,  wtile  it  markedly  reduced  the  number  of  aerial 
meleoroUigical  sorties.  Tlie  integrated  Block  intrcHluced  tlie  first  systems  approach  that  turned  oti 
the  iiser'.s  requiremenLs.  All  the  while,  the  mean  mission  lifetime  cm  orbit  of  the  military- 
nieleorol<)giL.'il  satellites'  increased  from  90  days  in  Rl(x.*k  I,  to  five  years  on  the  rmist  recent  Block 
.^[)-2  flights.  These  successes  were  tempered  in  Ihe  1970s  by  the  layering  of  mjmagemeni  and  ihe 
imrcKluciion  of  increa.singly  complex  spacc'craft  that  brought  with  them  program  delays,  increased 
costs,  and,  ultimately;  the  gtip  in  weather  coverage  Ihiil  occurred  in  the  early  198(is. 

The  Dc(cm.sc  Mcicoi-ological  Satellite  Program,  certainly  during  the  early  years  .and  at 
leiist  until  tlie  early  1970s.  made  do  with  less.  In  those  years.  DMSP  developuient  and  prixluction 
was  accompli slicd  with  fewer  pers<innel  and  at  less- than  one-half  the  cost  iiJ  equivalent  NAS, A  and 
Deparimcnt  ol  (.'omincrcc  cirorts.^''  PiLshed  to  0{)eiational  status  within  24  months,  the  DMSP 
demonstratetl  nenuirkable  technical  performance  for  both  siralegic  and  tactical  applications. 
Considering  its  cost  and  pcifomiancc  in  the  mid-iy60s.  Commerce  Department  leaders  told  their 
countet  pints  at  NAS.A  that  they  would  adopt  the  DMSP  vvheebrnotle  spacccra;lV  iu  place  of  Nimbus 
as  the  standard  for  low-altimdc.  polarTorbiling  meteorological  applications.  That  choice  was  made 
Icvnnal  in  the  mid  1970s  when  the  DMSP  Block  5D  three  axis-stabilized  spacecraft  also  was 
selected  for  use  in  btnli  progranus.  But  the  clw»ice  of  a  eominoji  sp,teecraft  bus  highlightcti  the  near 
identical  content  o(  the  civil  and  military  Unv  altitude' mctcimdogiciil  satellite  proarams. 
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Larly  in  1993,  once  again  prompted  by  the  (Dfficc  of  Management  an<l  Btulget  and 
CongressicHwl  eomrnrttees  lo  justify  sepanite  rnililary-  and  civil  polar  orbiting  iiielcorologicaJ 
satclliics.  representatives  of  the  Department  of  Defense,  die  Depanincnl  of  Commerce's  NOAA. 
:md  NASA  reconventxl  lo  study  the  issue.  Meirihcrs  ot  this  gnjup  mo-st  likely  were  unacquainted 
with  lire  interdeparimenliil  slutly  cwulucieti  by  dieir  pretieccssops  (hiny-ivvo  years  before  in  1961.  a 
study  that  h:ul  pnxlncetl  plans  for  a  National  Operational  Meteorological  Satellite  Sysltnu.  Because 
of  security  restriction.s  only  recently  lifted,  they  sureJy  were  unacquaintenJ  with  the  most  significant 
aspects  of  the  history,  that  you  have  just  icad.  But  unlike  events  in  196).  the  lecluiology  forspace- 
basetl  meietmvlogieal  observation  now  was  well  developed,  the  ijitcntational  sensitivity  a,««x'iated 
with  overhead  rcconnaissunce  had  all  but  disttppeared.  and  weather  satellites  were  in  operation  in 
orbit  around  the  clock.  Hardly  to  anyone  s  surprise,  and  with  much  greater  assurance,  members  of 
the  1993  study  reached  conclusions  similar  to  those  of  1961:  a  single  program  would  eliminate  the 
neetl  tor  duplicate  satellites  and  ground  stations,  it  would  reduce  die  number  t>l'  people  involved 
along  witli  tlic  airrcsponditig  aists.  and  it  could  be  made  to  satisfy  both  civil  and  milimry 
requirements  I'or  “operational,  .space  based,  rcmotcly-.scnscd,  environmental  daia.*"^  But  this  la.si 
proptjsition  remains  open  lo  question.  If  hisioiy-  i.s  any  guide,  atlcmpls  lo  acquire  ailx  aneed  wcaptni 
sy.stems  (e  g..  iIk  TFX  'F-I  1 1 )  that  will  do  evetyihing  lor  everyone  more  often  than  noi  have  liiiled 
to  achieve  that  goal,  and  Itave  cost  more  in  tlic  bargain. 

.Nevertheless,  tlK  U)93  imetdcpartmcntal  study,  after  appropriate  dc{iartmcnial 
c(.K.mlination  and  appTxn  als,  led  later  that  yeiirto  the  preparation  of  a  “tri-agency'‘  plan  to  combine 
the  two  weather  satellite  progiaius;  into  one.  Bur  the  word  Vombinc.''  would  not  be  used.  Perliap.s  it 
sugge.stcd  bureaucratic  llx>l-dragging.  if  not  myi)pia,  and  a  .subsiiiule  was  sclccled  hi  its  place  one 
that  implieti  a  new  initiative.  On  .S  May  1994  Presitleni  William  Clinton  issued  a  Presidential 
Decisiem  Direetive  announcing  tin:  choice,'''  and.  coincident  with  it.  the  Depanments  of  LXifense. 
Commerce,  and  NA.S,A  rclatscd  die  “Implementation  Plan  tor  a  Conveigcd  Polar-orbitinti 
Hnviiomuciital  Satellite  System.”  The  plan  ercacd  an  Integrated  Program  OUiee  that  w<Hild 
develop,  acquire,  and  operate  tlic  converged  N.itional  Polar-orbiting  Operational  Lnvironmemal 
Satellite  System  (NPOF.SS  j.  It  Ibnncd  an  Executive  Commilicc  composed  of  senior  oflieials  frmn 
all  three  govcmnxmi  agencies  that  wrotild  serve  as  a  board  of  directors  and  en.sum  that  iltc  NPOESS 
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indeed  mci  the  requirements  of  each.  .\nd,  under  the  terms  of  the  plan,  eiieh  agency  shared 
resTK'nsibility  for  difTereni  elements  of  NP(.)F.SS.  The  NOAA  held  ••overall  responsibility  for  the 
converged  system."  including  operating  the  satcllites-on  orbit  fiiid  representing  the  program  to  the 
various  civil  and  iniemaiiimal  coinnumilics  involved.  Tlw  Defense  Department  became  responsible 
Jdr  coniniciing  and  acquiring  the  new  n)Ctcore>iogical  satellites  and  for  lauiKhing  them.  Finally, 
reininisccm  of  the  division  of  labor  in  1%1  that  produced  Nimbus,  NASLA  assumed  responsibility 
for  “facilitating  the  development  ami  incttrptjraiion  of  new  cosi-cn'cctivc  technologies  into  rtic 
converged  system."*’ 

I'he  NFOtSS  program  oDlce.  located  ai  a  KOAA  laeility  in  Silver  Spring,  MaryiaiKi, 
opened  its  ikiors  on  October  1 W4.  Four  years  later,  in  May  the  NI*0F:SS  pmuram  clireeior 
assumed  respcmsibility  for  controlling  DMSP  satelliies.  along  with  the  NOAA  polar  orbiting 

I 

siitellites.  On  1 1  .lune  the  .Air  Force  Situlv  Command  6  '  Space  Operations  Squadron,  which  hmi 
previously  operated  DMSP  sstiellites  from  a  control  center  near  the  old  S.AC  Headquarters  in 
Cimaha.  Nebraska,  inactivated.  It  brought  to  a  close  an  eftbrt  begun  in  secret  to  meet  the 
ntcicorological  needs  of  tlic  Natiomtl  Reconnaissance  OPiice  and  its  National  Reconnaissance 
Program  rvairly  finir  decades  belirre.  in  1961.  Alier  .May  1998,  civilians  at  the  NOAA's  Satellite 
Operations  Conttol  Center  in  Suitlancl  condticted  spsicc  night  operations  for  all  polar  orbiting  l‘.S. 
weatiter  satellites.  Uiough  the  .Air  force  cstablishetl  a  btckiip  saiclHic  oixjiatioos  center,  manned  by 
t'SAF  Reserve  perstmncl.  at  fkhricvcT  Air  Force  Uase  neat  Colormlo  Springs,  Colorado.  Sometime 
late  in  the  first  decade  of  the  new-  Milicnniun),  NPOliSS  satellites  will  become  available  as 
replacements  for  the  cunvnl  Block  5D-.>  DMSP  and  .NOAA  satellites,  a.s  they  expire  on  orbit.*’  But 
that  is  another  history  in  the  mitking, 
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Tabic  1 

DIVISP  Launch  Record 

^out  Rocket 

D.\TF. 

I-.MNCH 

vEHirr.E 

I  l.AL'NCH 
SITE 

PAV7X>AO 

PERCENT 

SICCESS 

REMARKS 

5.23-(i2 

Scout 

v-ir2 

P.ALC 

SLC-5 

DMSP 
Block  1 

mi. 

Failixt  lo  Orbit; 

2'”*  Sl.age  F.xpl«Kled  * 

»-2.?-<>2 

Scout 

V-M7 

PAl.C 

SLf:-5 

DMSP 
Ulock  1 

smi 

Success; 

EMI>(.-ll-<i3 

Scout 

Vn26 

R\LC 

SLC-5 

DMSP 
Block  1 

66.6% 

linpropcT  Drhil; 
Fir.sl  DMSP  with 
Tnl'turcd  System 

4.26-./i3 

Scout 

V-121 

HALC 

SLC-5 

DMSP 
Block  1 

33.3% 

Failed  to  Orbit; 
o  '*  Stage  Fxplodcd  • 

9-27-6." 

Scout 

V-122 

PALC 

SLC-5 

DMSP 
Ulock  1 

16.6% 

Tailed  to  Orbit; 

3’''  Slage  Failure 

Ahbrcviations:  DMSP-  Defense  MctcorolcgieaJ  Siiiellite  Program;  F.MD-  Rmlol’ Mission 
Dale;  PALt  -  Poim  ;\rgue!lo  Launch  C'Joinplcx;  SLC  -  Space  I  Jiunch  Complex 

*  An  invcstigaiion  after  the  V- 1 2 1  liiilure  rev  wilwl  lhai  Ihe  Range  Safety  Officer  (RSO)  turned 
oft  the  t  ommand  Destruct  (C-D)  transmitter  when  the  Range  was  proiu-tunccd •‘'Clear''  from  anv 
debris  rtwt  mighr  result  from  a  calasu-ophie  malfuneiion,  Wliai  ihe  RSO  failed  lo  consider  was 
that  with  the  CD  transmitter  tinned  off,  Uic  Scout  receiver,  equipped  wiih  an  automatic  gain 
control  onboard  ihe  njckcL  began  searching  j«)r  ihc  next  strongest  signal.  1  lie  next  sfrongcsl 
signal  itinicd  oui  to  be  u  radio  siaiioii  broadotstiiig  music  in  the  I  os  Angeles  basin.  Baseil  on  die 
investigaiion.  when  a  male  vocalist  cnuitcialcd  the  cotisot>anr"p”  the  receiver  interpreted  ii  as  ihe 
coded  destrucr  signal. 
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Table  2 

DMSP  Launch  Rccofxi 

Thor-Agena  D  Rocket  * 

IMTE 

i..vmn<:h 

VEHiri.F. 

I-AIJXCH 

SITE 

PAYLOAD 

PERCENT 

SICCESS 

REMARKS 

l-l9-(i4 

l  hor- 
Agena  D 

VAIU 

SLC-IVV 

1  wo  DMSP 
lllock  1 
satellites 

100% 

Success: 

KMD  7-10-64 
& 

F:MI).M7-(i.5 

6-17-64 

Thor- 
Agena  D 

VAFB 

SLC-IW 

Two  DMSP 
Block  I . 
satellites 

lOfy^o 

Success; 

EMD  2-16-66 
& 

L'MD  10-15-65 

Abbi'cvuiiioiis:  DMSP  -  Defense  Mcleorulogical  Saielliie  Program:  EMD  -  End  oJ  Mission 
Date;  SI -  Space  LauiKh  (.‘oinplcx:  VAI  D  -  Vandenbere  Air  Force  Base 


*  The  Thor-Agena  liJltnch  vehicle  carried  two  DMSP  satellites  simultaneously. 
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I  able 

DMSP  Launch  Record 


Burner  1  Rocket 


PATE 

LAUNCH 

VEHICI.E 

i-,\i:nch 

SITE 

PAYLOAI) 

PERCENT 

SUCCESS 

REMARKS 

1-18-65 

IJunier  1 

VAKB 
SLC- low 

DMSP 
Block  1 

Failed  [o  Orhiu 
Payload  sliriMid 
tailed  to  s^parirte 

5-18-65 

Rumer  1 

VAFR 
SLC- low 

DMSP 
Block  1 

50*!4 

Success; 

LMD  6-15-65 

5-20-65 

Burner  1 

VAFB 
SLC- low 

DMSP 
BliK'k  .1 

66.6% 

Success; 

FMD2-I6-6? 

9-9-65 

Burner  I 

VAFB 

si.c-mw 

D.MSP 
BItvk  2 

75% 

Success; 

F.MD  9-22-66 

1-7-06 

Burner  1 

VAFB 

Si. (MOW 

DMSP 
Block  2 

6I)% 

Failed  to  Orbit: 
Upper  stage  failed  lo 
ignite 

.1-30-66 

Burner  1 

VAIB 
SLC- low 

DMSP 
Block  2 

66.6% 

Success; 

LMD  5-3-68 

Abbreviaiions:  DMSP—  DeCense  Meleoniloirical  Saldltlc  Prugniiii;  EMD  -  End  of  Mission 
Date:  SLC  -  Space  Launch  Cotiiplcx:  VAI'U  -  Vandenberg  Air  force  littse 
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Tabic  4 

DMSP  Launch  Record 

Thor/Bumer  (1  Rocket  Block  4  Satellites 

DATE 

I.ADNCH 

VEHICLE 

Thor/Bumer 

(1 

LADNCH 

SITE 

PAYLOAD 

PERCENT 

SUCCESS 

REMARKS 

VAFB 

SLC-IOW 

DMSP 
Block  4A 

100% 

Success; 

HMD  1 1 -3-6X 

”2-8-67 

Thdr.'Riimer 

11 

VAFB 

SLC-IOW 

DMSP 
Block  4A 

100% 

Success; 

HMD  5-18-67 

S-23-67 

Thof.'Biirner 

11 

VAFB 

SLC-IOW 

DMSP 
Block  4A 

100% 

Success; 

liMD3-l3-6S 

10-11-67 

riior  liiiriicr 
n 

VAFB 

SLC-IOW 

DMSP 
Block  4A 

100% 

Success: 

HMD  6-23-68 

5-23-68 

Thor/Biiraer 

II 

VAFB 
SI.C-I  ow 

DMSP 
Block  4B 

100% 

Success: 

EMD  5-26-66 

10-22-68 

Thor/Riimcr 

11 

VAFB 

SLC-IOW 

DMSP 
Block  4B 

lOO*;';! 

Success: 

LMD  9-19-70 

1 

1 

Thor  Burner 

II  1 

1 
1 

VAFB 

SLC-IOW 

DMSP 
Block  4B* 

100% 

Success; 

F.MD  3-19-71 

Abbreviations;  DMSP  =  Delense  MeieorologicaJ  Safellite  Prognun;  F.MD  =  End  of  Mission 
l);ite:  Si  C  =  Space  f  ^lunch  Ci)iTiple\;  VAFB  ~  Vantlenherg  Air  Force  Base 


*■  One  Addirioiial  DMSP  Block  4B  satellite  was  manufactured,  bur  not  launched.  I'hc  satellite, 
also  known  as  4B-4.  was  donated  to  the  C^hicagt)  .Vluscinn  of  Science  and  Indusirv'. 
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Tables 

1 

D.VI8P  l.auncil  Record 

Thor/Bumer  II  Rcicket,  Block  SA  &  SB  SatellUes 

DATE 

i.adnch 

VEUKLt 

1.AITNCH 

SITE 

PAYLOAD 

PERCENT 

SIICCESS 

REMARKS 

2-M-70 

rhor/Uiimor 

11 

VAI  B 
Sl.C-1  OW 

DMSP 
Blocit  5A 

loir-o 

Success; 

HMD  3-19-71 

9-3-7tl 

TborBumcr 

U 

VAI-B 

SLC-lOW 

DMSP 
Block  5A 

100”4 

Success; 

KM  1)  2-13-71 

2-17-71 

Thor/Bunicr 

11 

VAIB 

SLC-IOW 

DMSP 
Block  5A 

KXI^'V. 

Success; 

LMI.)  3-3-73 

10-14-71 

TIion'Bumer 

II 

VAFR 
SIX- low 

DMSP 
Block  5B 

100% 

Success: 

EMD  4/27/72 

1 

3-24-72 

Thor  Burner 
11 

VAIB 

SLC-IOW 

DMSP 
Block  5B 

100% 

Success; 

1  Ml)  2-23-74 

11-9-72 

Tlioi/Bumer 

II 

VAIB 

si.c-low 

DMSP 
Block  5B 

urn, 

Success: 

EMD  5-22-75 

S- 17-73 

Thoi'/Uumcr 

II 

VAIB 

six:-iow 

DMSP 
Block  5B 

imn-;, 

Success: 

EMD  1-24-77 

3-Ui-74 

Thor/Bumer 

Tl 

> 

VAFB 

SLC-IOW 

DMSP 
Block  5B 

IIJ0‘’4 

SuuceKs; 

LMI)  5-27-76 

Abbri.'viaiions:  D.VISf'  -  OcCaiNC  Mclcorological  Satellite  Prograjn;  I  MI)  -  ICnd  of  Mission 
D<ue;  SI.C  ~  Space  l.auiicb  Complex;  VAFI3  -  Vandenberg  Air  Force  Base 
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Table  6 

DMSP  Launch  Record 


I'hor/Bumer  il  Rocket,  Block  SC  &  5D1  Satellites 


DATE 

LAUNCH 

vehicle 

LAUNCH 

Silt' 

P.AVIX)AD 

PERCtM 

SUCCESS 

KEMAKkS 

«-Q-74 

Tlu)r/Biinicr 

IJ 

VAFB 

SLC-lOW 

DMSP 
Block  5C 

1(HI% 

Success; 

LMD  12-1-77 

5-24-75 

Tlior.  Burner 
11 

VAFB 

SLC-IOVV 

DMSP 
Block  5C 

100% 

Success: 

LMD  11-30-77 

2-19-76 

t 

1 

Ihoi /Burner 

11 

VAI  B 
SLC-lOW 

DMSP 
Block  5C 

94.4V'o 

l  aifcd  to  Orbit: 
Improper  fiicl 
loading 

:  9-11-76 

1 

1 

Thor/Bunicr 

11 

VAFB 

SI. C- low 

DMSP 
Block  5DI 

95% 

SucL'ess: 

F.MD  9-17-79 

6-5-77 

1 

1 

1 

Tlior.Bunier 

II 

VAFB 

SLC-lOW 

DMSP 
Block  5Dl 

95.2% 

1 

Success: 

LMD  5-19-80 

5-1-71!: 

Thor.  Burner 

11 

VAIU 

SLC-lOW 

DMSP 
Bk>ck  5r)l 

95.5% 

Success: 

F.MD  2-28-84 

6-6-79 

Tltor.Tiiinier 

II 

VAFH 
SIC- low 

DMSP 
Block  .501 

95.7% 

■ 

Success; 

F.MD  8-29-80 

7-15-80 

Tlior/Bumer 

11 

VAFB 

SI. (MOW 

DMSP 

BltKkSDl 

91.7%  ’ 

Failed  to  Orbit; 

4"*  Stage  Failure 

Abbreviations;  DMSP  -  Defense  Meteorological  Satellite  Program;  LMD  -  L’nd  of  Mission 
Dale;  Sl.C  -  Space  1  Jiunch  (\miplex;  VAFB  -  Vandenberg  Air  Force  Base 
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Table  7 

DMSP  Loofich  Record 

Atlas  E  Rocket 

DATE 

LAUNCH 

VEHICLE 

LALXCH 

SITE 

PAYLOAD 

PERCENT 

SICCESS 

REVIAKKS 

l2-:i-S2 

Alias  E 

1 

VAFB 

SI.C-3W 

DVISP 
Block  5D2 

lOO'M, 

Success: 

LMD  8-24-87 

1 1-18-83 

'Atlas  L 

VAiU 

SLC-3VV 

DMSP 
Block  5D2 

10()% 

Siiccesis; 

FMD  10-17-87 

f>-2()-S7 

Atlas  E 

VAFU 

SIC-3W 

DMSP 
Block  5D2 

100% 

Success;. 

LM  1)8-13-91 

2-3-88 

Atlas  li 

VAFB 

si,(:-3vv 

DMSP 
Bl(*ck  5D2 

100% 

Success: 

RMD  2-24-92 

I2-I-*X) 

Atlas  L 

VAlU 

SI  .C-3\V 

DMSP 
Block  5D2 

I00"m 

Success; 

LMI)  2-8-95 

11-28-41 

» 

) 

1 

i. 

Allas  L 

VAIU 

SLC-3\V 

DMSP 
Block  5D2 

\{m» 

Success: 

LMD  8-30-(X) 

t 

8-2y-<M 

1 

1 

Allas  L 

_ 

VAIU 

SLC-3VV 

DMSP  . 
Block  5U2 

loty?;* 

Success:  1 

LMD  4-28-97 

3-24-45 

Allas  L 

VAlB 

s'lC-3\V 

DMSP 
Block  5D2 

I(K)^^ 

Success; 

LMD  N/A 

Abbrev  iations:  DMSP  =  Defense  McicomJogical  SaieJlite  Program:  HMD  -  Lnd  of  Mission 
Dale;  SLC  “  Space  Launch  Ctiniplcx;  VAFB  ~  Vaudenberg  Air  Force  Base 
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1'able  8 

DMSP  I.aunch  Record 

Titan  11  Rocket 

DATF 

1  AINCH 
VEIIICLli 

i.ai;nc;h 

SHI:: 

PAYIXIAD 

PKRCKN 1 
Sl'CCKSS 

REMARKS 

t'iuui  11 

VAfB 

S1.('-4VV 

DMSP 
Block  51)2 

HXi% 

Success; 

UMD  N  A 

!  12-12-*>9 

Titan  II 

VAFB 

SL<’-4VV 

DMSP 
Block  5D1 

lOO*'.. 

Success; 

ENff)  M  A 

11-)4A1I 

tiian  11 

VAFB 

SLC-4\V 

DMSP" 
Block  5D3 

PiojecL^  t.aunch  ! 
Dale 

Abbreviaiioms:  DMSP-  DeCensc  Mclcon^logical  SaicDitc  Prograio;  L'MD  -  Lnd  of  Mission 
Hate:  SIX'  =  Space  l  awncK  Complex;  VAHH  =  Vandciiberg  Air  force  Base  * 
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/.  Any  photognipliy  iifllie  Rarth's  siirface  from  space.  RAND  remindLxl  the  Air  Force,  had  u> 
(Kcur  when  “weather  permits  ground  ohscr\aiion.”  Roherl  M.  Sulicr.  Jr..  James  R.  Lipp,  arid 
Ricbartl  S.  VVehiXT.  Utility  nj  it  Satellite  Vehicle  for  Ret.’tmnais.saticc  rSanui  Monica:  Tlic 
RAND  Corponitfun.  R-217.  April  1951).  p.  SO.  Sec  also.  \V.  R.  Cartlieuser.  Weather 
De;^railotiun  of  Reamnamaace  (Sautii  Monica:  The  RAND  CorporaliiMi,  IM(KI.1.  10 
December  IDSO).  The  first  serious  csnluaiiou  of  a  meteoroUigiail  salelHie  and  what  it  could 
be  e.\|MCtcd  to  do  lor  synoptic  weather  analysis,  ncedlcvs  to  say.  also  UHik  place  at  R  .AND  at 
the  same  time.  See  Stanley  .M.  (irecnfldd  and  William  VV.  Kelloit^.  liiqmy  into  Hie 
yeasiNlin'ofWmthcrRccotmfissaiKe  fi-fm  a  Satellite  J  t'/w  /c  t  Santa  Monica:  flie  R  AND 
Corporation.  R-2IS,  April  1951).  See  also.  Karl  R.  .lohunnessen.  The  KUrtmroloj^ieal 
Factors  Affectmti  Phofofiraphic  Reeonnaissame  fiom  Veir  Hi^k  AltiliMies.  .Air  Weiithcr 
ScfV'icc  Iccliiiical  Rcptifi  1.54.  May  1961.  Ait  infoimcd  levicw  of  early  meteorological 
satellite  devclopnicnt.s  can  he  l<>und  in  David  S.  Johnson.  “Rvolution  of  the  L-.S. 
.Metcoixtlogical  Satellite  Prognim.  Some  Reini>iisccnces.“  Bulletin  of  the.  .AnKtican 
Meieorologieal  Stn  iety.  V(»l  7.5.,  No.  9»  Septanber  19‘M.  pp.  1705-1708. 

2.  I  t  Col  James  II.  Jones,  “lltc  National  Weather  SarelUie  Program:  Its  Utility  as  a 
Cimtribijtion  to  Military  Weather  Support  and  as  a  Pcacctiil  Instrument  of  L  .S.  l-oreigii 
Policy. "  Research  Report  iireparwl  for  the  Air  War  College,  .Air  University,  1965.  pp.  l-i 
The  NiuirwiI  Reconiwisssmcc  Program,  crctttetl  in  1961  by  the  Central  Intelligence  Agency 
and  the  Dci.Ktrnnctit  of  Defense,  included  ail  Lnitcd  .States  “satellite  and  overflight 
reu}nnais.sance  projects  whether  overt  or  covert.**  Ihc  National  Rccorituiis.sance  Offiec 
(NRO).  tK*adquancrcd  in  iIk  Defense  Deparimeni,  maruiged  Ihe  KRP. 

.3.  l.tr.,Th<»rnas  O.  Ilaig  to  l.L  Col.  Richanl  Dickover.  I  IQ  AW'S/fKDD,  nt)  subjecu  1,1  Nov 
I9S4.  p,  I.  See  als«.»,  Robert  Perry  ,  .-I  flistotT  of  Satellite  Hecofjnaii.sun:v,  Volume  11 A 
SA.MOS,  I972.pp.:il-2I.5; 

4.  Ricliard  L.  (icer.  ■X.'oinnK.'uts  on  die  Rarly  VeaPi  of  Space  Prognuns:  RecolIcclitTns  ol'a 
Participum,"  p.  .1, 

.5.  I.tr.  I laig  to  Dickover.  p.  2. 

6.  Ralph  B.  Hollinan  aixl  Thomas  O.  Haig.  “Space  Uses  of  the  Fiirth's  Magirelic  Field,”  Space 
Systems  Division.  Air  Force  Systems  Conimaral.  (Xtober  1964:  als»»,  Robert  I..  Perry, 
fhstoiy  of  Satellite  Reconnaissiuice.  Vol  IIA.  SAMOS,  pp.  22.J-224.  Tlie  term  "wheel- 
mode**  jnctuit  a-.spin-slabi)izGd  saiclliie  ilwi  lotik  a  picture  of  die  lianli  each  time  it  revolved. 

7.  Perry.  Vol  IIA,  pp.  221-222 

8.  Rpt.  FrOjimw  417  -  Military  Meteomkt^kal  S<iteHikt  System.  I  IQ  .AWS/OP.  I  June  J 966.  p. 
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Llr.  Haig  Uj  Dickt»vcr,  p.  2;  Perry,  VoJ  HA.  p.  254. 

l(.l.  Lir,  Tliiig  lo  Diekover.  p.  SAC'  leaders  liad  wanted  for  some  time  to  get  into  the  space 
business  and  the  nielcorological  satellite  operation,  which  was  of  particular  interest.  iiK.slicd 
nicely  with  that  desire  and  with  the  commaiMl's  requirements  for  world-wide  weather  tkita. 
See  l..ir,  (ieiieral  Tlumias  S.  Power,  CINCSAC.  to  Ciencral  I  homas  I.).  White.  Chief  of 
Staff.  l.SAh,  regarding  flROS  weather  satellite.  1  December  I960  (iTiomas  D.  White 
Papers,  library  of C  ongress.  Box  .H.  2-l.5S.'\f'.>. 

1 1 .  Interview.  I  homas  O.  Haig  with  the  author,  the  Pentiigw.  6  October  199.5. 

12.  Petty,  Vol  II.A,  pp.  268-70.  Hk  Block  5  satellites  would  mount  vastly  improved  sciisors. 
vviih  the  IR  and  visual  line  scanner  View'ing  the  Larth  throu}^  a  beam  splitter,  operating 
sinntltaneousiy.  llic  rcsiiltinu  images  thus  could  be  overlaid. 

13.  /hft/,.  pp.  29t>-291, 

14.  Captains  Richard  I.,  freer,  Jiunes  F.  Roberts,  and  Calvin  H.  .Markwixxl,  ‘'Dcv'clopnxJnt of 
ih<-  Burner  Stiace  Launch  Vdiiclcs,”  Space  Systems  Division  /Vii'  Force  Systems  Command. 
1966.  Also,  Geer.  "C  omments  on  the  Fiarly  Years.”  pp.  8-9.  omciaLs  of  the  Douglas 
Aircraft  Compam'  that  maiiuliieUired  die  Thtir  rockeis  put  the  new  launch  vehicle 
combination  "on  the  front  burner."  I'hus  the  name  "burner  (number)  I.” 

15.  /(v</.  pp.  ]  1-12; 

16. 1.lr.  Haig  to  Dickover,  pp.  2-3. 

17.  “W’eaiher  Bureau  Rejects  Nimbus  for  Operational  .Satellite  Progiam,"  Aviation  & 

SfHK-e  7  Oct  1963;  EXX’-USWB-NASA  News  Release  63-220.  "N.AS.A- 

W^allw  Bureau  Annouiice  Nimbus  Agreement.”  4  C)ct  l%3.  For  a  description  oJ'N.ASA's 
NRO-dcrivtti  TOS,  see  NASA  News  Release  64-1 2.S,  "Operational  Weather  Satellite  Study 
Completed,  C-ommet  to  \x  Negotiated  for 'I  JROS  Operational  System."  28  May  1964:  its 
appeara^'e  as  an  operating  weather  satellite,  see  James  h.  W.  Piifdtim  and  W.  I’Uul  Mendel. 
"Kvolutiiw  of  Satellite  Obscrv'arions  in  the  United  Stales  aral  Their  Use  in  Meteoftilogy.”  in 
James  R.  Fleming,  e<L,  Historicat  /insayx  on  i\^iet)ro!ogy.  1919-1995  (Dostom  The 
Dianmnd  .Anniversary’  History  Volume  of  the  American  MeletiTologica!  Society,  I99fj).  pp. 
107-109;  see  also.  Llr.  David  S.  Johiisim,  Weather  Bureau,  Department  of 

(.ommcrce  (DOC),  to  Col.  Ihomas  O.  iJaig.  29  June  1965,  regarding  Prognim  417 
(DMSP)  comribulions  to  the  NOMSS. 

18.  Rpt.  Meteomtapcdi  Saielliii'.  Uin  kyirmmd,  HQ  .AWS/OP,  June  1963,  p.  2. 

19.  Rpt,  AhSC/AWS  Ad  Hm:  Hef>orr  on  Meteomfty^kra!  SatellitG  /Vogro/M.v.  Appendix  A.  Ll.S. 

.Vieteorological  .Satellite  Programs,  I  May  1966- p.  A-13. 
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J).  Kpt,  .1/ .S(..vjn.S  Ail  Nth"  Rcpitrt  on  :\fcicont/o};k‘a/  StiU'i/Rc  Rei/tiircnicnf.'i  cvnl  Systi'iiK. 
Appendix  I’.  Use  ol  Proi^nini  4 1 7  Dau  in  Mililarv'  Opi;ralions.  I  May  1966,  pp.  I'-l  V-2. 

21.  //>«/,.  |ip.  1-2  K-.l;  Rpi.  nrojirom  -If  ?.  »ki  aiilhor  iodieatctl.  H  April  1969.  p.  I;  aiwl  Rpi. 
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DEPARTMENT  OF  THE  AIR  FORCE 
WASHINGTON  DC 


5  December  1997 


Dear  Special  Projects  Alimmi  and  Associates: 


On  6  December  1997,  I  announced  the  declassification  of  the 
association  between  Secretary  of  the  Air  Force,  Office  of  Special 
Projects  (SAPSP)  and  the  National  Reconnaissance  Office  (NRO)  ar>H 
certain  limited  facts  about  that  association.  Based  on  this  de- 
classification,  for  the  first  time  since  its  inception  in  1961  >  we 
are  now  able  to  acknowledge  certain  Special  Projects'  support  to  the 
iroo.  This  note  is  intended  to  provide  alumni,  government,  and 
industry  associates  with  guidance  on  the  limits  of  this 
declassification. 

The  following  information  outlines  the  significant  aspects  of 
what  is  now  declassified:  SAFSP  assignments  to  Los  Angeles  Air 
Force  Base,  Vjuldenberg  Air  Force  Base,  Cape  Cemaverai  Air  Force 
Station,  the  Satellite  Control  Facility,  Sunnyvale,  or  the  Pentagon. 
All  other  locations  that  support  the  NRO  remain  classified.  The 
generic  description  of  your  SAFSP  role  in  support  of  NRO  activities 
is  now  unclassified,  to  include  involvement  in  engineering,  launch. 
Contracting,  security,  administratibn,  etc.  This  description  must 
not  reveal  information  concerning  operations,  technologies,  or 
methodologies.  There  is  additional,  specific  guidance  for  those 
associated  with  CORONA,  ARGON,  and,  LANYARD  programs  which  are  the 
only  syst^  declassified  as  of  this  date.  All  other  information 
concerning  SAFSP  activities  and  locations  remains  classified. 

In  this  Fiftieth  Anniversary  Year  of  the  Air  Force,  I  am  very 
pleased  that  we  are  now  able  to  provide  this  initial,  but  long 
overdue  acknowledgement  of  the  Contributions  by  those  who  have 
served  with  SAFSP.  If  you  have  any  questions  please  contact  our 
security  office  at  1-800-306-6990  extension  3636.  If  you  receive 
requests  for  interviews  or  for  information  from  media  or  historians 
concerning  SAFSP,  we  strongly  encourage  you  to  contact  us  so  we  can 
assist  with  yoUr  response. 


Assistamt  Secretary  of  the 
Air  Force  (Space) 
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61.  OS /Security  Policy  e-mail  to  MSO/IDRC 

I  1  31  July  2000^  SUBJECT:  "Impact  of 

Declassification  of  the  Helms  Paper."  This  E-mail  reads  in 
"Attached  is  a  sum/nary  of  the  specific  information 
which  is  now  declassified  as  a  result  of  the  determination 
by  the  DNRO  that  the  subject  paper  is  declassified. " 
(emphasis  added)  The  paper  attached  to  the  E-mail  reads: 
"For  your  reference  and  action  as  required,  the  DNRO  has 
declared  as  unclassified  NRO  related  information  in  the 
Helms  paper.  Key  areas  of  information  declassified  by  this 
decision  which  must  be  considered  in  responding  to  FIOA, 
Mandatory  Declassification,  Prepublication,  and  IRDC 
reviews  are  listed  below: 

-  The  fact  that  Hughes  made  the  relay  satellite,  and 
that  Tony  lorillo  was  the  principal  architect. 

The  19  December  1976  first  launch  of  the  near  real-^ 
time  electro  optical  imagery  satellite  (the  name 
KENNEN  is  still  classified  SECRET),  and  the  fact 
that  a  successful  link-up  occurred  with  the  relay 
satellite  over  the  then  USSR. 

Fact  that  Charles  lioth  was  the  program  manager  for 
the  first  near  real-time  imaging  satellite  system. 

-  Fact  that  President  Ford  declared  the  system 
operational  on  20  January  1977," 


(b)(3) 
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At  the  request 
informatioii: 


the  following  message  is  posted  for  your 


5/21/01 11:19:42  AM  EST 


(b)(3) 


Subject: 

DedassIQcation  of  Secretary  of  the  Air  Force,  Office  of  Space  Systems 
and  Office  of  Missile  and  SatdUte  S^/stems,  National  Reconnaissance 
Office  Rdattonship 

Message: 


15  May  2001 


MEMORANDUM  FOR  DIRECTOR,  NATIONAL  RECONNAISSANCE 
OFFICE 

SUBJECT:  (U)  Declassification  of  Secretaiy  of  the  Air  Force, 

Office  of  Space  Systems  and  Office  of  Missile  and 
Satellite  Systems,  National  Reconnaissance  Office 
ReladonsUp 


(U)  TOs  memorandum  recommends  the  declassification  of  the  ’‘fact  of’  and 
certain  ‘Tacts  abouf  ’  the  associadmi  of  tte  National  Reconnaissance  Office 
(NRO)  with  Secretaiy  of  the  Air  Fbice,  Office  of  Space  Systems  (SAFSS)  and 
its  predecessor  Office  of  Missile  and  Satellite  Systems  (S AFMSS).  This 
declassification  effort  furthers  NRO  compliance  with  intent  of  Executive 
Order  12958  and  is  in  accordance  with  current  NRO  classification  criteria  and 
risk  mitigation  measures  to  protect  sensitive  and  classified  infonnation. 

From  1961  to  April  1995,  SAFSS  and  its  predecessor  SAFMSS  was  the 
unclassified  designator  for  the  staff  element  of  the  NRO  and  perfOrined  staff 
functions  for  the  Director  and  Deputy  Director  of  the  NRO.  Personnel 
assigned  to  these  offices  also  provided  support  to  the  Secretary,  Under 
Secretary,  and  Assistant  Secretaiy  of  the  Air  Ftwee  (Space)  on  aircraft 
reconnaissance  and  space  reconnaissance  systems.  SAFSS  Ak  Force  military 
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and  civilian  personnel  and  contractors  suppoiting  them,  have  protected  the 
“fact  of’  dieir  association  and  assignments  with  the  NRO  as  BYEMAN 
information  fw  ovct  30  years. 

(U)  The  role  of  the  S AFSS/S AFMjSS  as  the  Headquarters  staff  of  Ae  NRO  can 
be  declassified  now  with  minimal  impact  oh  continuing  NRO  classified 
elements,  operations,  and  locations  as  they  are  not  associated  with  currently  ' 
classified  NRO  infixmation.  Ample  justification  exists  to  declassify  the 
SAFSS  and  SAFMSS  role  within  tiie  NRO  as  a  result  of  the  gradual  phasing 
out  of  SAFSS  as  an  organizational  assignment  mechanism  for  NRO  personnel. 
Since  1995  there  have  been  no  NRO  personnel 


SUBJECT:  (U)  Declassification  of  Secretary  of  the  Air  Force, 

Office  of  Space  Systems  and  Office  of  Missile  and 
Satellite  Systems,  National  Reconnaissance  Office 
Relationship 

assigned  to  SAFSS.  Further,  SAFSS  has  no  current  organization,  mission,  or 
function  within  the  Air  Force  Staff  structure. 

-(G)  Identification  of  SAFSS  and  its  personnel  as  the  NRO  Headquartms  staff 
no  longer  constitutes  a  risk  to  NRO  activities.  However,  a  presun^tion  on  the 
part  of  persons  knowledgeable  of  SAFSS  that  all  information  concerning 
SA^S  and  its  role  in  the  NRO  is  now  declassified  presents  a  certain  eleir»nt 
of  risk  that  should  be  mitigated.  Therefore,  to  reduce  the  possibility  of 
inadvertent  disclosure  of  classified  NRO  operations  or  locations,  we  have 
constructed  a  list  of  mformation  about  SAFSS  that  is  now  UNCLASSIFIED 
(see  attachment).  This  information  on  the  limits  of  the  declassification  will  be 
ma^availablc  to  personnel  knowledgeable  of  SAFSS  operations,  including 
SAFSS  alunmi  (military,  civilian,  and  contractors). 

(U)  Recommend  the  declassification  of  the  role  of  SAFSS  as  the  staff  element 
of  the  NRO  as  a  normal  progression  of  NRO  declassification  efforts.  Also 
request  your  signature  on  the  attached  letter  to  SAFSS  alumni  and  assodates 


Keimelh  W.  Renshaw 
Director  of  Security 

Attachment 


Approved  for  Release;  2018/12/21  C051 02039 


C05102039 


Approved  for  Release:  2018/12/21  C051 02039 


APPROVED: 


Keith  R.HaU 

Director,  National  Reconhaissiuice  Office 


The  following  '^facts  about**  the  association  of 

S  AFSS  and  the  National  Reconnaissance  Office  ate  (vt^posed  as  unclassified: 


’  The  association  between  the  National  Reconnaissance  Office  (NRO)  and  the 
Secretary  of  the  Air  Force,  Office  of  Space  Systems  (SAFSS)  and  its 
predecessor,  the  Air  Force  Office  of  Missile  and  Satellite  Systems  (SAFMSS). 

•  Fact  that  SAFSS  and  its  predecessor  SAFMSS  was  the  staff  element  of  the 
NRO  and  performed  staff  functions  for  the  Director  and  Dqtuty  Director  of 
the  NRO. 

’  Fact  that  peisonnel  assigned  to  SAFSS  and  SAFMSS  provided  support  to  the 
Secretary,  Under  Secretary,  and  Assistant  Secretary  of  the  Air  Fok»  (Space) 
on  aircraft  recoimaissance  and  space  matters. 

•  Identities  of  all  former  SAFSS  and  SAFMSS  Directors. 

•  Identification  of  main  organizational  elements  of  SAFSS  and  SAFMSS  e  e 

SS-l,SS-2,etc.  ,  .6.. 

•  identities  of  key  SAFSS  and  SAFMSS  personnel  assigned  to  the  major  staff 
offices  arid  elements  of  SAFSS  and  its  predecessor  SAFMSS,  such  as  chiefs  of 
the  key  divisions,  comptroller,  technical  advisor,  etc. 


•  Fact  of  individual  assignment  to  SAFSS  and  SAFMSS  (ftom  1961  to  April 
1995)  including  unclassified  duty  and  staff  tide,  generic  description  duties  (i.e. 
en^neering,  technology,  con^troUer,  security,  administration,  etc.),  and 
period  of  performance. 

•  Fact  of  and  individual’s  assignment  to  SAFSS  and  SAFMSS  at  Los  Angeles 

Air  Force  Base,  Vandenberg  Air  Force  Base,  Cape  Canaveral  Air  Force 
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Station^  SatellitiB  Control  Facility,  Sunnyvale,  and  The  Pentagon.  These  aie  the 
only  locations  to  be  declassified  as  associated  with  SAFSS  and  SAFMSS. 

•  General  association  of  SAFSS  with  CORONA,  ARGON,  LANYARD,  and 
GRAB. 

*  General  description  of  SAFSS  op^ntions  and  support  functions  not 
associated  with  currently  classified  NRO  information. 


There  is  no  Attachmoit  with  tUs  Fosting 


-aconnvwci — 


f.*.*., .  - - - 1  ,•  «  _ 
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COORDINATION  SHECT 


0 GRADE 


I  SYMBOL 
IDRC 


PHONE 


TYPIST 


UBJECT 


SUSPENSE  DATE 
6  Jime  2001 


indatory  Declassification  Review,  Case  Number.  EOl-OOll  1 

4—^ — — - ....  I  NAV  200X 

UMfylARY  _  I 

•osslble  that  had  been  del'^d  from  its  earlier  oSSnf  **  information  as 

•eyiew  Center  (IDRC)  has  applied  the  NRO  Review  Declassification 

RRG)  as  last  updated  on  27  March  2001.  faction  Guide  for  2S-Year-01d  Information 

'ISCUSSIQN: 

th.  previously  aeletea  iulor™.ticn 

for  =o„rl°;«“,i!|w“  J"?  'f'  "iahlisheed  in  r«3  i. 

other  henavritten,  red  text  i.  LconLn^  rSe^Je  *'  '**  **“■ 

eoo^’i'i:'  ::?rX  «.‘noT  ‘?h*  ““ 

lowever,  idrc  believes  the  overall  imperltSe^for  release  per  the  RRG. 

he  NRO  either  appears  no  lonoer  annlil«h?t  Protecting  these  people^ s  association  with 

■Iready  underway  ?o  adjudicSr^neJe^e  o?  «iacision8,  or  staffing  is 

>ray  on  the  reconnehded  release  of  these  >'F"ms  with  OS  concurrence  not 

specific  euthorlty  for  to  l^.dl.t.ly'i^oSJri?:'^ 

me  S9C 

invmst 

Action  Ntaont 


aac  S9C 
jnvuuuB, 


TUP  bhCHtr//  BVUMAN//  Al- 
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TOP  SECRET//BYEMAN//X1— 


^  See  page  36  of  the  main  body  RE  our  reconmendatiori  to  release  the  codewords  CENtOiftY  and 
^REbLA. 

.  Note  that  we  also  have  included  four  attachments  to  the  history  document  (orange  tabs). 

■hese  attachments  contain  retreated  documents  that  are  to  be  inserted  in  the  nytyn  ^dy 
orange  tab  1),  or  are  re- treatments  of  documents  that  were  included  as  J^edmviixes  with  the 

P'^^ication.  Text  identified  by  IDRG  for  continued  redaction  is  marked  by  oray 
aghlight.  *  •* 

;•  iMi-cate^your  concurrence  by  returning  your  signed  coordination  sheet  end  hhe  action 

Igcument  t-Q  IDRC.  If  you  disagree  with  hand-written" text  recoimnended  for  declassification, 

>lea8e  circle  that  t«ct  in  red.  Strike  through  any  name  on  the  attached  list  if  you  non  concur 
rxth  Its  release.  ^ 

i.  If  you  have  any  questions,  do  not  hesitate  to  cohtactl  (I 


ittachments  , 

..  Names  From  Perry  History  (Vol  V)  Proposed  for  Release 

!.  Marked  up  NRO  History  Document,  Management  of  the  National  Reronn* 

1/  4  attachments  ^  -•  -  ■ - ^ - - — 


Program,  lS>60-e-1965 


fHEN  SEPARATED  FROM  ITS  ATTACHMENTS 
PHIS  COORDINATION  SIfiiRT  IS  UNCLASSIFED 


) 


-TOP  SECnCTO  BYBMAW/  XI 
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27  June  2001  X 


KE:  JlRG^ase  EOl-OOH 

I  agree  with  the  release  of  Perry  .*NRO  History,  Management 
of  the  NRP  1960-1965.  The  IDRC  release  of  individual  and 
corporate  names  and  the  redaction  of  others  is  done  in  a 
rationaljli  manner .  i .  e . ,  redaction  of  the  names  when  a 
system  being  discussed  is  still  classified. 

I  concur  on  the  release  of  the  names  of  the  individual 
names  on  the  attached  sheet  (which  are  also  released  in  the 
document  and  the  attached  picture  (tab  1)  of  the  original 
NRO  staff . )  These  names  are  of  personnel  assigned  to  SPASS 
which  has  now  been  declassified  to  include  names  of  Staff 
members . 

I  also  concur  in  the  release  as  redacted  of  the  historical 
documents  (tabs  2-4). 

Recommend  you  sign  the  coordination  sheet  and  I  will  aet  it 
back  to  the  IDRC.  I - — - 1 
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COMflUEBTIAi:. - 


NaMp  txom  Parry  Biptory  (Vol  V) 
Propoppd  for  RPlappp 


Bergi  R.  A-  Gol,  USAF.  Rationale:  See  page  116,  footnote 
citation  36.  Listed  as  Deputy  Director,  SAFSP.  Later 
became.  Director,  SAFSS.  The  DNRO  recently  declassified 
names  of  all  SAFSS  Directors. 

Carter,  D.  I;..  .CqI/  OSAF.  Rationale:  See  page  122, 
footnote  citation  110,  Carter  is  cited  as  a  member  of  the 
NRO  Staff.  The  DNRO  recently  declassified  seversl  facts 
about  the  SAFSS  association  with  the  MRO.  One  of  these 
declassified  facts  strongly  implies  that  any  individual  who 
served  on  the  NRO  staff  can  be  acknowledged  as  long  as 
there  is  no  connection  to  still-classified  activities. 

There  is  no  classified  context  associated  with  Col  Carter 
in  this  document. 


^  Richard  M,  Brig  Gen,  , USAF.  Rationale:  Curtin  was 

the  first  Director,  SAFSS  (NRO  Staff).  The  mRO  recently 
declassified  all  the  names  of  the  SAi^SS  Directors. 

ponovan,  A.  F;  Rationale:  See  page  61,  footnote  at  bottom 
of  the  page.  Mr.  Donovan  is  mentioned  in  the  context  of 
being  a  member  of  the  Purcell  Panel.  In  this  regard,  his 
association  with  the  NRO  appears  indirect  and  nonsensitive. 

«^pnnan,  Frank  B.  CAPT,  USN.  Rationale;  See  page  38.  Time 
has  diluted  any  sensitivity  surrounding  the  "fact  of'  NRO 
association  of  this  initial  meniber  of  the  now  declassified 
SAFSS. 


see  pages  68,  99,  and 

100.  The  general  association  with  the  NRO  and  the  specific 
context  of  this  individual's  association  with  NRO  programs 
at  the  page  references  no  longer  appear  sensitive. 

^91,,  USAF .  Rationale:  See  page  38.  Time 
-  ,  diluted  any  sensitivity  surrounding  the  "fact  of'  WHO 

^  initial  meniber  of  the  now  declassified 

oAF^SS  0 


^  Rationale:  See  page  38.  Time 

^  s  diluted  any  sensitivity  surrounding  the  "fact  of'  NRO 

initial  member  of  the  now  declassified 
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''  Istvan.  Edwin  J.  Lt  Col.  USAF.  Rationale:  See  page  38. 
Tisae  has  diluted  ahy  sensitivity  surrounding  the  "fact  of* 
iJRO  association  of  this  initial  membei-  of  the  now 
declassified  SAFSS. 

y^Jas^es,  Clifton  .E..  felaj#  USAF.  Rationale:  See  page  38.  Time 
has  diluted  any  sensitivity  surrounding  the  *fact  of'  NRO 
association  of  this  initial  member  of  the  now  declassified 
iAPSS. 


►  Leach,  (NFI)  Co.!/  USAF.  Rationale:  See  page  118,  footnote 
citations  53,  54,  and  62.  Leach  is  cited  as  a  mcniber  of 
SAFSP.  SAFSP*s.role  in  the  NRO  and  general  facts  about  it 
have  been  declassified.  Time  appears  to  have  diluted  any 
sensitivity  surrounding  the  "fact  of'  association  of  this 
individual  with  the  now  declassified  SAFSP. 

'  Linz  D .  Rationale;  Rationale:  See  page  61,  footnote  at 
bottom  of  the  page.  Mr.'  Linz  is  mentioned  in  the  context 
of  being  a  member  of  the  Purcell  Panel,  in  this  regard, 
his  association  with  the  into  appears  indirect  and 
nonsensitive. 


Lisciotti,  Frahgjg  L.  Capt,  USAF.  Rationale:  See  page  38. 
Time  has  diluted  any  sensitivity  surrounding  the  "fact  of' 
NRO  association  of  this  initial  member  of  the  now 
declassified  SAFSS, 


John  Mali  US^.  Rationale:  See  page  115,  footnote 
17.  Pietz  is  cited  as  a  staff  member  of  SAFSP.  SAFSP's 
role  in  the  mo  and  several  general  facts  about  it  have; 
been  declassified.  Time  appears  to  have  diluted  any 

surrounding  the  "fact  of'  association  of  this 
individual  with  the  now  declassified  SAFSP. 

Rationale:  See  page  41  and  pagi 
iitoif  cited  as  a  staff  member  of 

t  "d  several  general  facts 

i  declassified.  Time  appears  to  have 

diluted  sensitivity  surrounding  the  "fact  of* 

S^SP^^^^°^  individual  with  the  now  declassified 


Ruzeck.  Charles  COL. 

has  diluted  any  sensitivity  surrounding  the  "fact  of'  mo 


VjBA,  Rationale:  See  page  38.  Time 
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association  of  this  initial  meoiber  of  the  now  declassified 
SAFSS. 

J.  S.  Col/  USAF.  Rationale:  See  page  123 1  footnote 
110.  Seay  is  cited  as  a  staff  member  of  SAFSP.  SAFSP's 
foie  in  the  NRO  and  several  general  facts  about  it  have 
been  declassified.  Time  appeafs  to  have  diluted  any 
sensitivity  surroxmding  the  'fact  of*  association  of  this 
individual  with  the  now  declassified  SAFSP. 

•^Sldes,  Jack  Isit  Gol,  USAF.  Rationale:  See  page  38.  Time 
has  diluted  any  sensitivity  Surrounding  the  "fact  of'  NRO 
association  of  this  initial  member  of  the  now  declassified 
SJ^SS. 

diinex,  Charles  H.  Lt  Cq1<  USAF.  Rationale:  See  page  38. 
Time  has  diluted  any  sensitivity  surrounding  the  'fact  of' 
NRO  association  of  this  initial  member  of  the  now 
declassified  SAFSS. 

•Stewart,  James  T.  Brig  Gen,  USAF.  Rationale:  Stewart  was 
a  Director,  SAFSS  (NRO  Staff) .  The  DNRO  recently 
declassified  all  the  names  of  the  SAFSS  Directors. 

✓Truy,  R.  C.  CAPT.  USN-  Rationale:  See  page  7.  In 
addition  to  the  context  hefe,  Truax  was  an  original  member 
of  the  Air  FOtce  WS-117L  staff  and  later  SAFSP. 

Time  has  diluted  any  sensitivity  surrounding .  the  role  of 
this  early  contributor  to  the  development  of  reconnaissance 
satellites. 

Ma^cr,  Robert;  A-  Lt  Col>  USAF.  Rationale:  See  page 
^  ^  *'3S.  Time  has  diluted  any  sensitivity  surrounding  the  'fact 
\  of'  NRO  association  of  this  initial  member  of  the  now 
declassified  SAFSS. 
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Cc 

Subject: 


I  Cohen  Randal 

Moffett  Page;  policy-admin;  anf-all 
Declassification:  "Fact  of  NRO  Use  of  the  Shuttle  — CECnCT//ia/TK//f<IOPOItf>l 


(b)(3) 


Classification I  SBefcBT//Sl/TR/ /NOPORN 


Classified  By:| _ 

Derived  Prom:  INCG  dated  20120213 
Declassify  On:  25X1,  20671231 


(b)(3) 


For  All: 


1 .  This  is  to  inform  you  that  on  30  August  01 ,  the  DNRO  approved  the  proposal  from  the  Office  of  Policy  Center  for  ^ 
Study  of  Natiorial  Reconnaissance(CSNR)  to  declassify  the  'Tact  of  the  NRO'  use  of  the  Space  Shuttle  as  a  launch 
vehicle. 


2.  Implementation  of  this  declassification  action  will  be  in  accordance  with  para  6.0  of  the  attached  Policy  Decision  Risk 
Assessment(PDRA).  This  specifies  that  when  approved  the  Office  of  Policy  wifl  coordinate  with  appropriate  offices  ( Office 
of  Security  (OS),  Information  Declassification  Review  Center  (IDRC)  and  Office  of  Citrate  Communications  (OCC),  to 
ensure  that  necessary  personnel  are  notified  and  updates  are  made  to  the  NRO  Classification  and  Redaction  Guides. 


3.  It  should  be  noted  that  this  decassification  applies  to  "Tect-oT  only  and  that  affliated  programmatic  data  (Engineering, 
Operational  and  Management )  require  continue  classjfication.  Until  completion  of  implementation  actions  as  noted 
above  this  Tact-of  should  not  he  used  as  unclassified  without  checking  with  appropriate  organization  security  officers. 


The  POC  in  OP/CSNR  is 


bed 


OP/CSNR 


Robert  A.  McDonald.  Chief 


Warning:  This  document 
CL  By 


CL  Reason:  1.5(c) 
DECL  ON:  X1 


may  not  be  used  as  a  source  of  derivative  classification. 


Derived  From;  NCG  5.1  01  May  00 
-SeeRBT//BYBMAN/irALENT  KCYI  lOLD/XI 


Wamitig;  This  dpgrment  may  not  be  used  as  a  source  of  derivative  classification 
CL  By  ' 


CL  Reason:  1.5(c) 
DECL  ON:  XI 


Derived  From:  NCG  5.1  01  May  00 
^LHh  I  //B  T  EMAN/ 1 ALENT  KFi'l  lOLO/X  I 


Wamii 
CL  By| 
CLReMoriT 


iment  rnay  not  be  used  as  a  source  of  derivative  classification. 
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SYMBOL  TYPIST  SUSPENSE  DATE  rK\/Q\ 

OP/CSNR  _ ^  I  I  10  May  2002  ^  ^ 

SUBJECT  *'■  o^TE 

Declassification  of  NRO/SteUiford  Electronic  LeOboratory  Association  26  April  2002 

Background: The  Office  of  Policy's  Center  for  the  Study  of  National  Reconnaissance 
(CSNR)  seeks  COS  approval  for  the  declassification  of  the  historic  relationship  between 
the  NRO  and  Stanford  University's  Electronic  Laboratory  (SEL) .  Upon  COS  approval,  this 
relationship  will  be  acknowledged  in  the  unclassified  Pioneer  recollection  book. 

During  the  1960s,  SEL  developed  SIGINT  receivers  for  the  NRO.  in  1969,  the 
university  severed  all  contracts  with  the  government  because  of  student  protests. 

Our  intention  to  seek  declassification  of  the  NRO/SEL  association  has  been 
thoroughly  coordinated/  and  we  anticipate  ho  negative  consequences  arising  from  the 
declassification  of  this  historical  association.  We  do  not  intend  to  consult  with 
Stanford  since  this  relationship  ended  33  years  ago  and  the  fact  that  the  NRO  has  no 
formal  classified  relationship  with  Stanford.  We  may  inform  Stanford  professor  Sid 
Drell  that  this  historic  relationship  will  be  acknowledged  in  the  book  because  Dr.  Drell 
also  has  a  chapter  in  the  book. 

Action:  Approve  declassification  of  the  historic  relationship  between  SEL  and  the  NRO. 


BZBC  SBC 
INITIALS: 


(b)(3) 


ACTION  NUMBER: 
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Tuesday,  March  26,  2002  9:08  AM 
MrnnnaltLBobert  A.  fGSNRff>QLir 


From: 

Sent: 

To: 

Cc: 

Subject:  Release  of  Govenment  and  Contractor  Names  Mentioned  in  Pioneer  Memoirs 

dassifiGation;  UNCLASSIFIED 

I  [Chief,  Security  Polcy,  OS,  the  names  of  government  and  confractor  personnel  mentionded 

in  the  Kioneer  Memoiris  can  be  released  at  the  unclassified  level. 


(b)(3) 


(b)(3) 


(b)(3) 


UNCLASSIFIED 
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ZIXTZOMAL  RSCOtOAlSSANCB  OFFICE 

14675  Lee  Road 
Chantilly,  VA  20151-1715 


Maiber  2002-17 


Director's  Note 


16  August  2002 


•NATIONAL  RECONNAISSANCE'' PIONEER  RECOGNITION  PROGRAM 

HONOREES  FOR  2002 

I  have  accepted  the  recommendations  of  this  year's  Pioneer 
Selection  Board,  eind  selected  three  individuals  to  receive  the 
honor  of  National  Reconnaissance  Pioneer  for  2002.  Each  of 
these  individuals  has  made  a  lasting  and  significant 
contribution  to  national  reconnaissance,  and  has  helped  to  set 
the  stage  for  future  National  ReConnaisseuice  Office  (NRO) 
successes  and  today's  U. S.  global  inf ormat ion  .supremacy. 

The  names  and  contributions  of  the  Pioneers  for  2002  ares 

Vance  D.  Coffman,  Ph.D. 

Dr.  Vance  Coffman  led  the  development  of  a  new  satellite 
attitude  control  capability  needed  to  provide  major  in5>rovements 
in  producing  large  quantities  of  geographically  accurate > 
highly-detailed  maps  from  satellite-collected  images. 

Career  in  national  reconnaissance:  1971-present 

Lae  N.  Eammaratrom 

Mr.  Lee  M.  Hammarstrom's  concepts  and  developments  for 
satellite,  ground  station,  and  processing  systems  greatly 
improved  the  accuracy,  timeliness,  and  volume  of  NRO  ELlNT 
products.  Hamraarstrom  served  as  the  head  of  the  NRD's 
Technology  Office,  and  as  the  NRO's  Chief  Scientist. 

Career  in  national  reconnaissance:  1962-2002 

Robert  L.  Paulson,  Colonel,  USAF  (Ret) 

Colonel  Robert  L.  Paulson  served  as  the  Air  Force  Program 
Manager  for  a  multi-agency  IMINT  satellite  system  program.  He 
successfully  led  his  program  office  and  operations  team  through 
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the  critical  Resign,  development,  and  testing  of  the  system,  and 
developed  its  complex  ground  architecture. 

Career  in  national  reconziaissance:  1973-1989 

The  Pioneer  Recognition  Ceremony  will  be  held  at  NRO 
Headc|uarters  in  the  Jimmie  D,  Hill  auditorium  on  24  September 
2002  at  2:00  pm,  followed  by  a  reception  in  the  Atrium,  I 
encourage  all  NRO  ^ployees  to  attend  the  ceramony  or  to  tune  in 
to  the  live  feed  of  the  event  on  the  NRO  Channel,  The  ceremony 
be  videotaped  and,  may  be  seen  in  outlying  locations 
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i .  Dcscriptioa:  Natkxial  ReoonnUissanM  Office  (NRO)  Satellite  Vdiide  (SV)  programs  must  be.given 
security  protection  to  prevent  imauthorizbd  disclosure  of  infbn&ation  on  rniinioa  objectives. 


rqdenishiiiants  needs  or  strategies;  program  and  SV  plans  or  requirements;  arid  coristellatkoiheahh 
and  tystem  needs.  All  program  documents,  whether  classified  or  unclassified,  including  this 
Iriformatian  Protection  Guide  (IPG),  will  be  given  miriimum  distribmion  connstent  v^th 
requirements,  need-to-know,  arid  so^  security  practice. 


2.  Derived  Clamificatieu:  Classification  guidance  provided  is  eitiser  fiem  Original  Classification 
Authority  (OCA)  of  the  Director,  NRO/Offioe  ofSpace  Launch,  or  derived  fiom  gitidmoe 
provided/documented  in  the  National  Space  Policy,  dated  14  September  1996;  the  mO  SCG, 
14  October  1993,  and  otiier  applicable  documents. 


3.  SuperscaiioB:  lliis  IPG  sigtersedesand  resdridS  mtegration  and  launch  dassificatibn  guidance 
conflrined  hi  the  Security  Class0cailoH  Guide  far  the  IntegrtttiondhdLataicht^NROSaleUitCs  on 
die  rum  aid  Adas  Launch  Veiucle  ^stem,  dated  S  April  97,  the  Security  Classification  Guide  fitr 
hUegraim^IutunchqfNROPrOffwnsA-Fm  the  Evtdv^  Expendable  Launch  Vehicle 
dated  8  April  97,  Sluice  Techtudogy  Experiment  Seddity  CkOsykatidn  Guide,  8  April  97,  the 

Itupim  SecurifyGiddmeeforNdional  Reconnaissance  ()fficeLaunch-],dttiA26Ft!bfmyl99i, 
and  the  Interim  Security  Guidance  far  National  Reconnaissance  Office  Request far  Proposal,  dated 
21  October  1998. 


Pu.iposes  Tlus  NRO  Launch  IPG  provides  a  single  source  of  protection  requirements  for  the 
int^ration  and  laimdi  process  ofNRO  SVs  on  various  families  of  Immch  vehicles.  Contact  the  OSL 
or  hpplKiable  Contracting  Officer  prior  to  implementing  this  IPG  if  increased  costs  are  ffnricjpatftl 

5.  Antfapriity:  This  guide  is  issued  under  auAority  of  die  Director,  NRO;  NRO  Directive  82^1 ,  NRO 
Space  Launch  Management  Directive;  and  DoD  3200.1-R/An  31-401,  Iifformatian  Security 
Program  Regulation. 


APPROVED  BY: 


.  /s/ 

STEPHEN  A.  WOJCICKI 
ColoneL  USAF 

Director,  Office  of  Space  Launch 
National  Rwonnaissance  Office 
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SECTION  I 

General  Instmctions 

1.  ParpoM':  This  NRO  Laundi  Infonnarioa  Protectini  Guide  (IPG)  provida  protection  strategies  and 
guidelines  for  the  protection  of  NRO  infonnatiOn  and  assets  that  requhe  protection  in  foe  interest  of 
national  security.  Security  requiitments  and  classification  g^dance  provided  in  this  document  are 
intended  to  serve  as  a  baseline  for  all  NRO  launches. 

2.  Scape:  NRO  SV  programs  must  be  given  security  protection  to  prev^  iinutimfiaBH  disclosure  of 
information  on  mission  oigectives,  capabilities,  opendonal  ooniiguratkns,  and  vulnerabilities; 
scfaeduless  and  ttianifosts  revealing  replenisbroents  needs  or  strategies;  pnygnm  and  SV  plans  or 
requirements;  and  constellation  healfo  and  tysUm  needs.  Information  protection  requiremcats 
specified  in  this  guide  are  consistent  with  foe  aecurity  objectives  set  foffo  in  &recutive  Order  (EO 
12938,  Classifted  National  Security  Information,  dated  17  ^nil  1995;  National  Space  Policy, 

14  Seprember  1996;  Dob  ^pact  Policy,  dated  4  Februaiy  1987,  as  amended;  and  aiplicaUe  DCI 
Directives  and  NRO  Policies.  This  section  contains  general  instructions  including  implementation 
approaches.  Specific  dassificttion  requirements  are  provided  in  Sectian  DL 

1  Office  of  Primaiy  Responsibility:  This  guide  is  issued  by  foe  NRO  Office  of  Space  Laiaidi  (QSL). 

The  NRO/OSL  is  foe  cognizmt  office  for  foe  int^ratioo  and  laimch  Of74RO  ntellites.  The  OSL  is 
foe  focal  point  for  integration  and  laundh  classffic^on  issues  and  will  coordinate  vrith  NRO  SV 
System  foogram  Offices  (SPOs)  for  resolution.  Address  inqunies  fo: 

Office  of  Space  Launch  Security 

1467S  Lee  Road 
Chantilly,  VA  20131-1713 

4.  Snperseasioii,ClassfficatioB  Aatbority,aBdApplkability: 

a.  This  iPGsupenedes  and  rescinds  clasaificstion  guidance  comamed  in  foe  5irct(ri(v  'Cfoxr(^catfon 

Guide  for  the  Integration  and  Launch  qfNRO  Satellitet  on  ^  Titan  and  Atlas  Launch  Vehicle 
Systems,  dated  8  April  97;  foeSeewifry  CkssfiedtiM  Gride  fin  InUffodon  and  LtOindt  of  NRO 

Programs  A-F  on  the  Embed  Expendable  LaioKhVeMcle  System,  dstibSShpt\\91-,^  Space 

Tefdmolflgy  Etateriment  Security  Classiflcdtion  Guide,  dated  8  ApnT  97;  foe  Interhn  Security 
Guidance  fin  National  Reconnaissance  Office  Launch-I,  dated  26  February  199^;  and  foe  Interim 

Security  Gridance  fin  National  Reconnaissance  Office  Request  for  Propo^dstoi2\Oritiba\99i. 

b.  This  guide  will  bje  cited  ai  the  classification  authority  for  material  generated  in  ooimectian  with  the 

4^  launch  of  Al^  Programs  A...G,  cqierimental  and  develtgimemal  programs,  and 

bffiOLs  listed  in  Section  D,  Categoiy  Aarignment  Tifole.  Information  and  material  requiiing 

protection  based  oil  Ofoo- efforts  vrfdch  support  NRO  launches  will  be  classified  in  accoithnce  wift 

(lAW)  the  ^propriate  classificatirm  guide.  The  provisioosofthis  IPO  do  not  cover  launches 
ocemring  prior  to  Dec  1996  and  foe  chnsification  guidaiice  for  those  lemains.in  effocL 

Questions  on  applicability  of  this  IPG  to  any  other  past  and/or  present  NRO  launches  should  be 
referred  to  the  OSL 

c.  This  gfode  ^lies  to  all  perticipuits,  contractor  and  goyennmem  employees,  involved  in  the 
intep^on  ^.launcli  of  NRO  SVs.  NRO  paiticipaats  include,  but  are  not  limiterf  to,  SV  SPOs, 

Satellite  vehicle  Contfactors  (SVCs),  and  OSL  opdatioiis  Id  Cqie  Canaveral  Air  Station 

(CCASX  Los  Angeles  Air  Force  Base  (LAAFBX  Onizuka  Air  Station  (OASX  Sdniever  Air 
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SECTION  1  -  General  Instractions  (Continued) 

Fwce  Base  (SAFB)>  and  Vandenbeig  AJr  Fone  Base  (VAFB).  Other  organizations  and  affnrjrx 
suppoiting  1^0  Itttncfaes  include,  but  are  wn  limited  to,  Air  Faroe  Space  Command  (AFSPCX 
AFSPC’s  Space  Witigs,  Space  Launch  Squadrons,  and  Air  Force  Satellite  Control  NjCtwoik 
(AFSCN),  Air  Force  Material  Command’s  Space,  and  MissUe  Systems  Center  (SMC),  Laimdi 
Vehicle  Contractors  (LVCs),  Laundh  Vehicle  Integration  Contractors  (LViCs),  and  Launch 
System  Inl^ration  Contractors  (LSliCs).  Prime  or  anodme  amtractors  are  responsible  for 
ensurhig  that  their  suboOntractms  are  aware  of  and  contractually  oMigaled  to  comply  with  the 
requirements  of  tiiis  guide. 

5.  Approach:  The  Launch  B*G  is  developed  for  use  hy  oiBsnizations  or  agencies  supporting  NRO 
launches  and  provides  guidelines  for  tte  protection  of  NRO  infmmation  nd  wets  during  IftL 
prooeming.  The  integration  and  launch  process  begins  when  initial  laimdi  requiresnents  are  provided 
to  launch  service  providos  and  ads  witit  post-laundi  turnover  of  the  SV  to  the  applicable  control 
node.  The  follow^  detinitions  apply  to  NRO  informatia  in  die  UhL  environmati 

a,  SV  Openadmis  Dam  •  Information  that  is  not  required  by  LV  inistion  planners  and  win  not  be 
released.  Hiis  includes  infonitation  ttmt  describes  die  SV  operational  mission  in  terms  ofi 

(1)  SV  mission,  objectives,  cqiabilities,  opdtatiohal  limitations,  and  vulnerabilities; 

(2)  Priorities  and  plans  for  space-based  intelligence  activities; 

(3)  CriticaL  unique  to  progron,  advanced  state-of-the-art  hardware  technology; 

(4)  Satellite  constellation  health,  system  needs,  and  rqilenishment  strat^es;  and 

(5)  NRO  operational  infiastructure,  elements,  and  control  noctes. 

b,  SV  Descriptive  Data  -  bfoimation  thst  describca  the  SV’s  shac>  mechanical  characteristics,  and 
structural  dynamics.  Infoimation  required  by  die  LV  mission  plannen  to  successfully  instate 
and  laimcfa  a  Satellite  Will  only  be  released  at  the  NRO’s  discretion. 

c,  Plannmg  and  Scheduling  Dam  -  Infonnation  that  provides  insight  into  the  operational  planning 
and  requitements  of  a  launch  flow. 

d,  Launch  Missia  Profile  Dam  -  taformation  that  describes  the  LV  mission  requirements,  e.g., 
target  otbh,  predicted  injection  acoiiacy,  LV  orbital  mechanics,  urtiniKte,  roll  rates,  coast 
maneuvera,  SV  separation  point,  state  vector,  orbit  igitions,  etc.  In  other  words,  information  i*m»* 
describes  LV  operations. 

6.  NROL  Categories;  Three  Iwnch  clasBificatiOn  policy  baselines  have  been  established  as  launch 
categmies  based  on  existing  national  security  reipiiiements  to  identify  the  levels  of  protection  for 
each  NRO  Uundi.  the  launch  cattigory  is  defined  by  the  SVSPO  at  program  imroductionod 
mqilicitiy  idoitified  in  Program  Reqidremats  Document  (PRDX  Operational  Directive^  etc. 

SVs  may  be  roeategorized  if  the  NRO  determines  that  an  SV’s  requirements  have  niwnyiH  and  diat  a 
Otegory  change  is  appropriate.  SVs  are  listed  by  cat^Oty  in  Section  D.  The  three  launch 

luv: 

a.  Category  A -  The  NRO  programs  in  this  category  require  protection  of  SVOperatiois  Data,  SV 

Descriptive  D^  ad  Planning  and  Scheduling  Data,  to  nicluife  mformation  that  reveals  refligbL 
Launch  Mission  Profile  Dam  does  not  require  protection.  This  category  is  most  restrictive  in 
protectiarequiremats.  Specific  are  identified  in  Seetkm  m. 
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SECTION  I  -  General  Instrnctioni  (Continued) 

b.  Category  B- The  NRO  programs  in  this  categofy  require  protection  of  SV  Operations  Data,  SV 
Descriptive  Data,  and  infonnatian  that  reveals  reflight.  This  cat^oiy  is  less  restrictive  in  tte 
protection  of  Planning  and  Scheduling  Data.  Launch  Mission  Profile  Data  dpro  not  require 
protoriion.  Specifics  are  identified  in  Section  ID. 

c.  Category  C>  The  NRO  programs  in  tiiis  category  require  protection  of  SV  Operations  Data,  but 
do  not  requre  protection  of  most  SV  Descriptive  Data,  Plmning  and  Scheduling  Data,  or  Launch 
Mission  I^file  Data,  hifiaination  that  tevrals  reflight  is  to  be  protected.  This  category  is  the 
least  restrictive  in  tire  protection  of  these  Qrpes  of  infonnation.  Specifics  are  identified  hr  Section 

ni. 

7.  NRO  Lannch  Dca^utOri: 

a.  NROLdeSijpiaton  me  now  used  to  identify  NRO  laundies  and  are  the  official  NRO  launch 
identifier.  An  NROL  designator  mil  be  used  odyonoe.  To  assist  those  integratinig  aixl 
launching  rnultiple  programs  at  one  given  time,  NROL  designators  nuQ'  include  the  category 
identifier^  e.g^  NROL-#(A). 

b.  New  programs  will  be  assigired  an  NROL  designator  and  a  cat^ory  as  tiiqrm  manifested. 

NRO  SV  programs  currently  in  a  launch  flow  that  were  introduced  as  AFP  or  Progran  A...G  rosy 
continue  witii  thdr  onrent  identifio' or  may  change  to  the  NROL  designator  at  an  event  or  time 
as  detennined  by  the  SV  SPO^hC  lannch  teain.  TUs  IPG  includes  AFP  and  Program  A...G 
classification  determinations  to  assist  users  in  the  transition  fiom  AFP/Program  A,..G  usqa  to 
the  NROL  systeicL 

c.  ta  tire  past  the  NRO  used  several  mechanisms, hicluding  AFP  nutnbersatMlPrognuns  A... G 
(formerly  Programs  A-F),  to  protect  infotmatirm  related  to.  multipie  NRO  launch  mtivitice, 
reflidiL  constellmion  size,  arid  NRO  SV  identifiers.  AFP  numbets  and  ftnyams  A...G  are  no 
longer  offirial  launch  designators,  information  classified  utider  Programs  A...G  Or  those  AFPs 
will  be  remained  in  aocordanoe  with  guidance  cpntiutied  .m  ptuagFafdi  20  of  this  section. 

Since  tire  AFP  numbers  and  Programs  A...G  were  used  for  more  than  one  laundi  integration  flow, 
asaociatmg  tbeni  with  information  in  the  I&L  community  mtty  have  revealed  a  Istach  Htn 
number  of  latmches,  launch  rate,  or  platmed  oorstteUation  requiring  protection  of  tire 

association  with  tile  designmor.  Associating  an  NROL  derignator  with  inforinatirm  in  foe  UL 
oominuiiity  is  an  acceptable  risk;  therefiire,  bformation  content  aid  not  the  association  drives  the 
classification. 

8.  ^eneh  Vchick  Dcaigaatori:  Launch  vehicle  tmtivities  are  imclassified  unless  they  reveal 
infiamation  specifically  classified  under  this  IPG  or  other  q^ficable  classifioation  giriHiiiav. 
Reimees  or  ^ipfors  for  spedfic  laundi  vehicles,  e.g.  Than  K-1  fi,  mission  B-26,  AC-1 09,  do 
not  inhere^y  identify  an  SV  program  or  payload.  Likewise,  refomices  or  designaion  for  LV 

configuration,  e.g..  Titan  401,  Atlas  AG-109,  and  Delta  IV  do  not  reveal  an  SV  program  or  payload 
However,  SV  diaractenstics  and  iriission  plaitning  information  may  drive  LV  planning  or  mission 
analyses  to  become  classified  The  classification  tahles  identify  Re-use  or 

refUght  of  an  LV  configuration  or  hardware  set  becomes  classified  if  h  positively  corifirms  that  it  is 
relaunch  of  an  SV  or  SV  payload.  Infeienoro  or  speculation  rckted  to  indicators  of  reflight  is  not 
classified  but  is  handled  as  FOr  Official  use  Only  (FOUO)  iitibnttation  (see  Section  I,  pmrsgrqih  12). 

9.  (U)  Nccil-To4Cn.ew  lafomatioB.:  All  classified  or  FOUO  infotnutipn  must  be  oontroUed  on  a  strict 
“ncedtoinow”  batis.  Dissemination  must  be  made  on  tire  basis  ofa  positive  determination,  by  the 
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SECTION  I  -  GcBcral  lattnictioBt  (C<Hitinued) 

boldo'of  the  infiUmatkni,  dutt  the  intended  recipi^  has  a  denxmstrated  leqiiiiement  for  the 
requested  infonnatioa.  See  Definitions. 

10.  (U)  Substitute  Idcutifien:  Sidtstibrie  ideittifien  are  used  to  avoid  association  snH  claUrificatian 
issues  related  tp  identifying  a  particular  activity  or  operation.  A  substitute  identifier  may  be  any 
combination  of  nuiiibers,  letters,  or  an  imclassified  name.  With  tire  iiiqtianenmtioo  of  tire  NROL 
sy^on,  tire  imclamfied  NROL  designator  will  be  used  to  identify  tire  NRO  laimcfa  activity, 
the  use  of  substitute  identifiers  imneoessaty.  Infixmation  relative  to  SV  cttytirilify, 

vulnerability,  and  operations  nu^  NOT  be  declassified  tiuou^  dissssociation  or  by  use  of  a 
substitute  identifier. 


1 1.  (U)  Special  Aeecas  luformatiou:  Iteins  in  this  guide  adtbessing  information  that  is  Special  Access 
are  idf^fied  witii  a  itinarlc.  The  NRO,  as  tire  originator  of  the  infixmation,  controls  diasemiiretion 
of  tile  information.  All  inframation  oOveied  in  tirese  hems,  either  requett«i  or  discovert  by 
mtepatibn  and  laun^  personnel,  wiU  be  handled  lAW  tire  following: 

a.  (ipinibnnation  that  is  Special  Access  and  is  NOT  needed  fi>r  integration  and  InmchpiBpases 

will  NOT  be  deoompartmented  and  provided  to  the  integration  and  lunni*  oonnnuritty  arid 

requests  will  be  denied.  This  includ^  but  is  not  limited  to,  SV  operations  data.  Anyoire 

discovering  this  information,  ehfaer  deduced,  or  ^lied,  will  protect  it  as  SECRET,  X 1 , 

4,  arid  inmudiarely  notify  the  NRO  tfaroi^  secure  diatmels.  The  NRO  will  determine  the 
requirement  fire  limited  distributian,  or  any  system,  fhdlity  or  penoonel  access 

NRO’s  discretion  and  ptovided  only  whim  absolutely  necessar^.  ThilnDdu^tols  not  limited 
to,  SV  descriptive  data,'planningfsCheduling  data,  and  liunch  mission  profile  data, 

^1  normally  he  released  in  OSL/SV  SFO  endor^  documentation.  Other  requests  fire  this 
infirematioo  should  be  firewarded  to  the  OSL. 

c.  (U)  Infiremation  that  MAY  be  reqmred  fire  integration  and  launch  will  be  determined  Ity  the  SV 

fa;  this  infonnation  has  been  establitired.  Sinoe  sonie,orall,oftiiis 

!  collateral  soourity  system  or 


ere- - 

12.  Eor  Official  liac  Oafy  lufiimutioU:  hkfiremation  that  is  not  classified  but  can  provide  insight 
^NRO  SV  requirements,  characteristics,  and  operations  is  designated  »  “UNCLASSIFIED//FOR 
OFFICIAL  USE  ONLY”  or  “U//FOUO".  FOUO  infiremation  will  be  affireded  prolectioili  in 
accordance  with  the  FOUO  handling  insOnictions  m  Section  IV. 

13.  ^  Intcraet/Intiunct  Use;  All  infoituatidn  maintained  on  a  computer  tyston  connected  to  the 
inteael  has  become  unclassified  public  access  Information.  Under  no  dromstancCs  will  any  NRO 
mfotmatioo  be  p^  to  tire  Intaiffi  without  specific  prior  approval  of  the  NRO.  Unclasufied  NRO 
mfiamationiiy  be  posted  on  motganuMtion’slnttBa,  tire  conmuternetwoit  internal  to  an 
urganiation  ifthe  Intogffi  is  behind  a  protective  firewaU.  Pos^  of  NRO  FOUO  infixmation  to  an 

organization  s  inUgiitf  will  be  haiodled  lAW  the  instructions  in  Section  IV. 

fafbrmation,  hieppectiye  of  classification, 
vnfi  be  at  tire  determination  of  the  DNRO,  DD/NRO,  or  Office  of  Corooiale 

Cr^uiiications  (OCC).  Unilateral  pubtic  release  ofinfirematioi  pertaining  to  tire  NRO  and  lb 

by  progmis,  operations,  and  launches  is  expressly  prohibited.  All  NRO  related  public  releases, 

wnraiier  (joveranrent  or  Contractpr  origmated,  must  be  coordinated  with  the  NRO’s  OCC. 
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IS.  Riak  Menncmcat: 

a.  The  Dhector,  NRO,  and  the  Difcjctor,  NRO/OSL,  as  QCAs,hu|yees|^luhedariskinaiiagenieot- 

The  ultnntte  goal  is  effective  and. 


b. 


iiigiacts  asSodated  with  traditional  regulatory  requiiaiieats. 


cos6  and  operatkoal 


classified  information  nuQr  cause.  Also,  different  donents  of  mfennation  unthin  theaanie 
clamficatibn  le^  can  result  in  rfiffemu  ingMcts.  Even  the  time  in  wludi  clastified  mfemaHnn 
iaeiito  dedimfied,  downgraded,  or  oontpiOimsed  during  the  intention  and  launch  flow  can 
be  a  significean  factor. 

c.  Users  aire  notot^  encouraged,  but  are  expected,  to  identiOrsyston  and  operational  Gopifitions 
feat  may  be  reducing  the  effectiveness  of  security  protectitmineasines.  Early  recognition  of  nich 


progrems: 
paragraph  23  of  this  section.) 


d.  From  time^o-tiine  it  m^y  be  necessary  for  tiie  lAL  community  to  nibmit  a  re(|uest  for  waiver  ml 
deviation  from  tile  daSSiiicBtionrequiieinreits  of  this  IPG.  R^onalefw  a  waiver  request  wfil  be 
closely  scrutinized  and  will  only  be  approved  (1)  if  the  security  mfiastructiire  is  not  in  place  to 
(notect  mformatipn  as  requhed,  (7)  if  fee  program  would  incur  undo  cost  Or  schedule  inmiicls  to 
mhance  fee  security  infiasttucture,  and  (3)  iftheNROdetenidnestiiat  assets  gre  not  exposed  to 
unacceptable  levels  of  security  risk  by  granting  the  request  for  waiver. 

(1)  All  requests  for  waiver  feall  be  ferecfed  via  secure  means  to  tiie  OSL  Director  of  SeoiriQr 
and  shall  indiide  (a)  a  reference  to  fee  classification  call  fe  qiiestioq,  (b)  rationale  for  the 
requested  WtiVer,  (c)  an  explanation  of  proposed  security  methods  to  be  implemgrited  in  lieu 
of  the  waivered  security  requirement,  a^  (d)  a  security  risk  analysis  that  includes  a 
description  of  fiie  security  measures  that  will  be  isqilemented  to  ensure  an  scCgitaMr  level 
ofsec«n%riak, 

(2)  Requests  for- Waivicr  must  be  submitted  wife  sufiSdem. time  prior  to  an  Operational  or 

impianenfetion  reqitirenieiitj  a  minimum  of  90  days,  to  allow  for  coordinatioin  wife  the 
appropriate  NRO  5V  SPO.  Users  must  comply  wife  til  provisions  oftins  IPG  until  a  request 
for  waiver  has  been  granted,  in  writing,  by  tte  QSL  or  other  appropriate  autimrity. 

Secnrfiy  (O^EC):  An  inmortantpart  offee  NRO’s  risk  manageriient  philosopfay  is  the 
application  of  OPSEC  principles  to  reduce  gyst^  vulnaabiljpti.es  to  an  accqitable  level.  OPSEG  is  the 

reveal  Classified  I&L  infonnation.  A  key  elemoit  of  OPSEC  in  the  l&L  environmem  is  the  kfenfe^on 

and  control  of  unclassified  indicators  and  observables  itiiich  could  provide  an  adverttiy  wife  insitiit  into 

tiassified  NRO  S  V  activities,  plans,  or  rmerations. 

a.  The  NROI&L  risk  nianagjementifeiloSOphy  includes  an  OPSEC  oimoach  to: 

(1)  Identify  NRO  I&L  activities  tlmt  oompromise  classified  information  cr  feat  expose  bi^ 

value  hardvvare  to  an  unacceptable  level  of  risk  and  ^  can  be’obsoved  by  knowledgeable 

adversaries. 
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or  pieced  together  to  derive  classified  infonnsfLion  in  tini^  to  be  iatelul  to  adversaries. 

(3)  Select  and  implqnent  measures  that  mask  or  olisoiire  selected  NROUfcLacdvitin  and 

therefore  reduce  the  Ifiielfiiood  of  adversary  observation. 

b.  The  OSL  requires  all  participants  in  NRO  launch  related  activities  to  establirii  a  sound  security 
inogrsrn  thm  hK»rpotB^  ra  OPSEC  anmach  conristeni  with  govermndit  rugulatkns,  dm  NRO 
Contran  Security  Specifiration  (NF4,4702),  or  other  contract  security  specification  (eg.^  DD 
FMm  254)  as  applicabie  to  their  organization,  Quesdons  related  to  I&L  OPSEC  reqiiitcmeats  Or 
ingrletnentatioti  meanjres  should  be  directed  to  the  OSL. 

17.  Claasifiratiait  Marldag:  Classification  desigrutioos,  titne  lirn^  derivative  marking  ptocednies,  and 

other  requirements  of  EO  12958,  tire  to  be  allied  to  infbnnatkm  Classified  pinsuant  to  this  guide 
lAW  DoD  5200.1rR/AFI  31-401  and  DoD  5Z20.22-M,  Naiiotuii  Jnduslrial  Sewily  Program 
Opfratbtg  MeuwoL 

18.  Chaa^tioa/Dceiaaaiflcation  Instrnctiona:  Classification  designations  specified  in  this  are 
idc^fiedwith  for  SECRET,  and for  UNCLASSIFIED.  Information  handling  instructions, 
such  as  “Serfbr  Sensitive  Comparttnented  bfotmation  (see  paragrnrh  II)  and  “U//FOUO”  for 
lMCL^SIltTED//FOR  OFFICIAL  USE  ONLY  (see  paragraph  12)  are  also  used.  Classification 
tables  in  Section  In  assign  clasrificatian  leVeL  identic  the  appropriate  classifimsion  rrason 
lappropriate,  and  provide  declassiftcation  insUuctions. 

a.  ^TheclassifiCatiooreasonisidentifi«da8“l,4”(fortheameodedEO I2958Sectibn I.5)plus 

the  letterfs)  conesponding  to  the  appropriiae  classifiGatiaa  category  in  the  EO  12958,  c.g.4 1  J{b) 

Acceptable  categories  or  reasons  for  classi^ing  information  are: 

1.5(a)  Mili^  plans,  weepaos  systems,  or  operations; 

1 .5(b)  ForUi^  government  iiifonnatioa; 

1.5(c)  InteUigenoe  activities  (including  special  activities),  iiiteIHgnce  soincm  or  methods,  or 
ciyptology; 

1.3(d)  Foreign  relations  or  foreign  activities  ofthe  United  States,  including  confidential 

sources; 

1..5(e)  $ciratific,te(^logical,  or  economic  matters  relating  to  die  national  seewity; 

1.5(f)  United  S^Goyernm^progtmns  for  safoguwdmg  nuclear  materials  or  fad’iitiestmid 
lJ(g)  Vulnerabilities  or  capabiUties  of  systems,  installations,  projects  or  plans  relating  to  the 

nabonal  security.  . 

b.  I^assifi^on  ^i^ons  are  either  identified  as  a  specific  evtiiSIt  or  activity  or  an  eaeinptian 
c^goiy  If  die  ^orination  has  been  exempted  fiom  automatic  declassification.  When  a 

date  wifom  lOyean  cannot  be  established,  the  classifier  wiU  apply  the  date  that  ^0 

3^  from  dw^^f  dM  origmal  dedsion.  Upon  detemunation  foat  the  information  nnist 
iMiam  defied  beyond  10  years,  the  classifier  wifi  apply  the  letter  plus  a  brief  recitation  of 

P*”  ^  tfonfoer  that  corresponds  to  tht 

catynyfies)  from  Section  1.6(d)  of  EO  12958.  Manual  RevKwdedasSificatioa  code  riuuld  be 
used  w^ray  vapety  of  manual  review  needs  to  take  place  before  declassification.  Ail«n«hi« 
cxftinpuoiks  tffe  innxTtuitKm  would: 

XI  Itevedm  intelligence  source,  mefood,  or  activity,  or  a  ciyptotopctyslem  or  a^ 
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SECTION  I  -  General  Inatnictions  (ContiniMd) 

X2  Reveal  mOxmation  that  would  assist  in  the  developing  or  use  of  weapons  of  mass 
destnictiOo; 

X3  Reveal  ihlbiinatian  that  would  impair  the  devekqment  or  use  of  tedrology  within  a  United 

Sunes  wnqxms  system; 

X4  Reraal  United  States  n^itaiy  plans,  or  national  securiQ'  emeigmcy  preparedness  plans; 

X3  Reveal  foreigD  govenunent  inWnation; 

X6  Damage  relations  between  the  United  States  and  a  fixmgn  goveremcat,  reveal  a  eoofidential 
Sourre,  or  seriously  undermine  dtplomatic  activities  Out  are  rresonabiy  expected  to  be 
ongoing  for  a  peri^  greater  than  10  years; 

X7  bnpw  the  ability  of  responsible  United  States  Government  officials  to  protect  the  Preadent, 
foe  Vice  Piesidait,  and  other,  individuals  for  whom  protection  services,  in  foe  interest  of 
national  seewity,  are  aufoorined;  or 
X8  Violate  a.stabite,  treaty,  nr  international  agreement 

c.  Classified  information  shall  not  be  declassified  automatically  as  a  remit  of  ary  imy  inwiT^H 
disdosure  of  identical  or  sinularinfbrmiatifln.  Unaufoariaed  disclosures  will  be  reviewed  1^  foe 
OSL  to  detremme  appropriate  and/or  neoessny  oouise(s)  of  action. 

19,  Contraetpr  Proprietary  laformatlan:  \lffien  a  oontraefor  releases  proprietaiy  information  to  fiie 
GovernmiHit,  foe  conttactor  will  marie  the  mfornufoon  ai^iropriately  and,  if  necessary,  inforin  foe 
recipients  of  required  protection  measures.  The  Govermnent  has  foe  responsibility  to  protect  foe 
information  in  aooordance  vrifo  foe  oontraCtor’s  giiidanoe. 

20,  ProviorrSly  Getiafatodl  lafonnatioa:  This  IPG  dumges  foe  dassificadon  .requirements  for  some 
information  items.  Archived  dooutnenis  that  were  Oreated  and  classified  uruia'  previous 

prior  to  the  effective  dale  of  this  IPG,  need  not  be  remarked.  Aify  neVriy  created  documents, 
including  extractions,  changes,  revisioas,  and/or  updates  of  documents  classified  under  previous 
guidance,  must  have  current  dassificadon  maridngt,  to  include  of  this  IPG  as  foe 
authority. 

21,  Compibtion  of  Information:  A  compilation  or  aggregadon  of  items  of  infbrmadon  which  are 
individu^y  undassified  may  be  classified  if  foe  oornpiled  infornodon  teveab  an 

association,  relationship,  of  piece  of  infixmation  that  meets  foe  standards  fir  damificadon  unda- foe 
tables  contained  in  this  guide  and  fo  not  otherwise  revealed  in  foe  infovidual  hi™  of  inforeiadon. 

For  example,  certain  mfotmidan  reftrenoed  in  this  ffG  vriiea  standing  alone  is  imdmsified; 

however,  this  information  may  be  clasdfied  or  FOUO  when  associated  with  mtelligwii*  ooromunity 
avet^teoarmaissanoe  ortheNRO.  b  is  the  individual’s  responsibiiity  to  tniikecongiiiadon 
classification  detorminaticoS.  When  neees$ao',OSL  will  assist  with  any  conmilatipndasaification 

dedskms. 

.21  Claasifieation  Rcconuacadations:  ^ 

a,  lAW  EO  12958,  users  of  NRO  mfoanudem  who,  in  good  fiufo,  believe  thu*  ib  cbusification  is 

irqxoper^ttv  enooutaged  and  eiqiected  to  challenge  foe  dmsificadoo  of  the  infbrmadon.  If 

progress  in  any  phase  of  system  develeqxnent  indicates  dud  dassifijcgdon  changes  are  appropriate 
and  advisable,  documented  tecornmendadons,  to  include  informal  recnmmenHjiiion*  should  be 
submitted  to  the  OSL,  whi  A  will  coordinate  with  the  aifolit^ie  NRO  SV  SPO.  Assistmoe  in 
maintaining  current,  effoctive  and  adequate  classificadcm  criteria  is  solicited  of  all  parfidpating 
government  and  industrial  organizadons.  See  paragrqfo  15d  in  this  section  for  on  one- 

tiitie  waivers. 


16 

FOR  UPFltlAL  ISe  ONLY 


Approved  for  Release:  2018/12/21  C051 02047 


C05102047 


Approved  for  Release;  2018/12/21  C051 02047 


NROLnmiA  IPG  TOR  UHilLUL  UflE  ONLY  -  20  July  1999 

Chimge  1, 7  April  2000 

SECTION  I  -  General  laftraetiOBS  (Continued) 

b.  The  QSL  shall  be  notified  when  die  aoamey  of  an  assigDed  classification  is  questioned. 
Infinniation  shall  be  protected  lAW  this  guide  pending  reply  to  the  inqui^.  The  inclination 
shall  not  be  regraded  ot  declassified  unless  so  directed  the  OSU  wfakb  will  ooesdinate  with 

the  applicaUe  NRO  SV  SPO. 

23.  Rcportii^  Program  VnlaerabilMes  and/or  Weakacascs:  Individuals  who  believe  they  have 
idmtified  a  potential  vulnerability  or  weakness  to  an  NRO  SV  program  will  smign  a  tentative 
classification  of  SECRET  to  the  infonnation  and  immediately  contact,  via  secure  oqmmunicatioos, 
the  OSL  for  fintiim  guiidanoe.  The  OSL  is  the  focal  point  for  integration  and  laimch  classification 
issues  and  Odll  coordinate  with  NRO  SV  SPOs  Ibr  resolittion.  The  NRO  will  evaluate  foe  validity  of 
die  concern,  assign  a  dassifirotion,  reason  for  classification,  and  downgrading  instructions  to  die 
infonnation  and  take  other  actions  as  necessary. 

24.  Reportiag  EKcHatioBs:  Partidpants  in  foe  intepation  and  lumdi  of  NRO  SVs  shall  iqxxt  all  diiect, 
purposeful,  or  probing  elicitations  by  my  individual,  regardless  of  nationality,  to  gun  insight  into 
dasSified,  FOUO,  business  proprietary,  or  tiotMelet^le  technical  information  regarding  NRO 
pn^rarns,  activities,  or  operations  beyond  the  scope  of  their  need-to-knOw.  Qicitation  attempts  may 
be  made  by  visitors  to  any  of  foe  orgariizations  imder  the  auspices  of  this  guide  or  vfoen  I&L 
participants  ate  vinting  <^er  organizations,  either  foreign  or  domestic,  or  auencUng  symposia, 
seminar^  exhitutiona,  conferences,  etc.  The  report  to  NRO/OSL  must  indudC  dm  napefs),  position, 
nreaCs)  of  mterest,  date,  and  place  of  occurrence,  as  ucU  as  the  name  and  telephone  number  of  the 
rporfoig  individual. 

25.  Claatilicatioi  Conflict  Rcaolntioa:  This  IPG  is  applicable  to  the  integration  and  laumfo  of  those 
ac^ties^identified  m  Section  Hi  Category  Assigunent  Table.  Conflicts  between  this  and  any  other 
guides  will  be  addressed  to  die  OSL.  The  OSL  is  the  focal  point  for  integration  and  launch 
classifiti^  issues  and  will  coordinate  with  NRO  SV  SPOs  for  resolution.  Pending  resolution  of 
the  conflict,  information  will  be  protected  rtt  die  highest  classification  given. 

26.  lUprodUction  arid  Dascuiaatioa:  Local  reproduction  of  this  guide  is  niithnrinwl  AU  program 
documeiits,  whether  classified  or  unclassified,  including  this  IPG,  will  be  given  minimum 
distribution  consistent  wifo  operational  requirements,  rieed4o4aiow,  and  sound  security  practices. 

27.  Clasaifleation  Caireacy:  The  OSL  will  make  revisions  to  this  guide  by  distributiiig  corrected  p«gx 
(or  inaeition  m  place  of  siqierseded  pages,  issuing  pen  and  ink  changes  or,  when  oonsideaed 
appropriate,  issuirig  a  completely  revised  ^de. 
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For  Official  Use  Only  HandHiig  Ins^dioiis 


a.  (U) ‘‘For  OfBciri  Use  Only”  (FOUO)  is  officirigovtnuneat  information  that  di>es  noting 
requirements  for  classifitiBtida  but  still  requires  protectioiL  Aa  such,  FOUO  is  n  iaiministntive 
maridng  that  is  used  to  limit  disseminatioa  of  certain  categories  ofunclassified  information  fiom 
public  disclosum. 


in^mnatian.  Such  release  does  not  constitute  aiidiority  for  its  pid>licaii(»  and  a  to  diat 

ef^  should  be  a^srited,  such  as:  ‘The  infbriiiatioa  containied  herein  is  for  the  excledye  use  of 
(name  of  recipient)  and  is  not  for  finlher  distribution.”  Ultimate  reqxmsthilily  for  die  protection  of 
FOUO  infonnatkm  from  public  release  lim  with  the  user,  who  will  be  held 


Infonnstion  Act  (U.S.C.  552).  Most  FOUO  infoimstioa  generated  m  handled  in  support  Of  the  NRO 
wffl  be  mcenfot  from  mandatory  disclosure  under  exempitipna  3  and/or  5.  d.  (U)FbUO 

information  may  be  rdeased  to  the  pubKc;  however,  the  Goyemmeitt  murt  review  it  prior  to  its 

release.  FOUO  infoimadon  must  be  reviewed  by  die  Contracting  Offioerh  Tedaiical  Representative 

(COTR)  and  the  Contracting  Offioer‘s  Security  Reprmentative  (COSR)  prior  to  release. 

-GQ  MarUngk 

a.  (U)  An  tmclassifieddocwnent  containing  FOUO  information  vrill  be  mirked 

‘‘UNCl^SIFIEiy/FOUO”  on  the  outride  of  the  front  cover  (if  anyX  on  ^  first  page,  on  radi  pEr 
axurir^  FOUO  infonnttion,  on  die  bade  page  and  on  dw  outside  of  the  back  cover  (if  any).  For 
convenience,  all  pages,  even  those  thm  dp  not  oontam  FOUO  infornuUion,  int^  be  marked  in 
documents  generated  by  an  automated  system. 

b.  (U)  Individual  pottiona/Raragpqihs  m  unclassified  documents  that  contam  FOl  in  mfhrm«ti«n 
my  be  ma^  wifo  ‘TJ//FOUO”  to  alert  users  and  assist  in  review.  Documents  prepared  lor 


the  NRO  includes  the  Government  and  its  ocntractois. 

c.  (U)  brividual  pages  within  a  chtssified  document  that  contain  both  FOUO  and  classified 
fofotmation  will  be  tnatied  at  the  top  and  bottom  with  the  highest  sedrrity  niawifiration  of 
mfrmnanw  ^ppearmg  on  the  page.  Individual  portiana/paragraphs  containing  FOUO  ■•nfhiTnrf«»  but 
no  classified  inlbrniation  will  be  inariced  ’TJ//FOUO”. 

d.  (U)  The  Cdver  or  the  first  page  ofunclassified  documents  containing  FOUO  information  will  be 

marked  widi  the  following 


1 

*\V 

1 


HgdCeBpCtpngrt 


',1  w 


rims  Cede  Oiangid 


-(Wald  Cade  Oiawimd 


3^ 


m 


exempt  FROM  MANDATORY  DISCLOSURE 
md^  the  FOLL  Exemptlotu  (b)(3)  and  (b)(5)  apply 


::  ('  ■ 
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SECTION  V  -  DefinHloiu  (Continued) 

e.  CO)  Certain  clanified  material  will  be  downgraded  by  die  Oiigmal  ClanificatianAutfaori^  to 

IINCLASS1F1ED//FOUO.  When  claasified  material  approved  Ah'  de^dasaificmipn  to  U//FOUO  it 


trrosmt/dissohimde  FOUO  infonnalioo  internally,  to  each  UJS^  Gbvaimi^donvoMntt' 

and  officials  of  U.S.  Govonment  ootnpaoents  vdio  have  a  l«!giriniiiti«  need  for  the  infimnatioa.  The 
following  gnidelines  apply: 

L  (U)  FOUb  infomiation  may  be  discussed  over  non-aeairfe  tdephtwea  and 

instrmnerits.  Cordless,  cellular  and  inbbile  tdle(diaiies  should  be  avoided. 

b.  (U)  Secure  focsiinife  is  the  prefarodmefood  of  fox  transmissioin;  however,  FQUOinfornudion 

inay  be  transmitted  over  noneecute  focstmile  equipment. 

c.  (O)  Documents  or  facsiiniletimisiiissiqqsoontaiiimgFCXJO  material  or  vvitfa  FOUO  material 
attached  must  be  marked  to  identify  any  FOUb  contents  or  attachments. 

d.  ^  (U)  FOUO  mfonnatioia  may  be  seitt  via  US  Postal  Service  or  oonanereial  carrier  as  long  as  the 
shipping  package  is  not  niatked  as  containing  FOUO  material. 

e.  (U)If  amhoti^  by  the  COSR,  FOUO  infonnationmi^  be  transmitteid,  processed  and  stored  on 
Gocpcnnte  or  private  Automated  Infotmadon  Systeins,  electtxmk  mail,  and  other  similar  systems  or 

tietWwks..  RequesU  for  authorisation  should  be  submitted  to  the  PSO  along  with  jusdiiadian  Aid  a 
written  plan  describing  hoW  FOUO  data  will  be  protected.  Holden  wiU  ug  use  userall,  genend, 
broadcut  or  imi  ver^  mail  addresses  to  distribiite  FOUO  informatkm.  FOUO  infonnitian  vnll  not  be 

posted  on  the  taternet  on  home  pages,  bulletin  boards,  or  any  oflier  public  fotinns.  FOUb 
^K^on  mmr  NOT  be  used  with  persontdly  owned  bternet  accounts.  See  Item  6  below  for 
qiproval  lequirement). 

f.  (U)  FOUO  information  may  be  rqnoduoed  on  unclassified  copiers  or  within  designated 

govettiment.or  oontractor  reproduction  areas,'  , 

g.  (U)Di^Woriungbout^  FOUO  inforrnation  shall  be  used  in  a  maimer  that  limits 

•MMM  Imt  •SAMMaM  ,4^  _ -•.a  «•«.....  _ 


andvdiro  internm  building  securi^  is  provi^  FOUO  material  may  be  filed  with  othw  mnaaasffiod 

records  in  unlodted  files  or  desks.  When  there  is  no  internal  buikimg  security,  locked  buildings  or 

roOT  vtil  prm^  adequate  aftorhouts  protection  or  the  material  can  be  Steed  m  locked  receptacles 
such  as  file  cabinets,  desks,  or  botdccaaes  ■ 


l^^podWee.  _  _ 

a.  (U)WlKo  no  longer  needed,  FOUO  irdtbrmmion  should  be  diflxrsed  of  in  ampler  to  hinder 

"***?™®*‘‘^  Plmang  m  a  iw^ 

container  or  by  mitializing.  dqpiiBwing  or  shredding  nu^ngrtf 

b.  W  FOUO  rnatetialmuy  be  recycled.  Safeguard  the  FOUO  documente  or  information  until 

recyemg.  Recycling  contracts  must  include  agreements  on  how  to  protect  atul  destroy  FOUO 
material. 

*^000  status  can  only  be  accomplished  by  the  government  originator.  The 
COTR  and  the  COSR  wiU  review  and  remove,  or  authorize  the  remo^  oC  FOUO  status  for 
mfomudion.  "  ' 
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.(y)  yPiBAoriM  PjKlorarib  Goyapmat  and_C«itre^j^^  FOUO _ 

inibnntfkm  undCT  tihcff  oootnri  imautharized  di^oswe.  dovernment  Goidncu>r 

organizations  must  inform  the  COTR  ud  the  COSR  of  ai^  uiuuiihorued  disclosures  of  FOUO 
infoiihation.  Unaufootized  disclosure,  intentional  disregvd  or  gross  n^gepce  in  the  handling  of 
FOUO  infmmation  does  not  constitute  a  repoitahle  secinity  violation.  However,  the  responsible 
organization  should  mvestig^  and,  when  substantiated,  take  appropriate  disciplinary  ttctiotL 
Unauthorized  disdosure  of  FOUO  infotniation  contaming  Privacy  Act  information  thay  alan  result  in 
civil  or  crintiiial  saiictkMis. 

6.  ^  Imp^cntfaig  InstraetipM  for  FOUO  on  Undaasiflcd  Systems:  In  the  event  NRO  FOUO 
informmrOn  is  to  be  placed  on  imdmsified  system  or  |ietwo>k,'tiie  reriuestOr  will  submit  written 
justification  and  sqqxifting  protection  plan  to  the  COSR  for  reproval.  The  plan  will  detail  how 

FOUO  information  will  be  prUtected  ftOm  iniaiuthoirized  aeoBss  raid  /  or  release  while  tesidqrt  on  the 
unclassified  systent  The  Protection  Plan  will  include: 

-  DescriptiorL  Gerrersl  size  and  description  of  the  network  /  undassified  sytem 

•  Location  of  Network. 

•  Cmirrolling  AuthoriQr.  Description  of  Entity  controlling  rmtvrark 

-  Access  Controls  Emplrqred.  Description  of  administrative  procedures,  m  well  as 

mechatiisms.  used  to  restrict  access  to  FOUO  files /infnnnstinn  to 
^  netwosk  must  provide 

THIS  PAGE  INTENTIONALLY  LEFT  BLANK 

rnecharfistns  to  uniqudy 

identify  and  authentiosite  the  users.  The  network  structure  must  define  and  control  access 
between  rrmried  users  and  narned  objects  (e.g.,  files  and  ptognnbs). 

-  Intenret  Crmnectivity.  Description  of  arfy  cOtmections  and  controb  employed.  Note:  Data 

transmission  over  the  bite^  will,  employ  commercially  avaUable  eticiyption  or  other 

similar  mediodology  which  can  be  reasonably  expected  to  prohM  foe  data  fiom  being 
obtained  Ciiijacked")  by  imraithorized  users. 

•  Description  of  Audit  fixtures.  Auditing  is  not  a  requitonetit,  bid  desoibe  featmes  if  used. 
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SECTION  V 

Definitioiu 

Air  Force  bstnictioa. 

Air  Forte  Prograin. 


Air  Forte  Satellite  Control  Netvrork.  Tbe  AFSCN  controls  over  SO 


adtertnUdmfw  DoD.  NASA,  and  the  lotted  It  consists  of  (1) 

two  operatkmal  control  nodes  kxiated  at  Sciuiever  Air  Force  Bnse.  CO.  and 

-  -  *  *  A  -  ■** ^  A  .  •  jn  A  M 


CAj  (4)  qiaw  v^de  checkout  ftcilities  at  rcAs.  and  VAFB,  CA;  and 

(5)  coinmtjtnicadons  connectivity  among  diese  locaitiooa. 

Aetoapace  Ground  EqpiipmenL  Any  electrical  (EAQE)  or  mechanical 
(MAGE)  andllaiy  etyupmnit  to  support  tfie  flight  hardvwe  This  mty  include 
test  sets,  btttayoonditioiiers.  or  ad^tters.  All  eqiityMient.  exduding  Real 
Property  b>stalledEquh;mient(RPiEi  necessary  to  support  a  qtacelifttystdn 
thitiiigbaut  production  processing  and  laund)  operations 

The  spacecraft  coimiand  and  control  dement  that  respontibility  fi»r 

tite  command  and  control  of  the  spacecraft  tiler  launch. 


Aerospace  Support  Eqiupment  The  ASE  consists  of  the  hardware  ad 
software  that  provides  the  physicd  ad  ftmctional  interfhoe  of  the  SV  and  die 


Contamii^on/Colllsian  AvddanoeTiaeu^^^ 

ConnnunicatiMs  Security  •  the  protective  measures  tiii«n  to  deny 

uniahoriza  persons' access  to  informatia  derived  fitatelecornmun^  , 

of  the  United  Stales  Goverinnat  rdated  to  haticnal  security. 

Dqurtment  of  Defense. 

Evolved  Expendaie  Launch  Vefaide  the  Air  Force,  as  the  D6D  lead  agacy 
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SECTION  V  -  Definitlois  (Continued) 


fx  (eqxndable  launch  vehicles,  nutiated  sih  EELV  pungram  that  will 

eventually  replace  the  currant  medium  and  heavy  lift  vehicles.  The  EELV 
Prognon  concept  is  mvisioaed  to  be  a  single  fiunily  of  laupdi  vehicles  with 
^goificantly  improved  reliability,  t^ierabiiity,  and  cost  over  currant  US 
expendable  launch  vehicles. 

EMC 

Electromagnetic  Coinpatibility. 

EMI 

Electromagiietic  Interference.  Any  EM  disturhance  that  interrupts,  obstracts, 
or  otherwise  decides  or  limits  the  effective  perfonnance  of  electronics  or 
electrical  equipmem  It  can  be  induced  intentimially,  as  in  some  fimns  of 
electronic  warfare,  or  unintentionally,  as  a  result  of  spurioiM  emii«wv»«  and 
responses,  intermoduladon  products. 

EO 

Executive  Order. 

External  View 

See  SV  Launch  Configuraticm. 

FOIA 

Freedom  of  tofonnation  Act  The  FOIA  requires  that  Executive  Branch 
agencies  respond  to  requests  ftr  infbnnadon  fitm  the  public.  Requests 
submitted  to  the  NRO  are  processed  tfarouj^  MSftO/IARC. 

FOUO 

For  Official  Use  Only. 

FTS 

Flight  Tenhination  System. 

GSE 

Ground  Support  Equipment  Ground  eqiupmein  required  to  perfixm  spaoeHft 
mission  Operations  and  maintenance.  Consists  of  AGE  and  RPIE.  GSEcnbe 
either  common  Use  (e*,  ringe  GSE)  or  dedimted  (e;g„  Titan. 

I&L 

Integration  and  Laun^. 

ILC 

Initial  Launch  Capability. 

Internet 

A  set  of  oomputeis  that  are  networked  together  throughout  the  vrorid. 

Intiahet 

A  set  of  cCiiqiuters  that  are  netwmked  together  behind  an  ofganizatioa’s 

ftrewall. 

IPG 

Monnation  Protection  Guide. 

IRON 

Inter-Range  Opertdians  Nwnber  -  a  fbuiHligit  number  used  to  schedule  and 

identity  AFSCN  ropport  ftir  booster,  lamch,  and/or  on-mhit  operations. 

Launch  Date 

Date  when  a  space  launch  ia/was  scheduled  to  occm;  year,  quarter,  nvonth,  i 

week  or  day.  < 

LaiU^Musion 
Profile  DaU 

Information  that  describes  die  L  V  mission  requirements,  target  orbit 

predicted  injectiori  accuraity,  LV  cubital  mechame^  attitiide,  roU  rales,  coast 
maneuvers,  SV  sepaiatloo  point,  stale  vector,  orint  t^oos,  etc.  In  other 
words,  information  diat  describes  LV  opentimis 

Launch  Timie 

The  planned  launch  time  is  usually  die  opening  of  the  launch  window 

Launch  Period 

A  time  span  (that  envelopes  the  Immdi  wmdow)  dunig  vrindi  an  LV  launch  is ' 

intended  to  occur.  Used  to  define  the  hegihnmg  aiut  wvt  nf  p|far 
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Launch  Window 


Missian  Dinctor 


Nced-To-Know 


advanw  warning  ootices  when  ahipa,  ainaaft,  trains,  nd  petsconel  aie 
prohibited  iiiofn  die  restricted  haziatloiis  area  or  zone. 


>i<^ucu  iiGnua,  iDciumng  cniranan  anvpr  tune,  during  which  a  qsaoe' 

launch  must  oocnr  to  satisfy  tedaical  constraints  and  requirements,  llie 
launch  window  is  based  on  LV  ctpaUlhies  ttd/or  SV  tequiinnqrts, 
Laundi  Gnnmunicatians  Office.. 

LaunidiOnNeed. 

LaunA  Systems  Integration  Contractor. 

L^ch  Vehicle  -  consists  of  die  entue  upaoe  delivery  system  inriiwti.i£_  as 
appropriate,  the  booster,  core  vehicle,  igi^ier  stagey  and  the  pgyload  fthing 

Mission  Control  Center. 

Director,  OSL,  as  die  Mission  Direct^’,  is  the  final  authOtiQr  Ibr  all  NRO 
apaoe  launch  systems  Cornmit  to  Iniindi::  Tte  Mission  Director  is 


countdown  and  suooenfiil  SV  deployncnt 

A  detennination  made  by  an  authorized  holder  of  classified  or  FOUO 
information  that  a  proapective  recipient  re(}uiies  access  to  specific  information 

order  to  perform  or  assist  in  a  lavifid  and  authorized  function 


NRO/OCC 


NRO/OSL 


OPSEC 


Pathfinder 


Nitional  ReoonnaisMnce  Office  LauncL  As  used  in  this  document  the  term 
includes  both  NRO  launch  activitiei  and  the  NROL  designator.  NROL 

designators  are  used  to  identic  an  NRO  lautob,  NOT  an  NRO 
vehicle. 

Natiohri  ReoonMisraiice  OffioeAJffice  of  Corpora  The 

My  office  within  the  NRO  widi  the  audtority  to  pidtlidy  release  unclassified 
information  related  to  NRO  activities. 

National  Recomuiisainioe  Offioe/Offioe  of  Space  the  OCA, 

An  ih^duaLaudiorlred  in  writing,  either 

by  the  Fresiderit,  or  by  agency  heads  or  odier  officials  darienattud  by  thf 

Presidrat,  to  classify  infoniiation  in  foe  first  mstanoe. 

QpQntmg  Division  4,  a  user  of  foe  AFSCN  and  operator  of  several  AreCN 

MCCf. 

Operations  Security. 

See  NRO/OSL 

A  t|^  to  verify  the  compatibility  of  foe  LV  elements  with  each  other,'  ground 
fiaalitiei,andAGE 
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Payload  tlKhaidwsreita](s)CiiTi<diiit0  5paoet9theSy  topCTfoimanoperMiooal, 

rnearcli,  or  test  missioiL 


Planning  and 
Scheduling  Data 

PLF 

POCC 

Progtatn 

Public  AQceas 
In&rmation 


Real-Time 


Refligbt 


S 

SAF/SL 

SAF/SO 

SAF/ST 

(y)scG 

(U)SCI 

(U)SCTS 

(U)  Sensitive 
bifonnation 


Infonnatibh  that  provides  insight  into  the  operational  planning  and 
requiianenb  of  a  launch  flow. 

Payload  Fiuring  -  an  aerodynamic  shell  used  for  environineiital  protection  of 
tile  SV  during  ascent 

Payload  Operations  Control  Carter. 

The  facilities,  equipinent,  hindwate,  software,  fonds,  pdaonnel,  and  activitio 
mvolved  in  a  OOnoerted  effort  to  achieve  a  predetermined  misaioat/objectiive. 

Opoi  source  information  is  publicly  avail^le  infitmation  (i.e.,  any  member 
of  tte  public  could  lawfolly  obmin  the  infbrmation  by  request  or  observation), 
K  well  as  other  unclassified  mfonnation  tirtf  inay  have  limited  public 
distribution  or  aooesi  Open  source  iitfotmation  also  mcludes  any 
information  that  may  be  i^ed  in  an  mdassiSed  context  without  oompromiamg 
natirmalsecuiiQr  or  inteiligaioeadinees  and  methods.  If  the  information  is  not 
publidy  available,  oeriain  legal  requironents  relating  to  coUection,  retention, 
and  dissemination  may 

Refin  to  the  data  collected  as  an  event  occurs,  the  resulting  data  is  tfaereafler 
referred  to  as  actual  or  reoI4^  verms  planned  or  theoretical  <tt« 

Any  verbal  or  written  reference  to  a  lelationshq)  between  one  or  mote 
launcbes  that  provides  a  definitive  statement  tiiat  two  imrlvfts  carry  the  same 
type  of  SV.  Examples  ofdefinitive  statements  are: ‘moi^  XX  SV  is  the 
same  as  of  NROL-YY  SV"  qr  The  K-XX  SV  s  a  refUght  of  the  S  V  flowii  on 
B-25" .  Infetenoes  Or  spedilatxms  based  on  LV  oonfiguration  are  not 
considered  oonfinnation  of  SV  teflighL  An  LV  that  consists  of  a  simihv 
configuration  (hardware  software,  procedures,  processes,  ASE  GSE  etc.X  and 
that  may  be  supported  by  the  same  personnel,  as  a  previotsly  fiown  LV  is  an 
example  of  LV  teflighL 

SECRET  security  classification. 

Ofiioe  of  the  Secretaty  of  tiw  Air  Foroe/Speoe  Launch. 

Office  of  the  Secretary  of  the  Ah’ Force/Space  Operations. 

Office  of  the  Secretary  of  tiie  Ah  Fone/Scienoe  &  Technology. 

Security  Classification  Guide. 

Soisitive  Compartmented  faifiamation. 

Space  Cargo  Transportation  Sysmm. 

Any  infbiiUotion,  the  loss,  misuse,  or  modificatiop  of  which,  or  unauthorized 
access  to,  could  adversely  affect  the  national  inteiest  or  the  conduct  of  Fednd 
Programs,  or  the  privacy  to  uducfa  individuals  are  entitled  nnH*r  5  USC  SS2a 
(die  Privacy  Act),  but  y^cfa  hm  not  been  specifically  authorized  under  critaia 
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$ECT10N  V  -  Deflnitioiis  (Continued) 

establiriied  by  an  EO  or  Act  of  oongress  to  be  secret  in  the  intoest  of 
national  defeue  or  foreign  policy. 

(U)SGLS  Space  Ground  Link  Systems. 

(U)  SMC/AXP  Space  and  Missile  Centm,  Systems  Acquisition  Protection  Director. 

(U)SMC/CL  Space  and  Missile  Center,  Launch  ftograms  Office;  the  SPO  for  Titm  and 

Atlas  LVs, 


(U)SMaCLX 
(U)SMC/IMO 
(U)  SMC/MV 
(U)SOC 
(U)  Spacecraft 
(U)  Specific  LV 

(U)  Specific  SV 

(U)SPO 

(U)  Substitute 
Id^fier 

(U)SV 

(U)  Sy  Descriptive 
Dsra 


Space  and  MissUe  Center,  Operations  Suppmt  and  Integration  Office. 

Space  and  Missile  Center,  faiformatioD  Management  Office. 

Space  and  Missile  Center  SPO  ft>r  the  Evolved  Eiqiendable  Launch  Vdhide 
Spacecraft  Operittkms  Center. 

SeeSV. 

A  launch  vehide  identified  by  serial  number' or  sequence  number,  e.g.,  K-1, 
Titan  rVl,  AC-109,  Delta  IV'IO,  or  any  other  identifier. 

See  SV  Identity. 

System  Program  Office. 

Aiqr  randomly  selected  qante,  nimfoer,  or  other  designator  used  to  avoid 
classification  issues  related  with  identifyii^  the  $V  program. 

Satellite  Vehicle  -  the  spacecraft  bus  and  its  missian  enabling  p^loads. 

taformation  that  describes  die  SV’s  shape,  mechanical  diaracteristics,  and 
structural  dynamics.  Inftirmation  reguirod  by  the  I.V  miadrin  pl«wiMr«  tn 
successfully  int^rate  and  laundi  a  satdiite  will  only  be  rdeased  at  die  NitO’s 
docretion. 


(U)  SV  Envelope 

(U)SVLaun^ 

Configuntdon 

(U)SV  Profile 

SV  Identity' 

SVC 

SV  Operations  Data 


) 


Dimoisionsofanon-SV  shape  revealing ‘Iwx’’ used  to  determine  the  volume 
that  the  SV  uses  or  displaces  withm  the  payload  fiuring. 

The  SV  in  hs  final  mechanical  state  and  ready  fi)r  endqwilation 

An  oudine  drawing  of  die  SV  that  oonibrins  to  the  SV  sbqie  and  reveals  its 
phydoal  shape  or  qiedfic  dimensions. 

The  NROSV  program  idetetrly  Or  name.  AboseeNROL. 

Satellite  Vehide  Contractar. 

hfonnation  that  is  not  requhed  1^  LV  mbrion  platmets  and  will  not  be 
releaaed.  This  includes  infimnation  that  describes  SV  operational 

in  terms  oft  (1)  SV  mission,  objectives,  capabilities,  operational  limitiirifUM 
and  vulnerabilities;  (2)  Priorities  and  plahs  for  SpaGe4Msed 
activities;  (3)  Critical,  unique  to  program,  advanmd  statfrof-tfaeHDt  hardwtae 
tedhnology;  (4)  Satellite  constellation  hc^  system  needs,  and  leplenishnent 
strategies;  and  (5)  NRO  operntiOnal  infiastiucture,  elements,  and  control 
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Traflblaaer 

U 

USAF 

Vulnerability 


nodes. 

A  test  to  verity  the  oompatibility  of  die  SV  and  its  interfiKies  with  die  BV, 
upper  stage,  SV  ASE  and  AGE 

UNCLASSIFIEO. 

united  States  Air  Force. 

A  weakness^  shortfidl,  or  unoonecM  de^ciency  diat  could  be  ex|doited  to 
degrade  or:  ^feat  die  efEcctiveness  of  a  systoiL 
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Aircraft  War  Recoimaisaance  Study 


The  Hoiaorable  Brockway  McMillan 
Under  Secretary  of  ^  Air  Force 
Waehington.  D.  C. 

The  initial  briefinge  given  the  Aircraft  War  Reconnaiaeance  Study 

Group  Included  a  eununary  of  ttic  work  of  the  forecast  Intelligence 

and  Reconnaiaeance  Panel  under  General  Rithmd.  At  the  aame  time, 

copiea  of  the  final  report  of  thia  Panel  were  left  with  the  Study  Group, 

2.  Our  review  during  FORECAST,  and  aubaequently.  haa  highlighted 
the  p^)i;pUferatioa  of  apeeial  purpoae  idreraft  under  the  BIG  SAFARI 
Program,  Further,  the  complex  and  diverae  managexnent  and  opera¬ 
tional  arrangementa  in  thia  program  make  it  difficult  if  not  impoaaihle 

to  accurately  aeaeaa  the  reaulta  achieved  againat  the  reaourcea  eiq»e”«Wd. 

1  uaderatand  that  an  aunnal  budget  la  the  order  oi|  |  doUare  ia  (b)(1 ) 

involved,  It  it  highly  probable  that  all  required  reaulta  can  be  achieved  (b)(3) 

at  a  aigniBcant  aaving. 

3,  It  ia  recommeaded  that  the  Aircraft  War  Reconnaiaaanee  Study  Group 
be  aaked  to  evaluate  the  BlG  SAFARI  Program  and  to  include  recommea* 
dationa  for  ita  improvement  in  their  Baal  report,  1  believe  thpt  thia 
group  ia  uniquely  auited  to  accompUah  thia  teak  beeauae  of  the  a  cope  of 
their  effort  in  the  preaent  atudy  and  outatanding  qualificationa  of  ita 
membere. 


B.  A,  SCHRIEVER 
General,  USAF 
Steering  Group 

Aircraft  War  Reconnaiaeance  Stody 


SCG 


13  March  19d4 
BTE  19260-64 
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Director's  note 

Mlwber  2003^33  05  S^tember  2003 

National  Reconnaissance  Pioneer  Selections  for  2003 

I  am  pleased  to  annoimce  that  I  have  approved  the 
recommendations  of  this  year's  Pioneer  Selection  Board. 

The  National  Reconnaissance  community  will  honor  the 
following  Pioneers  at  a  ceremony  in  the  Jimmie  D.  Hill 
Auditorium  on  September  23,  2003  at  1:30  PM: 

•  Mr.  Carl  L.  Ferdensi,  Jr.,  who  pioneered  algorithms 
and  computer  processing  techniques  for  foreign 
instrumentation  signals  intelligence  data,  leading  to 
drainatic  improv^ents  in  telemetry  collection 

•  Colonel  David  Raspet,  USAP  (Ret.),  who  developed 
advanced  methods  of  integrating  spacecraft  Into  launch 
vehicles  and  provided  crucial  leadership  that  enabled 
sustained  operation  of  reconnaissance  satellites 

•  Dr.  James  W.  Stoner,  who  pioneered  techniques  for 
near-real -time  processing  of  electronic  intelligence 
signals  and  whose  algorithm  prototyping  and  quality 
control  were  critical  to  satellite  prograimnatic 
successes 

•  Mr.  Charles  C.  Tevis,  whose  advocacy  for  space-based 
signals  Intelligence  collection  resulted  in  the 
deployment  of  several  innovative  systems,  and  who  was 
instrtimental  in  the  founding  of  the  Defense  Special 
Missile  &  Aeronautics  Center 

Please  join  us  in  congratulating  and  honoring  these 
pioneers  who  played  a  critical  role  in  the  early  years  of 
national  reconnaissance. 
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From: 

Sent: 

To: 

Cc 

Subject 


I _ ^MSO) 

Tuesday,  November  02, 1999  4:38  PM 

Signature  {Redactions 


classification:  UNCLASSIFIED 

^  .  (b)(3) 

I  spoke  with  the  FOIA  (Hot  Line)  at  the  Department  of  JustiM  today  regarding  redaction  of  signatures  of  releasable 
names._DoJ  was  extremely  interested  in  this  issue.  DoJ  oatted  me  back  and  said  we  could  withhold  the  signatures  under 
(b)(6).  They  also  said  tois  would  hold  up  in  court  and  are  intorested  in  writing  new  legislation  regarding  this  issue.  So  I 
guess  we  are  back  "in"  the  redaction  of  signatures  again. 

Cheers, 


UNCLASSIFIED 


1 
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classification:  'SECRBT//XI 


- — Original 

From 


-MesseKjie — 


Sent;  Friday.  November  21, 2003  2:56  PM 
TO!  I  ' 

Cc: 


Subject:  RE:  Request  for  Coordination,  MDR  E04r0003  —  SeeHET/fla 
classification:  8ECRET//?M- 


Just  in  easel _ ^hasn't  already  responded  to  tills  -  we  have  no  additional 

redactions.  But  we  think  the  parts  that  have  been  redacted  that  dont  deal  with 
$$ss  can  be  declassified.  They  reveal  no  technical  detail  that  we  wish  to  keep 
classified. 


[Document  3]  Pg  9,  band  1  and  2  receivers  also  on  a  pg  9,  [Document  5]  F3 
Specific  mission  payloads  on  a  pg  8,the  term  Airborne  Instrurnents  Laboratory  on 
a  pg  9,  [Document  6]  pg  19  F3  and  F4,Pg  20  AIL  statement,  pg  23  the  F3 
payload  Para,  [Docurnent  7]  pg  13  F3  payload  statement. 

these  are  in  chrono  order  thru  the  doc  from  front  to  back. 


SlilllTSscliai»iBC|||tl  MnuMWIt 

"Silentiuiti  est  unidus  castellwn  " 


(b)(3) 


— Original  Message — - 

From: 


To: 
cc: 
Cargill 


:  Tuesday.  November  18. 2003  3:10  PM 


3Ha)l 


Subject:  Request  for  CtooixJInatton,  MDR  E04-0003  —  *?rfTTnyjTft 


This  E-mail  is  UNCLASSIFIE[>  when  the'attachmenf  is  sepafxttecl  or  otherwise  incperabla 

The  Declassification  Division  of  the  Infoi-motion  Access  and  Release  Center 
(lARC/DD)  requests  your  coordination  NLT  4  December  of  our  review  and 
treatment  of  the  subject  MDR  case  dealing  with  25-year-old  information. 
DASs  are  included  os  action  addressees  for  suspense  control. 


(b)(3) 
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P. 


Hard  copy  staff  packages  will  be  delivered  to  the  individuals  listed  os  action 
addressees,  A  copy  of  the  coordination  sheet  is  attached  for  read  ahead 
purposes. 

Don't  hestitate  to  let  me  know  if  you  have  questions. 


MSP 


S^aalfieation:  epnl  try  it  at  home! 

E04-0003  Coordination  Sheet 


(b)(3) 


vy^ming:  This  document  may  not  be  used  as  a  source  of  derivative  classification. 
CL  By| 

CL  Reason:  1.4(c) 


OECL  ON:  XI 

Derived  From:  NCG  5,1  01  May  00 
GEGntrr//xi  - 
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From: 

Sent: 

To: 

Cc:  _  _ ^ 

Sul^ect:  FW:  RR<3  Terms  and  bode  Words  —  SECRCT/yS¥EMAN//X  1 

dassification:  3ECR6T/mYEMAN//X  I 

Cargill;  QS  concurs  with  your  proposed  changes  to  the  RRG. 


(OS-SP) 

Knday,  January  09, 2004  2:12  PM 
Hall  Cardill 

]QS-Policy) 


03  Seciirity  Policy 


—Original  Message — 

From:  Hall  Cargill 

Sent:  Friday,  January  09, 2004 12:48  PM 

To:  ' 

Cc: 

Sul^lM*: 


RRG  terms  and  Code  Words  3eeRCT//B¥BMRW/pa 
Classification:  “SELKb  I  //B  rEMAN//X  i 


{b)(3) 


Enclosed  Is  q  minor  change  In  wording  to  1.13  (U)  Terms  and  Code  Words  at  page 
66  In  the  NRO  Review  and  Redaction  GukJe,  for  OS  re^ew  and  approval.  The  changes 
appecff  In  red  type  face.  •• 

This  wording  change  Is  proposed  to  clearly  IdenHfy  the  project  study  numbers 

end  code  words  with  the  NRO/NRP.  and  pcrrmil  release  of  early,  unclassified  Air  Force, 

non  NRO/NRP  terms  and  project  study  numbers  that  might  otherwise  be  redacted 
under  the  old  wording. 

^  05  agrees  with  this  change,  please  respond  with  an  email  to  me  to 

That  effect 


MSO 


I 


□ 


Terins  and  Code 
Wtinls.doc 


(b)(3) 


-rw  .  This  einall  Is  onclassined  If  attachment  Is  vWthdrown 

Wamifw.  This  document  may  hot  be  used  as  a  source  of  derivative  classification. 

C'L  By!  ’ 


CL  Reason;  1.4(c) 
DECL  ON:  XI 


Approved  for  Release:  2018/12/21  C05102052 


C05102052 


Approved  for  Release:  2018/12/21  C051 02052 


Derived  From:  NCG  5.1  01  May  00 
OGORCT//B'l»EMAW/Xr 


Warning:  This  d<»ijment  may  riot  be  used  as  a  source  of  derivative  dassificatiori. 
CL  By[ 


CL  Reason:  1.4(c) 
DECL  ON:  XI 


Derived  From:  NCG  5.1  01  May  00 
CTCRBT//BYEMAN//X1 - 


(b)(3) 
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From: 

Sent; 

To: 

Cc: 

Subject: 


Monday.  March  01. 2004  5:10  PM 
I  I  Hall  Cargill 

imint-dass 

CIA  Referral  Document  NRO-75-02 


SCCnET/i^ 


JJNT  Cfessification  COTcure  in  the  release  of  subject  document  (and  others  that  may  appear  in  the 
fu^re)  whic*  relate  to  the  P-camera  experiment  flowh  on  CORONA  mission  9056  in  late  June  1963  and 

®  resulted  because  the  door  covering  the  optical 

port  failed  to  open.  A  check  with  NGA  revealed  no  oincem  concerning  the  subject  Docurhents 

releasable  do  not  iequre  referral  fe  IMINT-Cbss.  however,  other  systems 
^ble  (rf  this  resolution  should  be  referred  for  a  decision.  Thank  you  for  the  opportunity  to  revi^  this 


IMlKiT-aASSIFICATiqN  /MANA6EAIIENT 
lyrovIdinQ  e  dectrar  imooe  af  the  elossifieation  pieturc" 


(b)(3) 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classificatioh. 
CL  Byi  ' 


CL  Reason:  1.4(c) 

DECL  ON:  X1 

Derived  From:  NCG  5.1  01  May  00 

SgeRET//XI 


Approved  for  Release:  2018/12/21  C051 02054 
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Monday.  August  15. 2005  4;S3  PM 


From: 

Seht: 

To: 

Cc: 

Subject: 

KEVIIOLD/XI- 
flla»fficatk)n:-9ECRET/n^AL£NT  IdZYl  IOLD/X1 


[MSO);  Hall  Cargill 

FW:  Appendix  G  -  NRO  Review  and  Redaction  Guide  nrOfTITifTAI  rtirr 


I  concur  with  the  release  information  in  Appendix  G. 


Manager 

TheS^na  Of  Getting  Ahead  Is  Getting  Started! 


-"“Oiigihal 

Prom: 

MIIC 

To: 

Cc 

Suldacb 


Mcasa^ie-^ 


Monday.  August 


IS,  2005  4:03  PM 


XMSO):  Hall  Cargill 


Appendbc  G  -  NRO  Review  and  Redaction  Guide 


—  SEtMr//iAiagig>Moi^/xt 


classification:  SjCftETZ/TALEMT  n;EYHOLE//y.1 

I-  Upon  review,  the  Poppy  appendix  to  our  Review  and  Redaction  Guide  provide  much  the  same 
information  as  you  already  possess  in  the  guidance  memo  in  your  folder.  I  am  forwarding  anvwav  for 
your  perusal.  Detailed  questions  can  be  sent  tot  Hof  Cargill  Hall  should  you  have  any. 

Regards,!  I 


Appendix  G  Poppy 
ElIntSatBiti... 


warning:  This  document  may  not  be  used  as  a  source  of  derivative  classification 
CLByj  I 

CL  Reason;  1.4(c) 

DECLON:X1 

Derived  From:  NCG  5.1  01  May  00 
■eCOnCT//rALCHT  KtIVl  lOLPWI 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classification 

CL  Byj  I  . ' 

CL  Reason:  1.4(c} 

DECL  ON;  XI 

Derived  From;  NCG  5.1  01  May  00 
SECRET// 1  ALgNt  KCVl  lOLP/XI 


(b)(3) 


(b)(3) 
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From: 

Sent: 

Fridav.  March  31.  2000  7:56  AM 

To: 

Cc: 

Sut^ect:  RE:  Redaction  action  re  303  Committee 

classification:  6ECRgr//SYEMAW/X1 

et  al: 


I  have  talked  with  the  NSC  referral  POC.  They  want  to  see 
references  to  the  303  Committee  ONLY  in  documents  that  were 
originated  by  the  White  House  or  the  NSC.  They  Indicated  the 
association  of  the  303  Committee  with  the  NRO  is  not  classified  from 
an  NSC  standpoint.  Therefore,  we  should  not  redact  references  to 
this  body  in  NRO-oenerated  or  owned  records.  If  we  find  any  White 
House  or  NSC  documents  in  our  records,  they  ore  to  be  cleansed  of 
NRO  equities  before  we  send  them  to  the  NSC  for  final  disposition. 

This  e-mail  represents  interim  guidance  for  treating  the  303 
Committee.  I  will  change  the  RR6,  but  not  before  the  change 
certification  package,  currently  in  Phase  1  coordination,  is  approved  by 
the  DNRO. 


Any  questions,  give  me  a  call. 


Declassification:  It's  an  art,  not  a  science 

IM^ssaoe — 


— Original 
From: 

Sant  WMmaday,  MSch  29, 2000  3:29  PM 

To: 

Cc: 

Subloct 


Redaction  acuon  m  303  Carrm|ttaie~ 
classification!  eEORrr//ia¥CMAN^ — 


{b)(3) 


Approved  for  Release:  2018/12/21  C051 02057 


C05102057 


Approved  for  Release;  2018/12/21  C051 02057 


in  the  retreatment  of  NRO/NRP  Charter  docs  (IDRCOO-0003)  which  we  are  (b)(3) 
completing,  there  is  reference  to  a  303  Committee  role  (page  4  of  the  Agreement  for 
Reorganization  of  the  NRP). 

Section  1 .2.2  para  b.  directs  that  "any  info  addressing  the  feet  of  the  303 
Committee  and  its  role  in  approving  overflight  reconnaissance  operatiphs"  be 
referred  to  fee  NSC.  This  section  is  footnoted  (26)  to  an  IMG/IDRC  discussion  with 
I  in  Oct  '98,  (incidentally,  there  is  no  RR6  footnote  relating  to  the  303 

committee). 

I  don't  know  why  a  question  re  handling  the  303  Committee  has  not  come  up 
before,  but  I  am  almost  certain  that  we  have  not  previously  referred  documents 
containing  ref  to  that  Committee's  role  in  approving  overflights,  infect,  as  ah 
example,  on  page  243  of  the  U-2  story  (CIA  &  Overhead  Reconn)  the  303 
Committee  (and  its  parentage)  and  its  role  are  unredacted. 

In  any  event,  considering  the  date  and  the  rather  informal  nature  of  foe 
justification  for  taking  action  re  foe  303  Committee,  I  request  that  another  look  be 
taken  at  this  guidance. 


(b)(3) 


CL  By; 

CL  Reason:  1,5(c) 

DECLON:X1 

Derived  From:  NRO  CG  4.0  14  Oct  95 
8eeRfT//DVCMAM//Xt 


CL  Byl _ I 

CL  Reason:  1.5(c) 

DECL  ON:  XI 

Derived  From:  NRO  CG  4.0 14  Oct  95 
■SEcnFTtm'fEMMm  i 
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From: 

Senfc 

To: 

Cc: 

Subjoct: 

ddssiftcationr 


[os^P) 

Tuesday,  July  13,  2004  8:12  AM 
HallCaroill  _ 

FW;  NRO  RRG  (Declassification  Guide) 
t:OtHPIDE»T1Ay/X1 


OOHriDtHTiAMO^ 


Gargill:  Seej  Icomment  and  proceed  accordingly.  Any  questions  please  call  me. 


0$  Security  Policy 


— Originai  Mesjsaoe^^ 


Sent: 

To: 

SutaJecb 


Tuesday.  July  13. 2004  8.00  AM 
JOS^j 


RE:  NRO  RRti  (bedasslfldatlon  Guide} 


ciaMHBanWi//)tt 


classification:  CONFIDENT1AL//X1 

sorry  for  the  dolay...l*<l  go  with  your  suggostotf  chango  to  "oxpliclt"  and  I  think  Wo'ra 
good  to  go.  I  I 


- — Original  Message^ 

From:  f  I  (OS-SP) 

Sent  Tues(6y:3uly~t3. 2004  7:32  AM 

To: 

SuWect 


rw:  NKu  KKU  ^uiiuastiiTKaDbn  Guide) 


classification:  CQMPIDEMTIAU/X1 

See  Cargills  question  coneming  a  decision  to  change  the  wording  of  the  RRG  re 


Vulnerabilities. 


08  Secnrity  Policy 


— Original  Message^ 

From:  Hall  Cargill 

Sant  Tuesday.  July  13. 2004  6:19  AM 

To:  I  l(OS-SP) 

Subject  RE:  NRO  RRG  (Oedassiflcatlon  Guide)  OOWHPafTlAM/Xl 

classification:  COMriDDITIAU/XI- 


Any  further  word  on  wording  of  vuinerdbilfties  for  the  RRG? 


(b)(3) 


(b)(3) 


MS04 


Cargill  Hall 
Hart Declassification 


(b)(3) 


Approved  for  Release:  2018/12/21  C051 02058 


C05102058 


Approved  for  Release:  2018/12/21  C051 02058 


linal  Mes5age-»^ 


— Origin 

tam:  T  '  |(OS-SP) 


iSenb  TlHirsday.  July  06, 2004  3:26  PM 
To:  I  ' 

Cc  nanxargnr - 

Suliiiect:  m:  NRO  RRG  (DedassfflcaUon  Guide) 


iiiiiiriinmiilffrr 


ciasslfication:-< 


I  spoke  with  Cargill  today  (8  Jul)  and  he  seid  he  had  emailed  you  and  left  the  wording 
up  to  the  SecPol  and  the  PSOs.  For  consideration  here  is  my  comment  I  agree  with  Gargiirs 
recorhrhendatiori.  1  believe  the  "specific"  might  be  replaced  with  "explfcif  to  coincide  with  the 
5.1  Glass  Guide  excerpt  attached. 


08  Security  Policy 


«  File:  Excerpt  from  NRO  Class  Guide  S.doc  » 


(b)(3) 


— Original  Message — 
nom:  Hall  CSrgill 

sent:  Werinealav.  June  30. 2D04 11:^  AM 
To: 

Cc 


suidoct:  NRO  RRG  (Dedassification  Guide)  —  QeNnDErfTlAl//Xl 


Section  1.7,  VulnerabilHfes  and  Countermeasures,  In  the  NRO 
Review  and  Redaction  Guide  currently  redds:  "Redact  aii  information." 
Consequently,  redactors  In  the  iART  deciassifieation  unit  appiy  this  Itterdliy 
and,  in  their  review  of  records,  redact  any  mention  that  space  and  ground 
systems  are  vuinerable  to  attack  or  deception.  The  fact  that  space 
systenu  are  vUinerabie  to  attack  and  deception,  as  you  know,  is 
acknowiedged  in  public  records  already  released,  and  i  think  we  would 
be  unable  to  defend  this  kind  of  generic  redaction  if  it  is  appealed  to  the 
Interagency  Security  Cldssificatton  Appeals  Panel  (ISCAP). 


With  your  consent,  I  would  like  to  reword  RRG  1.7  to  specify 
vulnerability  particulars,  as  does  the  NRO  Classification  Guide  at  18.0.  That 
is: 


Approved  for  Release:  2018/12/21  C051 02058 
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"Redact:  all  Information  that  Identifies  specific  vulnerdblllfies 
of  satellite  ground  and  space  systems,  deception  and  denial 
countermeasures  to  which  space  systems  are  susceptible,  and  defensive 
countermeasures  taken  to  nifirfinfize  dannage  to  space  systems." 


This,  or  slnrfildr  wording,  would  help  us  avoid  the  kind  of  unthinking 
redactions  that  have  been  appRed  previously. 


Let  me  know  if  you  concur,  and,  if  so^  the  preferred  wording  that 
should  be  used. 


I  appreciate  your  consideration. 


MSd 


Cargill  Hail 

~iART  beclassificafion 


(b)(3)  , 
(b)(3) 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classification. 
CL  By:| 

CL  Reason:  1.4(c) 

DECLON:X1 

Derived  From:  NCG  5.1  01  May  00 
■eONFIDeWTiAL^I 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  Classification. 
CL  By: 


CL  Reason:  1.4(c) 
DECL  ON:  XI 


Derived  From:  NCG  5.1  01  May  00 

eeNFiDctmAu/xi 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classification. 
CLBy:^  ^ 

CL  ReWirT:*r(C) 

DECL  ON:  XI 

Derived  From:  NCG  5.1  01  May  00 
eONPlPeNTIAL//XI 


Wemirio:  This  document  may  not  be  used  as  a  source  of  derivative  classifieation. 

CL  ByL _ 

CL  Reason:  1.4(c) 

DECL  ON:  XI 

Derived  From:  NCG  5.1  01  May  00 
-eONriDCNTIAL/ffll — 


Warning:  This  document  may  not  bei  used  as  a  source  of  derivative  dassitication. 


CLBj^ _ 

CL  Reason;  1.4(c) 
DECL  ON:  XI 


(b)(3) 
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Approved  for  Release;  2018/12/21  C051 02058 


Derived  Ftdrti:  NCG  5.1  01  May  00 
GOHriDCHTIAU/Xi 


(b)(3) 


DECL  ON;  XI 

Derived  From:  NCG  5.1  01  May  00 
CONFiPi.NTIAM/X1 — 


Wetmij 
CLB] 

CL  ReaBQn:  1.4(c) 


merit  may  not  be  used  as  a  source  of  derivative  classification. 
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From: 

Sent: 

To: 

Sul^ect: 

classification; 

Cargill, 


Thursday.  July  29. 2004  1 1  ;47  AM 
Hall  Cargill 

RE.  SIGINT  Declassification  issue— Emitter  Locatibn,  Non  Operational  System  _ 


SIGINT  Security 

"SHentium  est  unicus  castellum" 


— Original  Message^^ 
earn:  Han  Cargni 

Sent  JDlucsdWij!iy29,2004  8:52AM 
To:  I  I 

&ihlecb  SIGINT  OedassUkatlan  Issue~Eriiltter  Location,  Non  Operational  System  imirT//liyii1*ir^*/Yi 

classification:  gsg>PCT/mvcMAM//v< 


I _ I .  ■  • 

•I.  *  **  deternilnoHon  to  release/redact  information  regarding 

the  oid  Air  Force  SAMOS  Pioneer  Ferret  payioads  (F-1  and  F-2).  The  estimated 
accuracy  of  ^se  payioads  in  geoiocotlng  emitters  was  set  at  "50^100  miles" 

review.  The  contemporary  (1959)  Navy  GRAB 
EUNT  fitter  iocation  accuracies  are  reieasabie  (see  Hgte  at  top  of  paae 

four,  attached  boundary  document  for  POPPY).  ^  ^ 

t^hnoiogy  of  the  day,  |  suspect^that  these  two  eariy  ELiNT 
soteiiltes  sh^ed  roughiy  equivoient  geoiocation  accuracies  and  that  the 

*  al*o  reieasabie,  but  need  confirmation  from  SiGiNT  security. 
Appreciate  your  assistance;  piease  advise. 


MSO 


XargillHall 

.lARTPecjassMcafion 


27  Feb  2002.doc  »  «  file:  Boundoiy  Document 

Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classifiraljon. 


(b)(3) 


(b)(3) 

(b)(3) 
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Approved  for  Release;  2018/12/21  C051 02059 


CL  By: 

CL  Reason:  1.4(c) 

DECLbN:X1 

Derived  From:  NCG  5.1  01  May  00 
6ECRET//DYEMAN//X1 


Warning:  This  document  riiay  not  be  used  as  a  source  of  derivative  classification. 
CLBy:^  ' 


CL  Reason:  1.4(c) 
DECL  ON:  XI 


Derived  Prom:  NCG  5.1  01  May  00 
6eCRET//BYEMAN//X1 


(b)(3) 
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From: 

Sant 

To: 


(OS-SP) 

Tuesday.  September  21, 2004  9:56  AM 
Hall  Cargill _ 


FW:  Proposed  Wording  of  Hiller  Heiicoptar  Declassification  Elements  ^ 
S6CRET//X1 

classification:  SECRET//X4- 

CargiH:  OS  concurs  with  your  suggested  wording  for  the  change  to  toe  RRG  re:  Hiller  Airaafl  release. 


OS  Seontitv  Polina 


^ — Original  Meganp — ■, 

ftoms  I _ 

Smt: 

To: 

SubiiMt: 


21,2004  9:54  AM 
OS-SP) 


RE:  Proposed  Wbrttog  Of  HHler  Heikspta’ DedassiflcaUm 


classification:  9E0RCT//X1 
Concur. 


-^-^=01g(i»al  Measaoe- 


Ssnt: 

to: 

Suldocb 


^ios-sp) 


Tuesday,  Sect8fnb»  21, 2004  9:29  AM 

Fw:  Proposed  Warding  of  Hiller  Heloopter  DedassMcalion  Bements  -iSKSEWStt 
classification:  6E0n[rr//X1 


I  .,9®^’’*  wants  OS's  blessing  to  change  toe  language  in  toe  RRG  to  reflect  that  Dronosed 
in  Oargiirs  message  below.  IMINT  concurs  and  I  recommend  OS  concur. 


QS  Secnritv 


— Original  Message- 


Sent: 

to: 

Ca 


Wednesday,  September  15, 2004  9:45  AM 
HallCarglil _ _ 


RE:  Proposed Worcing of  HBIeTHdioopto-p^^  -SBeREfl^ - 

classification.-^ECRET//X1 — 

below  Management  concurs  with  the  RRG  change  proposed 


-—Original  Message-— 

From:  Han  Cargill 

Sont:  Monday,  September  13, 2004  3:14  PM 


(b)(3) 
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To; 

Ce 

•njriMT//Kl 

classification:-8ECRET//X1 - 


_  \(OS-SP)J  0 

The  proposed  wording  that  appears  below  would  appear  In  the 
2005  RRG  recertification  master,  not  In  the  2004  version  that  Is  now  In 
Phase  I  coordihollon. 

Changes  In  the  RRG  would  be  made  to  Appendix  F,  CAL  Program 
Information,  at  2.  Participants  and  Relationships,  Release  and  Redact, 

Under  Release  at  page  148,  add  paragraph: 

"d.  (U)  Fact  that  the  Hiller  Helicopter  plant,also  known  as  the  Advanced 
Projects  integration  Facility  or  Advanced  Projects  Facility  (APF),  In  Palo 
AHo,  Callfomla,  served  until  1949  as  a  cover  In  which  the  CORONA  second 
stage  Agena  satellites,  (tek  cameras,  EKC  film,  and  General  Electric 
reentry  capsules  were  assembled  and  tested  prior  to  shipment  to 
Vandenberg  AFB^" 

Under  Redact  at  page  149,  modify  paragraph  a; 

"a.  <(4)  Any  fradecroft  details  concerning  cover  arrangements  used  by 
the  CIA,  Lockheed  MissHes  A  Space  Company  (LMSC),  and  Hiller 
Helicopter  Corporation  for  the  leasing,  staffing,  and  operaflon  of  the  Hiller 
HeRcopter  plant  In  the  CORONA  Program.” 

I  would  appreciate  receiving  your  comments,  suggestions,  and/or 
coneunance. 


Cargill  Hall 


MSO 

Iart  Declassificalfon 

^By- ^  document  may  nol  be  uead  as  a  source  of  derivative  dassification. 


CL  Reason:  1.4(c) 
DECL  ON:  XI 


Derived  From:  NCG  5.1  01  May  00 
■RFCRET//y.1  - 


Approved  for  Release:  2018/12/21  C051 02060 


C05102060 

,  *  Approved  for  Release:  2018/12/21  C051 02060 


WteminoLThis  docuitient  may  not  be  used  as  a  source  of  derivative  cbasi^on. 

CL  Bye  ^  ' 


CL  Reason:  i.^c) 
DECL  ON:  XI 


Derived  From:  NC6  5.1  01  May  00 

■msmrmti- 


Wamipo:  This  document  may  not  be  used 
CL  By  I 

CL  Reason:  1.4(c) 

OEGLONrXI 


Derived  From:  NCG  5.1  01  May  00 
SCOnCT/l^M — 


as  a  source  of  derivative  classification. 


yi^in^  This  document  may  not  be  used  as  a  source  of  derivative  classification. 
c.L  Bye 

CL  Reason:  1.4(c) 

DiCL  QN:  XI 

Derived  From:  NCG  5.1  01  May  00 
fCORETWI 


Warning:  T 
CL  By:| 

CL  Reason;  1.4(c) 
DECL  ON:  XI 


jocument  rnay  not  be  used  as  a  source  of  derivative  classification. 


Derived  From:  NCG  5.1  01  Mav  00 

oceRet/zxi 


(b)(3) 
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Weaneaqay,  September  15. 2004  9:45  AM 
Hall  Cargill _ 


Sul^act:  RE:  Proposed  Wording  of  Hiller  Helteopter  Declassification  Elements  — 

6ECRET//X1 

cla8sification:-66CRET//X1 

IMINT  Security/Classification  Management  concurs  with  the  RRG  change  proposed 


From: 

Sent: 

To: 

Cc: 


-^^"Orlginal 

From: 

^ - 

aMC 

To: 

Cc 

Sui^ect: 


Message — 

Hafl  Cargill 

Monday.  Seotenber  13. 2004  3:14  i»M 


^roposeo  worfling  df  Hiiier  HaiflOpte  ueciasaricaBon  Bemens — wwrfffg: 


r-Claaaifipatioii:*TJCtlRC  I  //M 


wording  that  appears  below  would  appear  In  Ihe  2005  RRG 
recertfficcrtion  master,  not  In  the  2004  version  that  is  now  In  Phase  I 
coordination. 


♦h®  RR6  would  be  made  to  Appendix  F,  CAL  Program 
Information,  at  2.  Pdrtfeipants  and  Relationships,  Release  and  Redact. 

Under  Release  at  page  148,  add  ppragraph: 


d.  (U)  Fact  that  the  Hiller  Helicopter  plant,also  known  as  the  Advanced 

^  Advanced  Projects  Facility  (APF),  in  Polo  Alto 

*'*  °  ■"  CORONA  second  stage 

Agena  satellites,  Itek  cameras,  EKC  film,  and  General  Electric  reentry 

capsules  were  assembled  and  tested  prior  to  shipment  to  Vdndenberg  AFB." 
Under  Redact  at  page  149*  modify  paragraph  a: 

details  concerning  cover  arrangements  used  by  the 
f  Spw  Company  (IMSC),  and  Hiller  HeHcoptw 

Ptort 


(b)(3) 


(b)(3) 


I  would  appreciate  receiving  your  comments, 
concurrance. 


suggestions,  and/or 


MSQ 


Cargill  Hall 

^ART  Declasstncation 


(b)(3) 
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Approved  for  Release;  2018/12/21  C051 02060 


Warning:  This  document  may  not  be  used  as  a  souree  of  derivative  classification 
CL  Byj 

CL  Reason:  1.4(c) 

DECLON:X1 

DerKred  From:  NCG  5.1  01  May  00 


not  be  used  as  a  source  of  derivative  classification. 


DECL  ON:  XI 

Derived  From:  NCG  5.1  01  May  00 
-geCRET//'XI - 


Warning:  This  document  may 
CL  By:^  | 

CL  Reason:  1.4(c) 
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I  ^ 
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Froim:  | 

Sent;  weanesd^October  06. 2004  7:18  am 

To:  I  I 

Cc:  Hall  Cargill 

Subject:  RE:  Classificatiori  question  "  T "  I'  I  I  n*iTriiliMliti‘il  RIT  lirvi  IDI  r/m 

Glassification: 'SECRET//B'rEMA>yrALCNT  |(P»^I  lOLP/XI 

The  feict  of  a  COMiNT  mission  on  SAMOS  can  be  released  as  (U). 

TTie  potantiai/planned  capability  should  not  be  (U)  if  it  is  described  in  terms  that  reveal  targets  collection 
strategy,  or  expected  perfbhnance. 


SIGINI' Security - 

"Sllenfium  e$t  unicus  castellum" 


(b)(3) 


-^■^-KJriginal  Message — 


^ - *- 

MIIC  . 

To: 

Cc 

Sultfaict: 


aDberOS,2004  2:15PM 

Hall  Cargill; 
Oasslficatto 

nquesbon  —  <1 

iEOHT//1iVDMH//)a 

classlfkation:  •eE€RETiffB¥EMAN//X  I 


®  Classification  question  on  SAMOS.  The  text  in  question 
(from  a  1959  memo  to  Gen  Schriewer)  reads  as  follows; 

of  *?  ^  F.  The  argument  here  is  that  80-90% 

of  elint  and  oomint  can  be  available  Via  aircraft  peripheral  flights " 

M  Ra<laction  Guide  states  tiiat  iriformation  about  the  SAMOS  F  iLiNT  payload  is  releasable 
We  would  like  your  views  on: 

1.  )Wiether  a  potential/planned  COMINT  capability  on  SAMOS  is  releasable? 

2.  If  not  releasable,  whether  tiie  indirect  reterence  above  should  be  redacted. 

If  possible,  we  would  appreciate  an  E-mail  response.  Thanks  in  advance. 


(b)(3) 


^gjrjOLlhte^document  may  not  beuseo  asasource  of  derivative  Classification. 

CU  Reason:  1.4(c) 

DEGtON-XI 

Derived  From:  NCG  6.1  01  May  00 
■6E0ntr//D¥CMAN//XI — 

Wami  lOLlhBdoajment  may  not  be  used  as  a  source  of  derivative  classification. 

CL  RMBonrT4(c) 

DECL  ON:  XI 

Derived  From:  NCG  5.1  01  May  00 
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Front: 
Sont: 
To: 

Cc: 
Subjoct: 


Wednesday,  October  13. 2004  9:49  AM 
Hall  Camill  _ _ 


IWOUO  ~ 


—  signature  redaction  UNCLASSI 

classificaton:  UNGLASSIFIEDfrOUQ 
Cargill,  , - 

suggested,  I  called  OSD  declassHicatiorl 


(b)(3) 


As  you  an( 
find  out  the  dassifiortion 


ofOSDsignahjres. 


K> 


>  _ .  itold  me: 

-  They  do  not  redat^  they  eimer  reletase  in  full  or  retain  as  classified, 
to  be  classified  '  withhold  release  on  the  basis  of  signatures,  they  do  not  consider  signatures 

,  .  .  ^  *0  explain  our  rationale  for  withholding  signatures  and  I  explained  that  it 

rete^to  a  concern  about  document  forgeries.  He  volunteered  that  he  thought  this  concern  a  little 
"J^tehed".  (Apparently,  he  had  not  heard  about  Bush's  apparently  falsified  national  guard  -related 

r  ‘r  ^  Signatures  of  non-NRO  OSD  officials  are  not  redacted. 

^1  toW  you  th»  the  CIA  Redactor's  guide  requires  redaction  of  all  Signatures  of  CIA  personnel, 
re^rdjess  of  whether  or  not  the  name  is  releasable.  I  have  not  looked  into  the  signature  releasability 
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From:  _ 

Wednesday.  November  03,  20fu  g-ss  am 
To:  I 

Cc:  imint-dass;  Hall  Cargill 

Sui^ect:  FW:  RRGQuestionfbrIMINT  — 'SECRE'I  //B'rbMAN//A  I 

classification:  ■6CORCT//D¥Ea^N//X1 
Friends  of  IMlNT, 

l^n't  think  »  any  particMlary  sensitivity  to  the  544th  at  SAC  processing  NRO  film  since  the  "fact  of 


lin  always  run  n  oy  tor  review. 


If  you  run  into  anything  that  might  be  questionable,  you 


- — Original  I 


*•"*!  ^  Tuesday.  Novemby  02, 2004 1:47  PM 

To':  I 

Cc_  Tlall  Carglll;|  - 1 

RRG  Questioniaf  IHlNr  —  gCCMT//!W 

classification:geeReT/mtE>ilAN//X-t 


Non  establishing  the  544th  at  SAC  for  proCCessing 

RRr  hil  SSfS  *  *°  WestDver  AFB  facility.  The  documents  are  dated  1973.  The 

RRG  has  several  paragraphs  related  to  this  subject 

ill?  acknowledged  as  being  part  of  NRO  Program  A. 

Located  at  Westover  AFB,  Massachusetts,  it  has  been  acknowledged  as  a  site  for 
processing  CAL  program  film.  (In  reality,  AFSPPF  served  as  a  backup  fodlity  for  the 

Kodak  in  Rochester.  NY.  until  it  was  closed  in 


a.  4S/B¥E>  Ariy  information  indicatihg  or  suggesting  the  presence  of  a  Covert  Air 
Force  processing  facility  at  Eastman  Kodak’s  Rochester  facility.  This  covert  Air 

supported  ^BIT.  and  only  later  was  it  moved  and 
^nsolidat^  with  the  Air  Force  Speaai  Photographic  Processing  Facility  (AFSPPF)  at 
Westover  AFB,  Massachusetts.^  (Effactive  2/7/02)"  ^  * 

eSSiiSJn*!#  2®^  is  no  explicit  reference  to  the  role  of  the  644th  at  SAC.  Please  advise  on 


(b)(3) 


(b)(1) 

(b)(3) 

(b)(5) 


(b)(3) 
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Wamirig:  This  dryument  may  not  be  uaed  as  a  source  of  derivative  classification 
CL  By; 

CL  Re^n:  1.4(c) 
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Approved  for  Release:  2018/12/21  C051 02069 


Prom: 

Sont:  Tues( 

To:  HallC 

Ccs  I 

Sui^OOt:  REv  R 

classification:  €EORET//B 
Cargill, 

Ttle  removal  of  the  wo 


Tuesday,  [December  14, 2004  10::!^ 

Hall  Cargill _ 

RE;  RRG  changes  for  ISCAP  appro^l  ! 


(b)(3) 


lara.  12,2,  because  of  the  acronym 


(b)(3) 


— Original  Message — 

Prom:  HaaCargNI 

Saint:  Tuesday,  Deoemher  14, 2004  6:56  AM 

To«  ^  n 

Cc  I 

Sutirjodi  RE:  RRS  changes  for  iscap  approval 

clas8ification:~5ht:,Rb  I  //Bn‘EMAH//)(  i 


(b)(3) 


You  are  saying  thalthe_paF^aph  would  remain  classified  even  if  we 

remove  the  wordt^ _ Z3ind  substitute  the  words ’^a  specific 

Joegflon"  in  their  place?  That  is,  the  paragraph  would  then  refer  only  to  the  /KJo  j 

_ (If  fhof  f*  fhe  ease,  we'll  have  to  do  Some  more  surgery.)  Let  me  know.^ 

Cargill 


Sent;^  Monday,  Dc 
To;  HjiH  caraiii 

Ce  I . 

SufalJa^  RE:  RRG  ct) 


■13,2604  2:28  PM 


(b)(3) 


classification:  SBeweT//Dn'CMAH//X1 
CargUl, 

I  concur  that  the  paragraph  below,  marked  "Redact:"  should  not  annear  as 

unclassified.  LZ_IIZZ_ZZIZI  ^  - 

Further,  this  information,  when  BYE  retires^  wUl  become  "Control  Disseminated^ 
strongly  managed  need-to-know"  and  will  be  limited  access  controlled  by  the 
Program  Manager. 

V/R. 


(b)(3) 


Program  Security  Analyst 

comhI 


"Jlferey  to  the  guilty  Is  cruelty  to  the  innocent’' 

Adam  Smm€oortomist  1759 


(b)(3) 

(b)(3) 
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—Original  Message — 

Fnm:  HanCargM 

- Menday,  December  13, 2004 1:43  PM 

Toi 

Cel _ _ 

Subject:  BN:  RRG  changes  fiy  ISCAP  approval  — I 

_ciaMjfication:  8E0ReT//BYBMAN//X  I 

_ Your  thoughts? 

Cargill 


(b)(3) 


— Ori$^l 


Switt 

To:  Hall  Cargill 

Subilecb 

classification: 


3, 2004 1:2B  PM 


RE:  RRG  changes  for  ISCAP  approval 


(b)(3) 


Cargill, 

This  is  really  a  COMM  call  I 
My  fBadihg  of  ^ 

thiseitiaiitt  p  be  sure.  Regards 

— Original  MCTiggi-  - 

fiMn:  HallCargm 

*****  Monday,  December  13,  ^004  12:06  PM 

To;  I  I  . 

Subjett:  RRG  changes  for  ISCAP  approval 

dawification:  OEOR[rr^¥EMA>l//X1 


says  this  would  be  OK  but  I  would  forward 


(b)(3) 


(b)(3) 


Last  weel[ _ \madB  d  chonge  to  the  RRG  in  response 

to  ISOO  recommendqfiOhS,  which  I  didn’t  see  until  after  he  left.  It 
appears  below. 

_ Based  on  our  previous  discussion,  I  had  not  identffled^  ^ 

_  |lh  the  narrative  because  it  would 

increase  the  sensitivity  of  the  guide.  I  propose  to  subitthife  fhs> 
words  "a  specific  location"  for  the  Words^  |  This  should 

reduce  the  paragraph  to  unclassified,  does  it  not? 

Cargill 


(b)(3) 


itadact: 

1  “fact  of”  in  tba  con.-,. 

bmlow,  all  refaranoas  .to(  - - - 

L— I  ■  ,  !  Sensitive  infoxmatilon  incinHA. 

- - - I  when  nssooiatad^ri^ 

L - ^o^rational  rMson  (s)  for  activation  kta  and 

time;  and  details  of  transfer  tiaeliaas  and  functions 


(b)(1) 

(b)(3) 


-(b)(1) 
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WarninoLlhfej^ment  may  not  tie  used  as  a  source  of  derivative  dassifkation 
CLBy:| _ 
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DECLON:  XI 


Derived  Prom:  NCG  5.1  01  May  00 
GEOnCT//D¥CMAN//X1 


Wamtngjliisckicufnent  may  not  be  used  as  a  source  of  derivative  classification. 

CL  By 
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ment  may  not  be  used  as  a  source  of  derivative  classification. 


DECL  ON:  X1 

Derived  From:  NCG  5.1  01  May  00 
GEORET//DVEMAN//X1 - 


Wamic 

CL  By _ 

CL  Reason;  1.4(c) 


^m^i  jfl;  This  dement  may  not  be  used  as  a  source  of  derivative  classification. 

CL  Reason;  1.4(c) 

DECLON:  XI 

D0riv«l  From:  NCG  5, 1  01  May  00 
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W^rngn^ocument  may  not  be  Used  as  a  source  of  derivative  classification. 

CL  RekonTT4(c) 
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Frorii: 
Sent: 
To: 

Cc: 
Subject: 


Thursday,  December  02,  2004  3:58  PM 


dassification:  OCOREJr//D¥EMAK//X  I 


Hall  Cargill;  rmint-class 

FW:  RRG  Question  SECRET//DYCMAN//X1 


I  agree  with  both  of  your  conclusions. 


-:^-^"-Qrlglnal  Message — 


Sent: 

To: 

Gb 

Sutdact: 


Thursday,  December  02, 2004  2:16  PM 

Hall  Cargill  ^ 

RRG  Question- 


^  clas^' 


iification:  SEOnCT//DYEMAN//Xr 


AFHi  document  on  the  ^SPPF  (which  I  belieye  processed  film  at  Weetoyer 

S  ^  Of  color  film.  The  inference  is  that  NRO  was 

?S®  which  used  color  film  in  1 975.  ttif^  years  after  the  lart  CORONA .  We  think  we  need  to 


redact  this  but  we  yyant  your  yiew  before  we  do  it 


"inoTH^nf^iw  jjjre  uu  11. 1 _ I  I  agree  we  should  redact  it. 

Inadentelly,  the  dowm^  describes  the  processing  equipment  and  processing  problems  in  some 
items  not  coyered  in  the  RRG.  We  believe  this  twne  nt  infrkrtmaKnn  » u  ^ 


..  ura piuwc^iiia o^uipmenianQ processing  oroDiems in soi 

heSLiSS  r?  Uf®  *>®”®''e  this  type  Of  Information  is  releasable  proyided  it  does 

not  disclose  unreleasable  fects  about  the  satellite  systems.'  ^  I  aoree 

Thanks  in  adyanoe  for  your  help. - ^ 

This^ument  may  not  be  used  as  a  ioorceilf  derryative  classification. 

CL  Reason:  1.4(c) 
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LZHHZ 

Jhuradav.  Decemtor  ?3  2n(U  a  SI  PM 

Ck  FOIA(WflT);HallCar!iil;l - 

Sut^ect:  "Fact  of  SDS"  --  UNCLASSIFIED  ^ 

dassificatibn:  UNCLASSIFIED 

2004  that  oftieially  acknoarladgaa  Tact  of 

a  sateiiita  Data  Systam.  Tha  original  raquaat  waa  laMivad  in  Juha  1999  (F99-0072). 
SarnpOOT*  ^  n\at»d  to  tha  program  vraa  daniad  utilizing  the  Oparationai  Fila 


Sln'k  JIu*'**’”®'**”  •xpwtiaa  and  paraavaranca  in  briiigiiig  thia  caaa  to  a  raaolution. 


UNCLASSIFIED 


(b)(3) 
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-r  Approved  for  Release;  201 8/1 2/21  C051 02073 


From:  | _ | 

Sent:  Wednesday,  February  23, 2005 1 :29  PM 

To:  Hall  Cargill 

Subject:  RE:  Unclassified  SIGINT  Information  —  UNCLASSIFIED/yPOtfO — 

classification:  UNCLASSIFIED/yFeue- 

Cargill, 

NSA'a  SCG  states.  The  fact  that  NSA  has  SIGINT  relationships  with  Third  Party  nations,  without 
spedfying  the  third  Party  nation  =  (U)",  is  about  as  close  as  you  heed  to  get  I  think  when  I  wrote  the 
1998  guide  I  appfdxirnated  the  NSA  guidance  and  in  the  2002  revision  I  left  it  out 


SIGINT  Security 

"Silentium  estunicus  castellum" 


— Original  Message — 

From:  Hal  Caripl 

WedrwuAiw.  F^ary  23, 2005  10:06  AM 

Siedect:  _  (b)(3) 

classification:  UNCLASSIFIEDW=©t»“ 


I  am  reviewing  the  NRO'$  declasslficatian  guide  for  2005  and  have  a 
question  about  the  insert  below,  item  e.  Footnote  5  refers  to  a  19?8  SIGINT 
declass  guide  that  no  longer  exists,  and  I  cannot  find  a  Justifieation  for  Item  e 
In  the  current  2001  guide.  Worse,  the  Item  is  written  In  a  manner  that  is  not 
clean  does  the  U.S.  government  hove  SIGINT  reiolions,  or  does  SIGINT  have 
relations  with  foreign  governments?  Can  you  recommend  a  fbe  delete, 
rewrite,  whatever. 

Appreciate  your  assistance. 

Cargill  Hall 

IMSC-Information  Access  and  Release  Team 

I _  I  (b)(3) 


a.  (U)  "Fact  of"  satellite  SIGINT  collection 
capability.  '  ® 
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.  Approved  for  Release:  2018/12/21  C051 02073 

b.  (U)  "Fact  of"  satellite  COMINT  collection  capability.® 

c.  (U)  "Fact  of"  satellite  FLINT  collection  capability.® 

d.  (U)  "Fact  of"  satellite  FISINT  collection  capability.® 

e.  (U)  Generic  references  to  SIGINT  relations  with  unspecified 

foreign  governments.® 

UNCLASSlFIED/rPOttO— 

UNCLASSrFIEP/yrOUO- 


/ 

Approved  for  Release:  2018/12/21  C05102073 


C05102074 

Approved  for  Release:  201 8/1 2/21  C051 02074 


Friday,  May  06, 2005  3:S2  PM _ 

FW:  Update  on  BYEMAN  Retirement  -  —  COWH^GfilTIALy/Xl 


From; 

$«<ro: 

To: 

Subjact 


(b)(1) 

(b)(3) 


F  Y  I 


_  (b)(3) 

-^-^rigihal  Meaage-^ — 

From:| 

Sgrtt!  Friday,  Mav  06. 2005  3:23  PM _ _ _ 

PW- 1  »n  PVCMAM  ,  mMFTPBNTTAI  //Tft -  - - 

classifioatidn;  mriirinrUTI  AI  (Of  I 

FYI  folks  (b)(3) 


■^■^doihal  Message-- — 

From;  \  I 


Friday,  May  06.  2005  3:06  PM 

Toi 


SublMt:  FW:  Update  on  BYEMAN  Rebremerit  - 


•-—Anginal  Mes$age — 

From:  Announoement  Manager 
Sent:  Friday,  May  06,  2005  2:58  PM 
To;  W3i-all;  release-me-all 

Subject:  Update  on  BYEMAN  Retirement — ■CONflDEffnAiy/Xl 
classifidaton:  ■OONrippmAlJffll 


^EJfective  at  tha  dose  of  business  20  May  2005,  ttw  BYEMAN  control  system  retires.  For  those  locations  vinfo  tvrontw^ 
four  hour  operatfons,  implenfientation  becomes  effective  at  mW-night  local  time.  We  request  that  redoients  of  this  ^ 

le^nSnt  ^  ^  ‘*'*®*^*^*'®^-  message  wiU  be  declassified  effective  with  the  date  arid  tfme  of 

i^i!!!i®i*®i5nun^ted  below  are  the  practical  Changes  that  will  occur  as  the  result  of  the  retirement  of  the  Rr«i  Mn« 
on  GWVN/GV^^^  ^  ImdernenfjBtion  Guidance  for  Retiring  the  BYE  Control  System;  on  line 

ISe  ^ _ _ '’y  Retirement  In  the  G6oGy(b)(3) 
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Approved  for  Release;  201 8/1 2/21  C051 02074 
ie)  The  vwfd  BYEMAN  becomes  unclassified. 

(U/ZPOb©)  The  tri-graph  BYE  becomes  uiiciassified. 

(U//r0U0)  The  BYE  access  no  ionger  existe  and  the  NRO  no  longer  accepts  requests  for  BYE 

^  NRO  for  BYE  will  be  Virtually  debriefed  and  their  existing  SI  and  TK  accesses 
wili  continue  to  be  sponsored  by  the  NRO.  No  signed  NdA  is  required  for  the  BYE  debriefing. 

except  bye  Special  Handling,  will  be  protected 
cL»sifiS^a?SS^TK  K  ^  personnel  with  SI/TK  accesses  and  valid  need  to  know  may  receive  NRO  data 

ihSSJ  CWB)  will  cease  to  exist  as  subcompartments  for 

wntinue  to  exist  as  data  fiitere  on  IT  sysfoms  as  necessary  to  continue  to  prijtect  electronic 

dSsemiSon  Sterns  to  limitations  of  our  eiecSonic 

Handling  data  will  be  protected  witoin  compartments  in  the  RESERVE  Control 

COToartmemmrcSo^^n^rSaiiriS^^^-^  approve  all  personnel  for  access  to  a  RESERVE 

compartmentihrough  an  internally  managed  access  request  process;  external  requests  for  access  will  not  be  entertained. 

NRmr  accreditation  for  all  NRO  government  and  contractor  fadlities  and 

and^aareSted  NRO  IT^S^  ®  ^  currently  accredited  NRO  facilities  or  certified 

ana  accreoited  NRO  IT  systems.  The  baseline  eligibility  for  access  to  NRO  fodlities  becomes  SI/TK 

CL  REASON:  1.4(c) 

PiCL  ON  20050520 
DRVFM  NCG5.1, 1  MayOO 

(U)  All  existing  SGIF  coHitilizatlons  remain  valid  and  no  change  to  documentation  is  required. 

(U^IFe^  Information  and  documents  previously  marked  BYE  must  be  remarked  with  aDDrn»riati> 
oompjjj^on, .«( cont«»  or 

(U)  The  classification  and  compartinentation  of  protected  operational  sites  and  personnel  does  hot  change 

to  «»  NRO  n,u«  h«,  NRCVCIO  fer  «<«,  to  or  con„«:My  w»  to.  NRO 

j^nd  on  INTELiNK  at  an  address  to  be  determined.  (b)(3 


(U)  Original  Classification  Authority  for  NRO  information  rernains  with  toe  Director,  NRO. 

Authority  (DAA)  for  NRO  IT  SSems.  Information  Officer  (NRO/CIO)  remains  toe  Designated  Accreditation 
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I 

(U/fPOUO)  For  copies  of  the  One  Book:  Implementation  Guidanee  for  Retiring  the  BYE  Control  S^tem,  the 
Implernentatioiurideo  or  other  educational  materials,  please  contact  the  NRO  Security  EduOation  Division  Center  hotline 
at  commercial'  ' 


Warning:  This  document  may  ncA  be  used  as  a  source  of  derivative  classification. 
CL  By}  ' 
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DECL  ON:  20050520 
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{b){3) 


Warning:  This  document  may  not  be  used  a  source  of  derivative  classHication. 
CL  By[ 

CL  Reason;  1.4(c) 


DECL  ON:  XI 
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Warning;  This  document  may  not  be  used  as  a  source  of  derivative  classification. 
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(b)(3) 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  dassifiGation. 

CL  B^ 

CL  Reason:  1.4(c) 
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"  From;  |  | 

8«ht  Wednesday.  June  1 5, 2005  2:38  PM 

To:  I  lall  Cargill 

Subfect:  FW:  RRG  changes  to  respond  to  iscap  —  TOP  SECF 

KlYMOLeZ/XI 

ciassificationH^OP  0EiORirr//rAL[:MT  ke¥I  iOLt://xi _ 


.  ''MJriOlnal  Message^ 

hem; 

Sent: 

Tk 
Ce 

hmiero  RE:  RRGchanigestotesporKltDiscap  TffP  tirrt|F7i^*|  frrr  muni  Fj 
classification.Tep  nrnnrTrmi  ritj  KBYlint  ri'lTI 


Many  thanks  for  vouf  excellent  commentB.  ' 


C05102076 


Approved  for  Release:  2018/12/21  C051 02076 


— Orlgbial 


t^l?r20iBT5:51  AM 


Sank* 

t«: 

Ce 

SufaifMt: 

edification:  SPCRPTmLEMT  KgyHOl-&/Xi 

“Tf  and  assignad  paragraph 


Hall  ca^Hi 

PiV:  MiG  chartges  to  respond  to  iscap  ^  CTqttr//TAtfNT  KEVH0t4//Kl 


— •■wo-j /w...  wwwuMiQiHuuou  wiiangBs  ana  assnnea  paragrapi 

classificatidns  as  I  underetood  ^em.  If  you  have  any  questions,  please  let  me  know.  Thanksj 


— Original  Message — 


Sant:  Wday,  June  10, 2005  2:34  PM 

I  I 

Cc  ^  ^  Catgill 

SiSdecS:  FW:  MiG  changes  to  respond  to  iscap  —  teCBirz/TAUMT  IMVHOt^^ 

Classification:  afiCRiT/TTAkENT  KEYHOLBI/XI 

c~l .  ;■ . 

advice  about  how  to  get  a  quick  but  coiiipetent 
MPR  nn  Changes  to  the  RRG.(see  memo  to  CargiU  below).  My 

goihg  wel^^ou®  so  you  can  get  the  full  background.  Hope  all  is 


«  File:  Meeting  wth  ISCAP  reps06061van,doc  » 
-—Original  Message — 


Santo 

To: 

Cc 


Friday,  June  10, 2005  2:25  PM 


□ 


sutoiacb  PPG  rhan^  t«  ^Bmerr/TQi  jTn- 1811  imicf/xi^ 

- ftpn|^|-y|.|T^I  Pf IJ  |i1JYH?f|  e/ri 


a  draft  set  of  RRG  changes  to  respond  to  ISGAP 

One  document  conSro  only 

the  eSmgS  ^  ^  *  *  completely  new  draft  Incorpor^ng  all 

ctoniSudN^*^®  ®  ®  ^  to  be 


-^Preliminary  scrub  (both  editorial  and  substantive)  bv  vOu 
classification  markings  need  work.)  ’ 


(Paragraph 


tBiiiyduuM  loaiKings  neeg  worx.)  ^ - - 

-Substeii^  scrub  by  knowledgable  people  in  NRO  security.  (IVe  tried  to  base  the  recant 

-Check  against  the  full  set  of  ISCAP-^ecomrnended  changes. 


(b)(3) 


Approved  for  Release:  2018/12/21  C05102076 


C05102076 


Approved  for  Release:  2018/12/21  C051 02076 


-Pre-meeting  with| 
Also  note  thaCZI 


_  &,  possibly  with  an  ISCAP  rep. 

jplans  to  work  on  sorne  changes  and  tha^ 


_ ]  has  contacted  someone 

about  Oie  proper  classificatioh  Of  ^e  LSG. 

i'll  be  In  North  Carolina  On  Monday  and  Tuesday  but  I'll  be  in  late  morning  on  Wednesday  after  a 
doctor^s  appointment 
See  you  then. 


(b)(3) 


«  File:  RRGJSOO  Mods  Alpha  mr06d605.doc  »  <<  File: 

rrgchanges0610d5.doc» 

Warning:  TihiS  document  may  not  be  used  as  a  source  of  derivative  classification. 

CL  By:! 

CL  Reason:  1.4(c) 

DECLON:X1 

Derived  From:  NCG  5.1  01  May  00 
^CORCTZ/TALCNt  iCtVI  lOLD/XI 


Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classification. 
CL  Byf^  ' 


CL  Reason:  1.4(C) 

DECLON:X1 
Derived  From:  NCG  5.1  0l  May  00 
-SBCRiTZ/TAigNT  KfiVrtQUi//X1 


WamihoLThis  document  may  not  be  used  as  a  source  of  derivative  classification. 

CLBy:L _ J 

CL  Reason:  1.4(c) 

DECL  ON:  XI 

Derived  From:  NCG  5.1  01  May  00 
^teRgrr/TALENT  KEYHOLBr/X  I 


Wamitig:  This  (foment  may  not  be  used  as  a  source  of  derivative  classification 
.GLBy:|  J 
CL  Reason:  1.4(c) 

DECL  ON:  XI 


Derived  From:  NCG  5.1  01  May  00 


Warnttig-  This  document  may  not  be  used  as  a  source  of  derivative  clarification 

;CLBy1 _ ^ 

CL  Reason;  1.4(c) 

DECL  ON:  XI 

Derived  From;  NCG  5.1  01  May  00 
-TOP  OEOnET/TTALCNT  KEYI IOLO/X1 


(b)(3) 


Approved  for  Release:  2018/12/21  C05102076 


C05102078 


.  . 

*  t'  i 


Approved  for  Release;  2018/12/21  C051 02078 


From:  ^ 

S*!**:  TuMday,  July  28.  2005 11:05  AM 

To:  Hall  Cargill 

Cc:  Imlnt-claas 

Sul^^:  RE:  iMiNT  Facility  Classification  Issue  —  SEOnETZ/TALCNT  KCYI  lOLCz/O 

classification:  SeCRETZ/TALENT  KCVI IOLD/X1 —  iu-tmulu/. 

Cargill, 

havenyeclassified  KH-7,  KH-8  and  KH-9  prbgrammatics,  I  would  redact  the 
information  and  exempt  the  miwno  from  dedassifiction 
Regards. 


— Original  Message — 

PXoin:  Hall  CSrgill 

TiM^ateu  T'ltv  26. 2005  8:43  AM 
To: 

Cq  _ 

SiAiieci:  IMirn-  Fadlity  Classification  Issue -1 


Classification:  SEeRCT//TAl  fMT  ifni>i  inj  r/OfI 


I  hove  a  hA/o-page  SAF/SS  memo  for  the  record  in  the  declass  review 
queue  that  addresses  "film  destruction  and  Silver  recovery."  The  subject 
doesn  t  but  the  memo  identifies  facilities  where  this  activity  was  taking 

h!^h  n  ’’n In  Ml>).  ond  the  Indian  ^ 
Hwd  fflm  Oedructlon  Facility  On  MD).  The  RRG  has  no  thsinictlam  on  this 
suDject. 

- ^!*bouqh  these  operations  doubtless  are  long  gone  with  iCH-8  and  KH»9. 1 


(b)(3) 


(b)(5) 


penod.  Again,  we  don't  have  specific  instructtons  on  the  subject.  Your 
counsel  appreciated.  Will  adjust  the  RRG  accordihgly. 

Corgni  Hall 

IMSC-InfonTKition  Access  and  Release  Team 


ii^aiJhad|)cument  may  not  be  used  as  a  source  of  derivative  classification. 


This  ri  x:umentmay  not  b 

CL  Reason;  1.4(c) 

DECLON:  XI 

Derived  From:  NCG  5.1  01  Mav  00 
‘SECngl// lALCIilT  lO-VI  lULU/A'I 


i^LlhjsJ|)cument  may  not  be  used  as  a  source  of  derivative  dassificatioh. 


^mingiJiiisj|)Gument  may  not  t 

CL  Reason:  1.4(c) 

DECLONrXI 

Derived  From:  NCG  6.1  01  May  00 


(b)(3) 


(b)(3) 


Approved  for  Release:  2018/12/21  C051 02078 


C05102079 


Approved  for  Release;  2018/12/21  C051 02079 


From: 

Sent: 

To: 

Cc: 

Subject:  RE;  Redaction  of  NRO  Signatures  —  UNClassifiEIT 

classificatibn;  unclassified 


(MSO) 

Monday,  August  22, 2005  4:13  PM ' 
Hall  Cargill _ 


Cargill, 

Confirmed  as  you  have  stated. 


- — Original  Messages 
Prom:  Hall  Cargil 

Swts  Monday;  August  22, 2005  11:43  AM 

To: 

Cc^  _ _ _ 

Subiect:  RedacHonofNIK)Signa|pes  — UNOASSfi^ 


£laasificatiQ[L_UNCLASSIFIED 


_ _ Iddvise  that  the  Privacy  Act  on  signatures  Is  at  variance  with 

the  RRG.  Will  niodify  the  RRG  accordingly,  but  need  you  to  verify  that  the 
following  guidance  is  correct. 


0  Names  not  currently  on  the  approved  list  to  release  will  have  name 
god  signature  redacted. 

o  Names  on  the  approved  list  to  release  will  have  a  line  drown  through  the 
slgnature-^slgnature  Is  altered  but  not  redacted. 

Please  confirm  or  change  these  instructions  as  needed^ 

Cargill 


(b)(3) 


UNCLASSIFIED 

UNCLASSIFIED 


Approved  for  Release:  2018/12/21  C05102079 


C05102080 


Approved  for  Release:  2018/12/21  C051 02080 


From:  Moffett  Page 

Sent:  Monday,  Auguet  22, 2005 1:38  PM 

To:  Hall  Cargill 

Sut^ect:  RE:  Question  of  Current  Authorities  —  UNCLASSIFIEDM'OUO 

ciasslflc^n:  UNGLASSIFIEDy/FOUO  - 

Gargill,  it  should  read  DNI  Vice  DCIA.  When  the  PCI  wore  both  hats,  it  was  easy.  Now  that  the  two 
pos^ons  are  separated,  the  DNI  is  the  official  responsible  for  protecting  sources  and  methods.  Page 

Message — 

Rtm:  Halioirglll 

sent:  Friday,  August  19, 2005 10:34  AM 

To:  MdRiett  Fagie 

Sufajoct:  Question  of  Ojrrerit  Authorities -^UNOASSIFIEO/^feHe — 

classification:  UNCLASSIFlED/ff*O0O“ 

Page: 

The  following  paragraph  In  the  NRO  declassification  guide  (Review  and 
Redaction  Guide)  has  been  revised  to  account  for  the  role  of  the  DCIA. 
Should  it  now  read  DNI  Instead  of  DCIA?  Your  counsel  appreciated. 

Cargill  Hall 

IMSC-Informotion  Access  and  Release  Team 


(b)(3) 


(U)  The  NRO  serves  as  the  Executive  Agent  for  the  Director  of 
the  Central  Intelligence  Agency  (DCIA)  in  providing  guidance  for 
protecting  the  non--produCt  aspects  of  satellite  reconnaissance 
systenis.  The  release  of  satellite  reconnaissance  information  as 
described  in  this  guide  is  consistent  with  provisions  of  PDD-49 
and  with  the  DCIA's  statutory  responsibility  to  protect  sources 
and  methods. 

unclassIfIeoa/fouq 

UNCLASSIFIED//FDOQ- 


Approved  for  Release:  2018/12/21  C051 02080 


C05102082 


Approved  for  Release:  2018/12/21  C051 02082 


Sent: 

To: 

Cc 

Subjeefc 


Tuesday,  November  15, 2005  7:40  AM 
Hall  Cargill 


FW:  Release  of  WS-117L  RStD  Program  Identifiers  —  UNCLASSIFlED/;ff0ycr' 


Classification:  I3NCLASSIFIBD//POU6 


classification:  UNCLASSIFIED/ZPOUe 


CajfgHi;  i  agree  wltti|  [o  releeie  the  old  referencea  at  undaasHled, 


From:  | _  |  ^ 

Sent:  Tuesday,  l»)v«fiber  IS,  2005  7:32  AM 
T*!  I  I 

SMideeb  FW:  Release  of  VVS-117LRaD  Program  Identifiers  — UNOASSIFIBI^yreUS— 

classification;  UNCLASSIFIED/yF=eue- 


(b)(3) 


Hi® Unclassified  level.  The  RRG  already  allows  references  to  the 

«Kno«(«»»d.  th.  olt»r 


From;  HailCargiil  ^ 

S^  Mttidav.  Nnwmih<|r  i4, 2005  3:00  PM 

Seideet:  Release  of  WS-llTL  RSD  Program  Identifiers  —  iwn  AssiPTFry/p^injo- 

classification:  UNCLASSIFIED/VFebe- 


As  you  know,  we  hove  bean  processing  for  rsleqw  nuniicroui  WS^iitl  rsu-nrH*  a 
U  a  July  1958  IbHno  of  WS-im  R8D  PrSoram 

qu^rtkU^ip^  1958.  the  Srt.  which  hq.  ,al,e<j  «,h» 

(frcJrSJ^  2005  RRG. 


1 


Approved  for  Release:  2018/12/21  C05102082 


C05102082 

Approved  for  Release;  2018/12/21  C051 02082 

i  •  ''"X 

Program  I,  Prototype  Development  of  the  SM  ^  (Atiqs)  booster 
Program  il.  Pioneer  Visual  Reconnaissance  -  SM  65 

Program  HA,  Prototype  development  biomedical  recovery  -  SM  75  CThor)  booster 

Program  III,  Pioneer  Ferret  Reconnaissance  -  SM  65 

Program  IV,  Advanced  Visual  Reconnaissance  ^  SM  65 

Program  V,  Advanced  Ferret  Reconnalssahce  -  SM  65 

Program  VI,  Visual  Surveillance  -  SM  65 

Program  VII,  fnfrarbd  Early  Warning  ^  SM  65 

Program  Vlll,  Ferret  Surveillance  ^  SM  65 


IMSC-li 


Cargill  Hall 

on  Access  and  Release  Team 


UNCLASSiFIEO//Pey& 


(b)(3) 


UNCLASSIFIEO//F600 


UNCLASSIFIED/ZEOUe- 
Classification:  UNCLASSIFIE!D//PO^ 


2 


Approved  for  Release:  2018/12/21  C051 02082 


C05102085 

Approved  for  Release;  2018/12/21  C051 02085 

f. 


Sent 

To: 

Subjoct: 


Tuesday,  February  07, 2006  1:46  PM 
Hall  Cargi(l;|  | 

Policy  on  Redacting  Names  UNCLASaRED/yPeue 


classification:  UNCLASSIFIED//FOUO- 


Cargill  and 

I  talked  with 

- - about  the  policy  regarding  redacting  names.  She 

agrees  that  the  basic  policy  for  redacting/release  of  individual's  names 
who  work/have  worked  for  the  NRO  is  that; 

-  the  individuals  themselves  may  verbally  acknowledge  their  involvement 
with^SAF/SP,  SAF/SS,  SAF/MS  or  NRO  offices  according  to  the  instructions 
provided  at  the  time  of  the  declassification  of  these  entities  or 
subsequently 

-  for  documentation  being  reviewed  by  the  NRO  under  the  automatic 

declassification  provisions  of  EO  12958/seeurity  reviews/mandatory 
declassification  reviews/FOIA  reviews  which  contain  NRO  individual's 
names, the  of  mo  individual,  will  not  bo  rmloommd  unless  they 

are:  Directors  of  the  NRO,  Deputy  Directors  of  the  NRO,  former  Directors 
of  Program  A,  B  C  and  D,  or  individuals  appearing  in  Appendix  B  of  the  RRG 

-additionally,  the  description  of  their  duties  must  be  unclassified  and 

Appendix  B.  All  other  NRO  individuals 
will  be  redacted.  This  policy  is  intended  to  protect  the  identify  of 

th^r^elLse^^^"^  employees  unless  the  NRO  has  specifically  approved 

-  still  to  be  worked  is  the  issue  of  faces  in  videos 

that'^si’noi^iQS?  following  with  an  additional  consideration 

?  4®  release  names  of  individuals  in  positions  identified  in 
the  Implementation  Plan  for  Further  Decompartmentation  and 

National  Reconnaissance  Office"  dated  April  24 
1995  {basically  44  positions).  ^  ' 

advise. questions  or  need  further  clarification,  please 


(b)(3) 


QS/Sccurity  Policy  Staff 

J!lHtdliflanea  eoHoetliiii  it  th«  NRO  mission;  space  is  the  place 


we  perform  oir  mission" 


(b)(3) 


1 


Approved  for  Release:  2018/12/21  0051 02085 


C05102085 

--a 

P 


Approved  for  Release:  2018/12/21  C051 02085 


2 

Approved  for  Release:  2018/12/21  C051 02085 


C05102086 


Approved  for  Release;  C051 02086 


"Silentium  est  unicus  casteUum" 

(b)(1) 

(b)(3) 


1 

Approved  for  Release:  2018/12/21  C051 02086 


C05102087 

Approved  for  Release;  2018/12/21  C051 02087 


Monday.  February  27, 2006  735  AM 
To:  Hall  Cargill 

*“•*■!•**  RE:  Security  Question  SELkb  I  // 1 ALCNT  nm'l  IOLC//2 5X1 


classification:  SECRCTZ/TALCNT  KCVI  lOLE/^OXI 


Although  I  told 

be  a  stretch.  Check  with  the  lARC  guys  and  see  if  the  RRG  allows  that,  I' 


g  are  treated  as  (U),  to  go  back  to  the  70s  hfidy 
m  hot  sure. 


SIGINT  Security 

"Silentium  est  unicus  castellum" 


ftem:  HallCanini 

.  Sent  Monday,  Wiruary  27, 2006  6:55  AM 

To:  - 

Cb _ 

Sutdoct:  Secuilty  QuesWon  - 

classification:  •SECnCTZ/TALEMT  KD^I  IOLE//a6X1 


(b)(3) 


'Z  an  unclatsWed  paper  the  fact  that  "signals  Intelligence 


Let  me  know. 
Thanks, 


Cargill  Hall 

IMSC-Informatloh  Access  and  Releias*  Team 


(b)(3) 


1  . 


Approved  for  Release:  2018/12/21  C051 02087 


C05102087 

j,,.  r-  Approved  for  Release;  2018/12/21  C05102087 

Warning:  pija  doginpent  may  not  be  used  as  a  source  of  derivative  glassification 

CL  By:| _ | 

CL  Reason:  1.4(c) 

DeCL  ON:  25X1 

Derived  From:  NCG  6.0, 21  May  2005 
fii=r>nrT>rr(^^  FMT  KFYHni  nmYl 


(b)(3) 


Warning;  This  ijiocument  may  not  be  used  as  a  source  of  derivative  classification. 

CL  By! 


CL  Reason:  1.4(c) 
DECL  ON:  25X1 


Derived  From:  NCG  6.0. 21  May  2005 
■QrnnrT/rrai  ruf  k^hOI  fr/i7‘iY1 


(b)(3) 


2 


Approved  for  Release:  2018/12/21  C051 02087 


C05102088 


Approved  for  Release:  2018/12/21  C051 02088 


Sent: 

Friday,  April  07, 2006  222  PM 

Td: 

Hall  Caraill;  1  1 

Cc 

1 

Subject 

RE:  Review  of  FOIA  Case  —  5ECRET//S(/TK//NOFORN 

Classification:  aEeRBT//8I/Tie//IIOPORN 


Classified  By: 

Derived  From:  INC6  dated  20120213 
Declassify  On:  25X1,  20671231 

classification;  UNCLASSiFliD//peuo- 


Cargill, 

I  have  reviewed  the  FOIA  case  as  well,  and  1  agree  that  there  are  no  issues  or 
cause  for  redaction.  If  the  program  is  declassified,  then  there  should  be  no  reason  why 
the  cryptonymcannotbe  declass  also. 

Nor  do  I  see  any  issues  in  the  verbage  with  covert  funding,  I  saw  only  vague 
references  to  the  transfer  of  funds  from  NASA  to  NRO;  and,  I  saw  no  references  to  the 
sources  or  methods  used  or  the  amounts  transfered. 

In  my  opinon,  other  than  the  confirmation  of  a  long  standing  association  between 
the  NASA  and  the  NRO,  these  documents  do  not  constitute  any  danger  to  the  cover 
mechanisms  that  we  currently  have  in  place. 


cm; 

National  Reconnaissance  Office 


From:  Hall  Cargill 

Sent:  Friday,  April  07,  2006 1:32  PM 

To:  ~  ■ 

Cg  |___ _ _ _ _ 

Subject:  RE:  Review  of  FOIA  Case  UNCLASSIHED//|peue- 

ciassification:  UNCLASSIFIiD//Peue- 


(b)(3) 


Approved  for  Release;  2018/12/21  C051 02088 


C05102088 

Approved  for  Release:  2018/12/21  C051 02088 

Thonkyoij  I 

I  mi  advise  us  on  the  covert  funding  aspect.  Since  UPWARD  Is  a 

cryptonym  (like  CORONA)  that  referred  to  the  NRO>asslst^  lunar  rtidpping  effort,  I  see  no 
reason  why  It,  too,  cannot  be  released. 

Cargill 


ttam:  I  I 

Sent:  Aptf  07, 2006 12:03  PM 

To:  Hafl  C^n 
Cc  bnint-dass 

Subject:  Review  of  FOIA  Case  UNQLASSIFIBJ^iFeyo- 

Impoiteitoe:  High 


classification:  UNCUSSIFIED//P^^ 


(b)(3) 


Cargill, 

After  a  thorough  review  of  FOIA  Case  Number  E06-0005,  yue  find  no  issues  or  cause  for  redaction  with  requested 
documentation.  Only  two  areas  of  potential  debate/concem  are  With  the  reiease  of  the  BYEMAN  Codeword  UPWARD 
and  certain  NRO  covert  funding  processes.  However,  in  bote  instances  we  feel  the  data  gw  be  released  without 
cornpromise  to  current  NRO  security  protection  methodologies. 

Questions  or  concerns,  please  don't  hesrtete  to  call. 


SHIN  I  secunty  Staff 
Classification  Management  Team 


Dad  On:  26X1, 20660103,  NRO  RRG  DattU  July  2006 
Dlw  From:  NRO  IMINT  PGG  4.0,  Datad  06  May  2005 


(b)(3) 


UNCLASSIFIEEWFeye- 

UNCI^SSlFlED/yFdbe- 


UNCLASSIFIED/TOtJO- 


Classification:  -(SBOIUST/ /Cl/<rK//HOronN 


2 


Approved  for  Release:  2018/12/21  C051 02088 


C05102089 


Approved  for  Release;  2018/12/21  C051 02089 


■4 


15  May  2001 

MEMORANDUM  FOR  DIRECTOR,  NATIONAL  RECONNAISSANCE  OFFICE 

SUBJECT:  (U)  Declassification  of  Secretary  of  the  Air  Force, 

Office  of  Space  Systems  and  Office  of  Missile  and 
Satellite  Systems,  National  Reconnaissance  Office 
Relationship 

(U)  This  memorandum  recommends  the  declassification  of  the 
"fact  of"  and  certain  "facts  about''  the  association  of  the 
National  Reconnaissance  Office  (NRO)  with  Secretary  of  the  Air 
Force,  Office  of  Space  Systems  (SAFSS)  and  its  predecessor 
Office  of  Missile  and  Satellite  Systems  (SAFMSS) .  This 
declassification  effort  furthers  NRO  comipliance  with  intent  of 
Executive  Order  12958  and  is  in  accordance  with  current  NRO 
classification  criteria  and  risk  mitigation  measures  to  protect 
sensitive  and  classified  information. 

4^From  1961  to  April  1995,  SAFSS  and  its  predecessor 
SAFMSS  was  the  unclassified  designator  for  the  staff  element  of 
the  NRO  and  performed  staff  functions  for  the  Director  and 
Deputy  Director  of  the  NRO.  Personnel  assigned  to  these  offices 
also  provided  support  to  the  Secretary,  Under  Secretary,  and 
Assistant  Secretary  of  the  Air  Force  (Space)  on  aircraft 
reconnaissance  and  space  reconnaissance  systems.  SAFSS  Air 
Force  military  and  civilian  personnel  and  contractors  supporting 
them,  have  protected  the  'Vfact  of"  their  association  and  j 

assignments  with  the  NRO  as  BYEMAN  information  for  over  30 
years . 

(U)  The  role  of  the  SAFSS/SAEMSS  as  the  Headquarters  staff 
of  the  NRO  can  be  declassified  now  with  minimal  impact  on 
continuing  NRO  classified  elements,  operations,  and  locations  as 
they  are  not  associated  with  currently  classified  NRO 
information.  Ample  justification  exists  to  declassify  the  SAFSS 
and  SAFMSS  role  within  the  NRO  as  a  result  of  the  gradual 
phasing  out  of  SAFSS  as  an  organizational  assignment  mechanism 
for  NRO  personnel.  Since  1995  there  have  been  no  NRO  personnel 


CL  BY;  I _ I 

CL  REASON:  1.5(c) 

DECL  ON:  XI 

DRV  FRM;  NCG  5.1;  1  May  2000 


(b)(3) 


■  Approved  for  Release:  2018/12/21  005102089 


C05102089 


Approved  for  Release:  2018/12/21  C051 02089 

ttcMg//aa 


SUBJECT:  (U)  Declassification  of  Secretary  of  the  A^ir  Forc6, 

Office  of  Space  Systems  and  Office  of  Missile  and 
Satellite  Systems,  National  Reconnaissance  Office 
Relationship 

assigned  to  SAFSS^  Further,  SAFSS  has  no  current  organization, 
missidn,  or  function  within  the  Air  Force  Staff  structure. 

Identification  of  SAFSS  and  its  personnel  as  the  NRO 
Headquarters  staff  no  longer  constitutes  a  risk  to  NRO 
activities.  However,  a  presumption  on  the  part  of  persons 
<  knowledgeable  of  SAFSS  that  all  information  concerning  SAFSS  and 

its  role  in  the  NRO  is  now  declassified  presents  a  certain 
element  of  risk  that  Should  be  mitigated.  Therefore,  to  reduce 
the  possibility  of  inadvertent  disciosure  of  classified  NRO 
operations  or  locations,  we  have  constructed  a  list  of 
information  about  SAFSS  that  is  now  UNCLASSIFIED  (see 
attachment) .  This  information  on  the  limits  of  the 
declassification  will  be  made  available  to  personnel 
knowledgeable  of  SAFSS  operations,  including  SAFSS  alumni 
(military,  civilian,  and  contractors). 

(U)  Recommend  the  declassification  of  the  role  of  SAFSS  as 
the  staff  element  of  the  NRO  as  a  normal  progression  of  NRO 
declassification  efforts.  Also,  request  your  signature  on  the 
attached  letter  to  SAFSS  alumni  and  associates. 


Kenneth  W.  Renshaw 
Director  of  Security 

Attachment 

APPROVED: 


Keith  R.  Hall 

Director,  National  Reconnaissance  Office 
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The  following  "facts  about"  the  association  of 

SAFSS  and  the  National  Reconnaissance  Office  are  proposed  as 
unclassified: 

•  The  association  between  the  National  Reconnaissance  Office 
(NRO)  and  the  Secretary  of  the  Air  Force,  Office  of  Space 
Systems  (SAFSS)  and  its  predecessor,  the  Air  Force  Office 
of  Missile  and  Satellite  Systems  (SAFMSS) . 

•  Fact  that  SAFSS  and  its  predecessor  SAFMSS  was  the  staff 
element  of  the  NRO  and  performed  staff  functions  for  the 
Director  and  Deputy  Director  of  the  NRO. 

•  Fact  that  personnel  assigned  to  SAFSS  and  SAFMSS  provided 
support  to  the  Secretary,  Under  Secretary,  and  Assistant 
Secretary  of  the  Air  Force  (Space)  on  aircraft 
reconnaissance  and  space  matters. 

•  Identities  of  all  former  SAFSS  and  SAFMSS  Directors, 

•  Identification  of  main  organizational  elements  of  SAFSS  and 
SAFMSS,  e.g.,  SS-1,  SS-2,  etc. 

•  Identities  of  key  SAFSS  and  SAFMSS  personnel  assigned  to 
the  major  staff  offices  and  elements  of  SAFSS  and  its 
predecessor  SAFMSS,  such  as  chiefs  of  the  key  divisions. 
Comptroller,  technical  advisor,  etc. 

Fact  of  individual  assignment  to  SAFSS  and  SAFMSS  (from 
1961  to  April  1995)  including  unclassified  duty  and  staff 
title,  generic  description  duties  (i.e.  engineering, 
technology,  comptroller,  security,  administration,  etc.), 
and  period  of  performance. 

Fact  of  and  individual's  assignment  to  SAFSS  and  SAFMSS  at 
Los  Angeles  Air  Force  Base,  Vandenberg  Air  Force  Base,  Cape 
Canaveral  Air  Force  Station,  Satellite  Control  Facility, 
Sunnyvale,  and  The  Pentagon.  These,  are  the  only  locations 
to  be  declassified  as  associated  with  SAFSS  and  SAFMSS. 

General  association  of  SAFSS  with  CORONA,  ARGON,  LANYARD, 
and  GRAB. 
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General  description  of  SAFSS  operations  and  support 
functions  not  associated  with  currently  classified  NRO 
information. 
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MEMORANDUM  FOR  SECRETARY  OF  THE  AIR  FORCE  OFFICE  OF  SPACE 
SYSTEMS  ALUMNI /ALUMNAE 

SUBJECT:  SAFSS  Declassification 

I  aiii  pleased  to  announce  the  declassification  of  the  "fact 
of"  and  certain  "facts  about"  t'he  association  of  the  National 
Reconnaissance  Office  (NRO)  with  Secretary  of  the  Air  Force* 
Office  of  Space  Systems  (SAFSS),  and  its 'predecessor  Office  of 
Missile  and  Satellite  Systems  (SAFMSS) .  We  are  now  able  to 
acknowledge  the  contributions  of  those  who  have  served  in 
SAFSS/SAFMSS  in  support  Of  the  NRO  as  well  as  support  to  the 
senior  leadership  of  the  Office  of  the  Secretary  of  the  Air 
Force.  This  letter  is  intended  to  provide  alumni /alumnae  with 
broad  guidance  on  the  scope  and  limits  of  this  declassification. 

The  following  "facts  about"  the  association  of  SAFSS  and 
the  NRO  are  declassified: 

•  The  association  between  the  National  Reconnaissance  Office 
(NRO)  and  the  Secretary  of  the  Air  Force*  Office  of  Space 
Systems  (SAFSS)  and  its  predecessor*  the  Air  Force  Office 
of  Missile  and  Satellite  Systems  (SAFMSS) . 

•  Fact  that  SAFSS  and,  it  predecessor  SAFMSS  was  the  staff 
element  of  the  NRO  and  performed  staff  functions  for  the 
Director  and  Deputy  Director  of  the  NRO. 

•  Fact  that  personnel  assigned  to  SAFSS  and  SAFMSS  provided 
support  to  the  Secretary,  Under  Secretary,  and  Assistant 
Secretary  of  the  Air  Force  (Space)  on  aircraft 
reconnaissance  and  space  reconnaissance  systems. 

•  Identification  of  main  organizational  elements  of  SAFSS  and 
SAFMSS,  e.g.,  SS-1*  SS-2,  etc. 

•  Identities  of  all  former  SAFSS  and  SAFMSS  Directors  and  key 
SAFSS  and  SAFMSS  personnel  assigned  to  the  ma.jor  staff 
offices  and  elements  of  SAFSS  and  its  predecessor  SAFMSS, 
such  as  chiefs  of  the  key  divisions*  comptroller*  technical 
advisor,  etc. 

•  Fact  of  individual  assignment  to  SAFSS  and  SAFMSS  (from 
1961  to  April  1995)  including  unclassified  duty  and  staff 
title,  generic  description  duties  (i.e.  engineering. 
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technology,  comptroller,  security,  administration,  etc.)/ 
and  period  of  performance. 

•  Fact  of  and  individual's  assignment  to  SAFSS  and  SAFMSS  at 
only  the  following  locations:  Los  Angeles  Air  Force  Base/ 
Vandenberg  Air  Force  Base,  Cape  Canaveral  Air  Force 
Station/  Satellite  Control  Facility,  Sunnyvale,  and  the 
Pentagon . 

•  General  association  of  SAFSS  with  CORONA,  ARGON,  LANYARD, 
and  GRAB. 

•  General  description  of  SAFSS  operations  and  support 
functions  not  associated  with  currently  classified  NRO 
information. 

_ If  you  have  questions  please  contact  NRO  Security  at  I 

I  If  you  receive  requests  for  interviews,  information, 
or  reviews  of  articles,  papers,  books,  etc.  from  media, 
academics,  or  historians  concerning  tha  NRO,  we  strongly  urge 
you  to  contact  NRO  Security  so  we  can  assist  you  with  your 
response. 
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/S/ 

Keith  R.  Hall 

Assistant  Secretary  of  the 
Air  Force  (Space) 
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Record  of  Changes 


Gianae  /  Descri^rai 

Date.bf  Change 

Fix^  tyiXLthat  makes  the  leoacy  tenn  OSF  (U)  vice  (S) 

2  Sen  2005 

Corrected  omission  regarding  releasability  of  SIOINT 
satellite  eohemeris  data 

18  Oct  05 

Corrected  note  in  item  V.l.g  to  include  imiht^<»ally 
omhted  disseminatirm  release  direction 

2  Nov  05 

Added  a  note  to  hern  II.l.aJ2  ejqilaining  die  use  of  coyer 
contract  numbers  as  described  in  NRO/CX^  Arfaninislira- 
tive  Note  25,  rev  3  of  26  Aug  03  and  dteir  clarified  as- 
socialion  with  die  NRO. 

28  Nov  05 

28  Mar  06 

Acronym  table  -  chatige  the  term  POPPY  from  S//TK  to 

u 

12  Mi^  2006 

Secl,Itan  1. 0,dd- changed  to  4  eyes  lAWNGAONlP. 
SCO 

9  Jan  2007 

Sec  1,  Item  3.0,  j  -  dumged  from  3  eyes  to  5  eyes  to  fe- 
flect.DNI  guidance  on  intel  sharing 

U 

Sec  II,  Item  3.0,  a,b,c&d  -  changed  releas^ility  msfruc- 
tions  from  3  eyes  to  ‘Yelea^ility  determined  by  content 
ofdqcuinent”. 

M 

Sec  in.  Item  6,b  -  6,c,l  *24,4  -  6.e  changed  releasability 
to  4  eyes  lAWNGA  ONIR  SCG 

U 

SecV,Item  1.04t- changed  releasability  froth  3  to  5  eyes 
based  0(1  current  infimnadon  distribution  channels  -  i.e.  - 
operational  realitv 

a 

Sm  VII,  Item  a.  and  c.  •  chaiged  releasability  from  3  to  S 
eyes  based  on  current  infcHinatitm  distribution  channels  - 
i.e.  -  operational  reality 

44 

3Jffli2008 

Incorporates  global  DIDO  approval  dum^ng  releasabil- 
ity  of  NRO  SIGINT  information  finm  3  ot  4  eyes  to  5 
eyes. 

25  Aug  2008 
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1.0  (U)  GENERAL  INSTRUCilONS 


1.1  (U)  Purpose 

(U)  The  SIGINt  Classificatkm  Guide  compiles  into  one  document  all  guidanGe  fiv  the  classificatimi  of  National 
Rectmnaissance  Office  information  for  all  SIGINT  progrnns.  As  aidu  it  is  die  baseline  classification  documoit  for 
SIGINT  opoaticms  and  activities.  It  provides  die  for  maintainii^  configuration  control  of  classifitatibn  man¬ 
agement  decisions.  In  conjunction  with  die  "Lift  Cycle  Security"  process  it  will  functibh  to  provide  management 
with  a  tool  for  assessing  die  impact  of  change. 

12  (lJ)Scope 

jf/SJThe  provisions  of  diis  guide  apply  to  all  SIGINT  plans,  systems,  subsystems,  and  opo^c^  fimded  by,  or  under 
the  cognizance  of  the  SIGINT  Systems  Acquisititm  &  Operations  Directorate  (SA&OP).  This  includes  research, 
development,  test  and  evalu^bn  (ROT&E);  qiplication;  laoductioii;  related  tedmology;  tmd  operational  use  of 
SIGIh^  systems.  The  information  contained  in  this  guide  has  been  compiled  fiom  numerous  source  documents, 
whidi  are  listed  in  Section  23.  Fw  additional  information  (»'  anistanoe  in  making  classification  determinatioiis, 
OMitact  die  Program  Security  Officer  (PSO)  for  die  tystem  iii  quelstion,  die  SIGD^  Security  Office,  or  for  condactm' 
personnel,  your  NRO  Contractor  Propam  Seciuity  Officer  (NCSPO). 

2.0  (U)  APPLICABILITY  &  EFFECTIVE  DATE 


(U)  This  SIGINT  Classification  Guide  sillies  to  all  personnel  vdio  have  access  to  information  addressed  in  fois 
guide.  Itiseffoctiveasofdiedateondietitlepage. 


3.0  (U)  APPROACH 


(U)  The  SIGINT  classification  developmcM  team  used  a  "Life  Ctycle  Security  Process"  to  develop  diis  guide.  The 
process  included  analysis  of  the  program  life  cycle,  threat,  open  source,  program  segmods,  Wbik  breakdown  struo- 


(U)  T^  SIGINT  cbsmficatiai  develofunent  team  was  comprised  of  government  and  contractor  personnel.  It  was 
coordinated  with  a^licable  System  Progruii  Offices  (SPOs),  field  sites,  contractors,  and  all  Headquarters  DiirectOT^ 
ates  and  Offices. 


(6//TK)  The  SIGINT  Classificmion  Guide(CG) 

|Security  ClassinaSbn  uuioestscusi.  in  devblopmg  the  SlUlN  1  UG  all  cntena 
irom  me  previous  guiaes  wereccmsidered. 


(b)(1) 
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(U)  The  Director,  SIGINT  SA&OD  (an  origii^  classification  authmfy)  has  established  die  dinMifiiytinh  i^el  of 
and  control  sy^  fat  some  uiftamation  contained  in  this  guide.  OdieT  information  is  derived  fiom  guidance  pro- 
vided/dpciMented  in  the: 

1.  National  Space  Policy,  NSC49,  dated  Sqitember  1996. 

2.  NRO  Security  Classiiict^on  Guide,  1  2000. 

3.  Secm%  Classification  Guide  for  Int^rationaiKl  Launch  ofNRO  Satellites  on  the  Titan  and  >Ulas  Launch 

Vriucle  Systems,  8  April  1997. 

4;  Signals  Intelligence  Security  Regulations  ($ISR),  26  May  1999. 

of  "Fact  or  Overiiead  SIGINT,  ITte  National  SIGINT  Committee  memorandum,  dated,!  ^ 

.  Dioccmbcr  1995. 

6.  National  Imagery  and  Mapping  Agency  Policy  Series,  Section  5,  Part  A,  aassification  Tables,  dated  17  Sn  97 
'•  Mwual  ^  Classification  Guide  for  Natimial  MASINT  Reconnaissance  Materials  (MAfilNT 

8.0  (U)  LEVELS  OF  SECURITY  CLASSIFICATION  AND  CONTROL  SYSTEMS 
8.1  (U)  Natirmal  Security  Classification  Levels 

^  IQf  SECMI  shall  be  applied  to  infiwnudion,  the  unauthorized  disclosure  of  which  reasona¬ 
bly  could  be  expected  to  cause  cxccptiowidy  gpiye  damage  to  the  national  security  that  the  origi- 
lialclassific^On  authority  is  able  to  identify  OT  describe. 

(U)  SKRET  shall  be  qrplied  to  infinmation,  die  unaudiorized  disclosure  of  vriiieh  reasonably 

could  be  cxpet^ed  to  cause  serlpsu  damage  to  the  iMtimial  security  that  the  original  classification 

authority  is  able  to  identify  Or  describe. 

(U)  QDNFIDENTIAL  shall  be  applied  to  infmmation,  the  unauthorized  disclosure  of  wfairii  rea- 
sor^ly  could  be  expected  to  cause  damage  to  die  national  security  that  die  original 
authority  is  able  to  idmitify  or  describe. 

82  (U)  Control  Systoms: 

82.1  (U)  Collateral  Material 
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(U)  All  national  security  information  classified  CONFIDENTIAL,  SECRET  Or  TOP  S^RET  under  the  provisions 
of  an  Executive  Order  12958  for  vriiich  Intelligence  Commifflity  systems  of  ccmqrartmentation  [sudi  as,  Sensitive 
Compartmmit  Infimnation  (SCI)]  ate  hot  foimailh/  established  NRO  has  authority  to  classij^  within  ^  collateral 
classification  imotocol. 

8.2^  (U)  COMINT 

f 

(U)  The  CONONT  Control  System  (SI)  is  a  SCI  control  system  expr^ly  alitiiorized  fm  handling  or  transmitting 
communications  intelligence  derived  fiom  satellite  surveillaice  and  odter  sources. 


82.3  (U/^EOWOJ  TALENT-KEYHOLE 


(U//FOUO)  TALENT-KEYHOLE  (TK)  is  a  Director  of  National  IntelligAice  (DNI)  Sensitive  Compaitmented  hi' 
formation  control  syston  which  protects  technical  di^  used  m  collection  tasking;  imagery  or  signals  process^ 
ing/exploitation  techniques  for  collected  datia;  and  mtelltgaice  {noducts  derived  from  ov^ead  recahhussahce  ^x>- 
grams.  Some  exceptions  to  s^llite  SIGINT  related  data  include  COMINT  (Note:  when  COMINT  is  idAitified  as 


satellite  collecticm,  it  is  handled  jointly  as  SI/TK),  operational  ELINT  (Operation^  Electronic  Intelligence  - 
OPELINT),  and  some  tedmical  ELINT  (TECHELINT).  Gmierally  TALENT-KEYHOLE  protects  cotain  informal 


1)  (U)  Imagery  Intelligmce  (IMINT),  |  |, 

2)  (U)  Signals  Intelligmce  (SIGINT),  _ _ 

3)  (U)  Electronic  Intelligence  (ELD^,| 

4)  (tJ)  Foreign  Instrumentation  Signals  Intelligence  (FlSlN  1),  and 

5)  (U)  Measurment  and  Signature  Intelligence  ^lASINT). 

82.4  (U//EOW©)  RESERVE  (RSV)  Control  System 
See  RESERVE  Security  Manual  for  Guidance 

8.3  (U)  Pntoer  Compartthaitation  of  Information. 

^Q-The  decisimi  to  compartmmt  information  in  die  TK  Control  System  should  be  made  using  the  guidelines  and 
tables  in  this  guide,  as  well  as  the  program  classification  guides.  Pixtotr  compartmeniaiion  is  critical  in  ordCT  to  in- 
tmct  effectively  with  our  mission  partners/users. 

t^B  YEMAN  (BYE)  was  a  Director  of  Central  Intelligence  (DCI)  Sensitive  Compaitmented  Infpmuttion  ($Cl) 
control  system  that  defines  protection  requirements  for  sensitive  sources  and  methods  used  in  the  ieseardl,  devel¬ 
opment  and  operation  of  space-based  reconnaissance  systems.  This  included  cdtam  program  budget  and  funding 
details;  integration  of  spacecrafi  Widi  sensor  platforins;  cdtain  cmnniand  and  control  operations;  key  design  and 
development  details;  and  survivability  and  vulnerability  of  systems.  The  DCI  del^ated  security  poU^  foimulttion 
audiority  for  the  BYEMAN  Control  System  to  the  Dirertor  of  Center  for  CIA  Security,  CU  (D/CCS/CIA)  The  Di- 
rector  of  Security  NRO  (DOS/NRO)  was  responsible,  howeva*,  for  inipleihehtotiim  and  vras  the  senior  security  ad¬ 
visor  to  tile  pNRO.  Hie  BYEMAN  Control  System  was  managed  by  tiie  Director,  National  Reconnaissance  Office, 
retired  the  BYEMAN  control  systrni  effective  21  May  2005.  For  SIGINT  die  follovring  marking  changes 

BafiWB  BYEMAN  RgMiwwiant  Altar  BYEMAN  Urtrament 

BYE//REL  TO  3  EYES  TK//REL  TO  3  EYES 

BYE-OSB//REL  TO  3  EYES  TK//REL  TO  3  EYES 

BYE//NF  TK//NF 


(U//FOUe)  Witii  tile  retirement  of  the  BYEMAN  control  system,  almost  all  infonimtion  about  NRO  tystems  is  con¬ 
trolled  in  the  Tdent  Keyhole  control  system.  Automatic  dissoniiudion  of  this  mfamwrinn  based  solely  on  possess¬ 
ing  TK  access  is  not  sound  OPSEC.  Apply  need-to-know  principles  before  sharing  infiirmation  about  NRO  systems 
witii  those  not  directed  involved  witii  tim  NRO. 
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8.4  (U)  CLASSinCATION  OR  CONTROL  SYStEM  CONFLICT  RESOLUTION 

— ^  The  cia^ifiGatipn  tables  in  this  gpide  specify  classification  and  control  systein(s)  for  information  related  to 
SIGINT  ^sterns  and  their  products.  Where  control  ^ston  «  classificatioa  is  not  readily  apparent  fixHh  the  table, 
or  if  a  user  believes  oonflicHng,  inaccurate,  or  unclear  guidance  has  been  provided,  protect  Ite  informatiixi,  produ^ 
or  activities  at  foe  lughest  applicable  level  pending  resolution.  Request  guidance  tom  foe  responsible  SIGIOT  Pro- 
grain  Secinity  Officer  or  foe  NRO  Director  of  SIGINT  Secinify.  A  control  system  and  classification  review  ^  be 
made  by  foe  NRO  for  TK  matters  under  foe  cognizanoe  of  foe  NRO  and  the  fimctiaial  program  manage^  Wifiiin 
DIA,  NIMA,  NSA,  Natiotutl  SIGINT  OMnmhtee  and  foe  MASINT  Committee  for  TALJENT-l^YHOLE  informa¬ 
tion  that  does  not  Originate  Or  belong  to  foe  NRO  but  fidls  under  foe  data  ownerslup  of  foese  organizations. 

(U)  The  fact  foat  classified  information  has  been  inadvertently  disclosed  or  released  does  not  mean  fiiat  it  is  auto¬ 
matically  declassified.  Unauthorized  disclosures  will  be  reviewed  by  foe  SIGINT  SA&OD  and  other  Directorates 
and  Offices  to  det^ine  appropriide  and/or  necessary  courses  of  action. 

8.5  (U//FOUO)  Not  Releasable  to  Foreign  Nationals 

(U//FOUO)  Classified  intelligenoe  informatibn  relating  to  intelligence  sources  and  mefoods  is  often  NOFORN.  Re¬ 
lease  of  NRO-related  classified  information  to  foreign  governments  or  mdividual$  whefoar  collateral,  COMINT, 
TALENT-KEYHOLE  must  Ik  in  accordance  with  arrangemetrls  between  NRO,  Nafiona]  Security  Agency  (NSA), 
National  Imagery  &  Mrqtping  Age^  (NIMA),  and  CIA/Collection  Requiranents  and  Evaluation  Staff  (CRES). 
Potential  data  release  must  also  satisfy  foe  applicable  requirements  outlirted  in  Director,  Central  Intelligence  Direc¬ 
tive  (DCID)  1/7,  DCID  6/7,  DCID  6/3,  Signids  Intelligence  Security  R^foations  (SISR)s  Volumes  I/Il^  Security 
.Conitol  Mani^  md  Classification  Guide  for  National  Recmnaissance  Materials  [MASINT  Policy  Series  (MPS)], 
and  the  Imagery  Policy  Series.  Release  of  unclassified  NRO-related  satellite  technology  is  subject  to  export  controls 
as  establish^  by  the  Dqrartments  of  Commerce  and  State,  in  coordmation  With  Department  of  Defense.  Certain 
organizations/i^encies  have  authorized  memoranda  of  understanding  (MOUs)  or  other  a^eements  foat  pennit  foe 
release  of  classified  intelligerice  information  to  foreign  nationals.  Release  of  infonnation  is  bound  by  foe  specific 
terms  of  the  agreements  and  may  supersede  other  caveats  and  restrictitms. 

(U)  In  accordance  wifo  DCID  1/7,  intelligence  information  that  bears  no  restrictive  omitrol  markings  mtty  be  re¬ 
leased  to  foreign  governments,  international  organizations  or  coalition  partners  provided  foait: 

(U)  A  positive  foreign  disclosure  decision  is  tnade  by  a  Designated  Intelligence  Disclosure  Official  in  accordance 
with  procedures  m  E)CID  6/7; 

(U)  No  refereiKe  is  iruule  to  foe  origiruiting  agency  or  to  the  source  pf  foe  docurnents  on  \foich  fire  released  product 
is  based;  arxl 


(U)  Hie  soufoe  or  marmer  of  acquisition  of  foe  intelligoice  (including  analytic  judgments  or  techniques),  and/or  foe 
location  where  foe  intelligence  was  collected  (if  relei^  to  inotect  sources  and  mefoods)  is  not  revealed  caruiot 
be  deduced  in  any  manner. 

(U)  SIGINT  may  be  sanitized  or  oftierwise  altered  to  pemit  fttreign  release  consistent  With  DCID  5/5, 6/7,  NDP-l, 
and  other  DNI  guidance.  See  Signals  Intelligetice  $ec^ty  Manual  (SISR)  for  ilirdier  detailed  giiiHnnf»» 

8.6  (U)  Bilateral  Agrements. 

~^)  SIGINT  and  related  mfmmation  (mefopdologies  and  tecimiquesX  wen  when  rmt  trunked  "Not  Releasable  to 
Foreign  Nationals"  (NOFORN),  will  not  be  released  to  fmeign  govmments  (except  for  Second  Parties),  (uganiza- 
tiotis,  or  persons  ofoer  foah  inid<^  foe  provisions  of  fids  regutetion.  Authorized  exchanges  of  COMINT  will  be  con- 
fototod  in  accordarice  wifo  bilatml  agremoits  established  under  foe  provisions  of  DCID  5/5  and  DCID  6/7  and  in 
\  cmistmance  with  U.S.  policy  on  information  sharing  wifo  foreign  natitms.  In  particular,  SIGINT  on  foe  foreign  re¬ 
cipient's  country  will  not  be  shared  except  in  rate  cases.  The  Directrv,  NSA,  must  be  consulted  in  advance  in  all 
such  cases. 

8.7  (U)  Secrmd  Parties 
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(U)  Information  identifiable  as  SIGINT  may  be  released  to  foreign  nations  ofoer  foan  the  Second  Parties  only  under 
foe  terms  and  conditions  of  formal  SIGINT  agreements,  either  national  or  milrtary-to-military.  Such  bilatoal  i^tee- 
ments  will  be  established  foe  Director,  NSA,  in  conjunction  with  foe  Departmept  of  State,  {g>proi»iate  U.S.  mili- 
taiy  commands  and  services,  foe  Special  Assistant  to  foe  DNl  for  Foreign  Ihtelligence  Relatioi^ps,  and  foe  iq)pro> 
priate  CIA  COS.  Wifo  r^ard  to  Third  Party  organizatiot^  SIGINT  may  be  dissonmated  by  SOICs  to  only 
COMINT-indodrinated  persons  ifo’  Whom  access  is  authorized  in  approved  sharing  agreements. 

8.9  (U)  Authorized  for  Release  to  [name  ofcountryOesyintemational  organization]  (REL  or  REL  TO  e.g., 
GBR...). 

(U)  This  marking  is  used  to  identify  classified  intelligence  that  an  originator  has  determined  to  be  releasable  or  has 
bem  released,  ^ough  established  foreign  disclosure  procedures  and  chatmels,  to  foe  foreign  country 
(ies)/intematibtud  organization(s)  indicated.  Furfoer  foreign  dissemmation  of  ^  material  (in  aiq^  form)  is  aufomized 
only  after  obtaining  permission  iBrom  foe  originator  and  in  accordance  With  DCID  6/7,  Intelligence  Disclosure  Policy 
and  National  Disclosure  Policy  - 1  (NDP*1).  This  marking  nu^  be  abbrevi^ed  REL  (abbrevkted  name  of  country 
(ies)/intetnational  or^mizatirm.)  It  is  not  ai^rized  for  ure  in  conjuiiction  with  the:  NOT  RELEASABLE  TO 
Foreign  nationals  (NOFORN)  control  marking. 


9.0  (U)  COMPILATION/AGGREGATION  OF  mFORMAtiON 

(U/^OUO)  In  some  instances,  foe  oombinatioh  of  sevoal  items  of  information  produces  a  synergistic  effect,  iy,e.,  foe 
classification  of  aU  itons  of  a  similar  type,  when  combined  togefoor  generate  a  new  piece  of  infiMination  that  is  clas- 


10.0(U)  ADMINISTRATION 


sihed  lugho'  foat  either  of  foe  raigiiials.  When  ongiiuting  documents,  emails,  etc,  ho  aware  of  issues  that  mi^  be 
created  when  associating  infomratioiL  While  portion  markings  should  reflect  the  clarification  of  foe  relevant  pw- 
tion  heados  and  footers  can  be  at  a  hi^ier  level  if  a  compilation  issue  has  been  oeated. 


10.1  (U)  Visits  by  Representatives  of  State/Federal  OovCTninents 


(U)  The  appropriate  SIGINT  Prcgram  Securiy  Officer  (PSO)  will  be  notified  of  any  contemplated  Visits  Ify  mem¬ 
bers  of  ^  legislative  or  ^lecutive  Branch  of  miy  State  or  Federal  GOvernrneiit  fo  any  contractor  or  government 
agency  if  arq^  pwtion  of  foe  visit  could  involve  SIGINT  Programs.  The  notification  will  include  name,  position,  and 
area  of  interest  of  each  visitor  and  foe  date  of  foe  pressed  visit 

10.2  (U)  Visits  by  Foreign  Citizens  or  Representative  of  Foreign  Governments  or  (hganizatirms 

(U)  The  SIGINT  cognizant  Program  Security  Officer  (PSO)  will  be  notified  of  any  contemplated  visits  by  foreign 
citiz^  or  representatives  of  any  fcaeign  govwnments,  space  agencies,  or  contractms  to  any  United  States  ctmtiactor 
or  government  agency  if  any  portion  of  the  visit  could  involve  access  to  any  SIGINT  Progi^  information  The 
notification  will  include  name,  position,  and  area  of  intoest  of  each  visitor  and  the  date  of  foe  proposed  Visit  . 


(b)(1) 

(b)(3) 
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11.0(U)  PUBLIC  RELEASE  OF  INFORMATION 

(U)  NO  NRO  ihfomiation  reladye  to  a  NRO  SIGINt  contract  will  be  publicly  released  unless  die  company  is  spe¬ 
cifically  audiorized  to  release  it  in  wiriti^  dy  the  authorized  NRO  Contracting  Officer  fen*  dlat  contract  P^e  and 
associate  ccmtiactors  ate  responsible  for  ensuring  dieir  subcontractors  are  aw^  of  and  comply  with,  this  require¬ 
ment  Unilitteral  {Hiblic  release  of  inftMination  pertaining  to  die  NRO  and  its  SV  programs,  operations,  and  lauiidies 
is  eiqiressly  prohibit^ 

12.0(U)  USE  OF  THIS  GUIDE 

tO^e  Guide  is  classified  SECRET  and  is  controlled  widiin  die  COMlNT/TALENT-KEYHOLE  Control  Systems 
Jointly.  The  following  guidelines  will  be  strictly  enforced: 

(U)  Reproduction  of  this  document  or  atiy  part  is  permitted  for  use  in  program  activities.  Requests  for  copies  for 
other  uses  should  be  directed  to  the  SIGINT  Program  Security  Officer  (PSO). 


(U)  Dissemination  of  this  guide  to  oi^ganizations  outside  die  security  cognizance  of  the  NRO  must  be  approved  by 
foe  SIGINT  PSO  and  NRO  Office  of  $eciuity  Policy  and  Operatimial  Support 

(U)  Government  program  management  personnel,  PSOs,  and  contractor  security  personnel  will  ensure  strict  adher¬ 
ence  to  die  DNRO's  "most-know"  access  requirement  poliQr.  PSOs  and  security  officers  rtuty  extract  information 
fiom  this  guide  to  tailm*  security  classification  guidance  for  tario,  as  needed. 

(U)  CAUTION!  Exact  sitiutions  and  classifications  cannot  alwtys  be  qiecified  in  advance.  Protect  foe  ihfmmation 
and  refer  questions  to  Program  security.  Any  deviation  fixim  fois  guide  must  be  approved  by  foe  SIGINT  Program 
Director  or  PSO. 

(U)  How  to  request  changes  to  this  giude. 

(U)  As  circumstances  or  policies  change,  there  will  be  a  requirement  to  (foimge  information  in  this  guide.  The  form 
below  should  be  completni  by  individuals  and  forwarded  dvough  your  security  organization.  They  m  turn  will  for¬ 
ward  it  by  secure  means  to  foe  SIGINT  Security  Office  fiM’  review  and  comment 


SECRETtfCOMINT/TALENT  KCYI  lOLD/REL  TO  USA,  AUS.  and  GBR//25X1 

-22- 


Approved  for  Release:  2018/12/21  C051 02092 


C05102092 


Approved  for  Release:  2018/12/21  C051 02092 


8ECnET//COMINTn‘ALCNT  KEYHeLE/mEL  TO  USA.  AUS.  knd  UH\mS 


SIGINT  CLASSfflCATION  GUIDE 
CHANCE  REQUEST 


(to  be  filled  out  by  Pn^tam  Office  PSO) 

TO:  SIGINT  CLASSIHCATION  AND  POLICY  UNIT 

FROM  :  _ _ _  _ 

(PSOP.O.C.)  (Office) 

Originator  _ _ .  _ 

(name,  organization, 

fimctional  activity)  _ _ 

/  /  Proposed  Change:  New  Item  Modification  Challenge^ 

ItetnA.isting: 

(guide  section,  item  number,  page)  _ _ _ _ _ 

Change  description:  _ _ _  _ _ 

(include  other  '  .  _  '  , 

items  affiDcted)  '  ' 

Rationale: 


) 


(to  be  completed  by  the  SIGINT  Classification  and  Policy  Unit) 
Date:  /  / 


Action  Officer:  _ _ 

Request  approved:  Yes  No 

(circle  one) 

If  NO  state  justification:  _ 


Coordinated  with: 


Final  Classification  Detennination: _ 

DaleapfwovedbyOCA:  /  .  /  Name  of  OCA: 
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13.0(U)  NRO  DOD  PROGRAM  DESIGNATOR 

‘  (b)(3) 


14.0(10  NRO  LAUNCH  DESIGNATOR 

^  (b)(3) 


15.0(U)  SUBSHTUTE  IDENtIFlER 

(S)  Rfylnring  die  SV  program  name,  number,  or  an  NRO  PoD  program  designator,  with  any  substitute  identifier  in 
order  to  avoid  classification  of  budgets,  analyses,  haidwa^  oigineeirihg  processes,  tests  and  associated  documenta¬ 
tion  must  meet  the  criteria  listed  in  die  puagi^lu  below.  Information  relative  to  SV  mission,  capability,  vulnoabil- 
ity  and  operations  can  NOT  be  declassifi«i  through  disassociadon.  Those  items  that  can  be  handled  as  unclassifiod 
w^en  dij^ssociated  from  a  specific  SV  program  are  explicit^  identified  in  the  classific^on  tables. 

(U)  A  substitute  identifier  may  be  any  combination  of  mnnbers,  lettets,  or  in  unclassified  name.  Howeva,  die  sub¬ 
stitute  identifier  must  be  randomly  selected  for  the  sole  pinp(^  of  bdi^  used  as  a  substitute  idaitifia*  with  no  de¬ 
rivable  unclassified  relationship  betweeii  die  Siibstitute  i<^tifi«  and  die  program,  satellite  vehicle  omtiactor  (SVC), 
or  die  NRO  DoD  program  des^iudor. 

^  (b)(1) 

(b)(3) 


(U)  DoD  collateral  usage  of  substitute  identifiers  must  be  approved  by  die  OSL  prior  to  implementation.  All  odier 
usage  of  substitute  identifim  must  be  approved  by  die  appUroble  NRO  Directorate  or  Office. 

16.0(ij)  SECURITY  AND  CLASSIFICATION  RECOMMENDATIONS 

(U)  All  users  of  diis  guide  are  encouraged  to  assist  in  improving  aiid  mamtaming  its  currency  and  relevancy.  Com¬ 
mits  and  recommendations  should  be  frnwnded  dnOugh  serority  offices  to  the  Program  Security  Officer  (PSO)  or 
to  the  NRO,  Director  of  Security.  (See  change  request  frirm  in  Se^on  12.0). 

17.0(U)  CLASSIFICATION  TABLE  LAYOUT  AND  EOTLANATION 

(U)  The  following  table  provides  security  guidance  itemised  by  program  segments.  The  table  is  not  and  cannot  be 
dl  inclusive.  Absence  of  a  particular  item  does  not  imply  diet  the  item  cari  be  considered  UNCLASSIFIED..  Refer 
questions  to  the  Program  Seoirity  Officer  (PSO).  If  die  table  indicates  that  an  item  of  information  can  be  protected 
in  tiKne  ddd>  <me  serority  control  System,  use  fte  guidelines  in  section  83  (Choice  of  Crxitrol  Systems). 

(U)  The  classificatiim  column  cmitains  the  classification  level,  the  control  system  column  contains  the  tymbpl  fr>r  a 
ccHitiol  system  if  applicable.  The  Rationale/Remarks  column  will  contaih  a  rationale  for  the  cla^ificatirm  level  and 
other  commoits. 

/ 

,  The  fiillowing  key  is  provided  for  understanding  die  symbols  used  in  tiie  .classificatirm  tables: 

EO  12958  CLASSIFICATION  LEVELS  CONTROL  SYSTEMS 

TS  -  TOP  SECRET  RSV  -  RESERVE 

S  -SECRET  TK  -  TALH^  KEYHOLE 
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C  -  CONFIDENTIAL  SI  -  COMINT 


OTHER  DATA 

U  -  UNCLASSIFIED 

FOUO  -FOR  OFFICIAL  USE  ONLY 

NF  •  NOT  RELEASABLE  TO  FOREIGN  NATIONALS  (NOFORN1 

LIMDIS  -  LIMITED  DISTRIBUTION  | 

SHI  -  SPECIAL  HANDLING  INFORMATION 

RELTO 

uSa/aus/ 

CAN/GBR/NZL  -  RELEASABLE  TO  USA/AUS/CAN/GBR/NZL 

CRYPTO  -  CRYPTOGRAPHIC 

OCA  -  ORIGINAL  CLASSIFICATION  AUTHORITY 


(b)(3) 

i 


18.0(U)  REASON  FOR  CLASSIFICATION 


(U)  Under  the  provisions  of  E.0. 12958,  the  reason(s)  for  a  classificatiiM)  decision  must  be  dodumeinted.  To  meet 
Ais  requireine^  the  E.O.  specifies  that,  at  a  minimum,  reference  to  the  pertinent  classification  cat^oiy  (ies)  de¬ 
scribed  in  Section  1 .4  of  E.0. 12958  plus  the  letter(8)  that  conespotid  to  die  categmy  (ies)  should  be  listed.  The 
classification  categories  preceded  by  their  conespoSiding  letter  designators  are  listed  Mow: 

(a)  "Milhaiy  plans,  weqions  systems,  or  operations.” 

Toreign  government  inibnnation.” 

(c)  "Intelligence  activities,  intelligence  sources  or  methods,  or  cryptology." 

(d)  "Foteifip  relations  or  activities  of  die  United  States,  including  ccmfidential  sources." 

(e)  "Scientific,  technolc^ad,  or  economic  matters  reliuing  to  die  national  security." 

(f)  "United  Sm^ixograms  fin- safeguarding  nuclear  materials  or  &cilities." 

(g)  "Vulnerabilities  orcapabilhies  of  systems,  installations,  projects  or  plans  relating  to  the  national  security." 

19.0(U)  DECLASSIFICATION  INSTRUCTIONS 


(U)  Executive  Order  (E.O.)  12958  specifies  that  die  original  classification  ainhority  will  a^ly  a  not  to  exceed 
10  or  event  for  declassification  that  corresponds  to  the  hipse  Of  die  infmmation's  national  security  senmtivity. 

Individuals  with  original  classificadon  audiority  may  detetmine  that  certain  information  must  remain  classified  be¬ 
yond  10  yetus.  In  this  case^  the  information  must  be  annotated  with  the  letter  "X"  plus  a  numerical  designation  tfia* 
coireqxmds  to  a  specific  exemption  cat^oiy  ot  set  of  exemption  categmies  described  in  Sectitm  1 .6  of  E.b.  12958 
(e.g.  25X1  equates  to:  Reveals  an  intelligence  source,  method,  or  activity,  or  a  cryptology  tystem  or  activity).  The 
X  markings  imd  corresponding  declassification  exemptions  are  as  foilowS: 


25X1  -  "Reveals  an  intelligence  source,  method,  or  activities  «■  a  cryptology  system  or  activity." 

X2  -  "Reveals  mfontirmon  that  would  assist  in  the  develofunent  or  use  of  werqxms  of  mass  destruction." 

X3  -  "Reveals  infoimation  diat  would  impair  the  development  or  use  of  technology  within  a  United  States  weanons 
system." 

X4  -  "Reveals  United  States  militaiy  plans,  or  national  security  emogmey  preparedness  plafo." 

X5  -  "Reveals  foreign  govanment  information." 

X6  -  "Would  dam^  rehtoons  between  the  United  States  and  foreign  government,  reveal  a  confidential  source,  or 
undermine  diplomatic  imtivities  that  are  reasonably  eiqiected  to  be  ongoing  for  period  greater  tiian  in 
paragraph  (b). 


Presideh]^  and  or  other  individuals  for  whom  proactive  services,  in  flw  interest  of  national  security,  are 
autiuxized." 

X8  -  "Would  violate  a  statute,  treaty,  or  international  agreement" 


2Q.0(U)  PORTION  MARKING 

(U)  Executive  Order  (E.O.)  12958  mandates  that  all  classified  infoimation,  regardless  Of  ^  i^sical  form,  indicate 
which  pc^ons  are  classified.  The  NRO  has  been  granted  a  limited  wnivel  ficm  the  requirement  to  portion  mark 
information.  The  NRO  is  not  requoed  to  portira  mark  information  tiiat  will  be  mamtained  intemai  to  the  NRO  by 
its  goventihent  stoff  ahd/or  cMitractors.  Information  produced  Ity  die  NRO  feat  is  HisaamjiyitftH  extemaUy  must  be 
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poiti(m  marked.  In  diis  case,  die  term  external  is  defined  as  any  oigani^oii  entity  outside  the  security  coghi- 
zuice  of  the  Dnector  of  die  NRO. 

(U)  Documents  that  are  liot  poitirm  marked  may  not  be  cited  as  source  docimients  (or  derivative  classificationi 
these  dpow^ts  shall  be  nuuked  "Warning  this  doouunent  shall  hot  be  Used  as  a  source  for  derivative  clarifica¬ 
tion."  This  "warning"  marking  will  be  promuientty  placed  on  the  first  page  of  die  document 

21.0(10  lOiFERia^CE  DOCUMENTS 


1.  (U)  Executive  Order  (E.O.)  129S8,  Classified  Natiorl  Security  Information,  dated  17  April  199Sy 

2.  (U)  Executive  Order  (E.O.)  1295 1 ,  Release  of  Imageiy  Acquit^  by  Space  -based  Natio^  biteUigeiiCe  Recon¬ 
naissance  Systems,  dated  22  E^mialry  1995. 

3.  (U)  NRO  Classification  Guide,  Version  6, 20  May  2005. 

4.  (U)  Natitmal  Space  Policy,  N^-49,  dated,  S^itonber  1996. 

5.  (U)  Declassificadm  of  die  "Fact  of*  Overhead  SIGINT,  The  National  SIGINT  Comniittee  mempraridum,  dated, 
1  December  1995. 

6.  (U)  birectpr  of  Central  Intelligence  Directive  (DCID)6/I ,  Security  Policy  (at  Sensitive  Crxnpartmented  Infin- 
mation(SCI),  1  Mar95. 

7.  (U)  Director  of  Ceitral  Intelligence  Directive  (DCID)  5/5,  Conduct  of  SIGINT  Liaison  vridi  Foreign  Goyerh- 
moits  and  the  Release  of  U.S.  SlGlNT  to  Foreign  Governments,  dated  May  1983. 

8.  (U)  Director  of  Central  Intelligeiice  Directive  (DCID)  6/7,  Intelligence  Disclosure  Policy,  dated  20  ^  2001 . 

9.  (U)  Director  of  Ccntial  Intelligence  Directive  (DCID)  1/7,  Security  Controls  on  the  Dissahination  of  Intelli¬ 
gence  Information,  dated  30  Jun  98. 

10.  (U)  Signals  Intelligence  Security  R^ulations  (SISRX  26  May  1999. 

11.  (U)  pOD  Freedom  of  Informatiori  Act  Program,  DoD  5400.7-R,  dated  Mty  1997. 

12.  (U)  Sensitive  Cothpartmented  Information  (SCI)  Security  Manual,  Conununications  Intelligence  (COMINT) 
Policy,  DoD  TS-5105.21-M-2,  July  1985. 

13.  (U)  National  Imagery  and  Maying  Agency  Policy  Series,  Section  5,  Part  A,  Classification  Tables,  dated  17  Sep 
97. 


14.  (U)NatiohaIRecormaissance  Office  Security  Manitei(NSM)  Volume  I -Industry,  June  16, 2000. 

15.  (U)  The  Implementation  Plan  for  Further  Decompartmentation  and  Declassificidion  of  the  National  Rectmnais- 
sance  Office,  24April  1995. 

16.  (U)  Further  Decl^ification  of  NRO  Contractor  Associations,  1  August  1997. 

17.  SOCOMM  message,  "Declassificatitm  Of  NRO  Launch  and  Associated  Facts,"  0721 14  March  1997,  CHe 
^96,  aka  Policy  Notice  001/97. 

18.  (U)  Implementation  Plan  for  NRO  Launch  Declassification,  1  Murdi  1997. 

19.  (U)  OINAL  Notice  5510  (Limited  Dissemination  C<mtrblsl  29  Dec  89. 

20. 1 

21. 

22. 

23. 

24.  _ 

25.  (U)  National  Imagery  and  Mqrping  Agency  Policy  Series,  Section  5,  Part  A,  Classification  Tables,  da^  17  Sep 


26. 

27. 

28. 

29. 

30. 


(tJ)  Data  Cranmuhicatidns  Group  Classification  Guide,  25  Septemb#  1997. 

(U)  Security  Classification  Guirte  for  Integration  and  Lumch  of  NRO  Satellites  on  foe  Titan  and  Atlas  Laundi 
Vehicle  Systens,  8  April  1997. 

(U)  Security  Control  Manual  and  Classification  Guide  fra  National  MA^INT  Reconnaissance  Matoiak 
fMASINT  Policy  SeriesV _ ^  - 


I  MAS! 
(UTDo 


(U)  Declassitication  of  foe  terms  "TALENT-KEYHOLE"  and  foe  satellite  mission  d^gnatra  "KH"  and  theu 
garaal  relationship  to  intelligence,  February  23, 1995. 

(U)  htelligaice  community  Classification  and  Craitiol  Markings  Imnlementation  Maniwl  30  iim  looc 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 

(b)(1) 

(b)(3) 
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22.0(U)  RATIONALE 

(U)  The  following  list  is  the  radonak  us^  to  decide  what  type  of  information  would  be  revealed  by  a  comjNtHnise 
of  d«ta.  The  nuinber  vdiich  cdriesponik  to  the  appropriate  rational  appears  in  the  classification  table  in  the  ration^ 
ale/ronarics  colunm. 

1.  (U)  Reveals  a  covert  or  classified  relationship. 

2.  (U)  Reveals  vulnerability  or  survivability. 

3.  (U)  Rev^  total  sys^  design  to  include  communloations  netyroric  and  connectivity  details. 

4.  (U)  Reveals  tecfanolt^  advances  in  state-of-die-artc^)abilities  or  unique  new  capabilities.  p 

5.  (U)  Reveals  system  design  and  conununicidimis  netwc^  details. 

6.  (U)  Reveals  aib-system  design  and  communications  netwoilc  details. 

7.  (U)  Revetds  tystmn  performance  not  needed  for  product  analysis. 

8.  (U)  Integration  infinmation  revealing  design  details  or  mission. 

9.  (U)  Rev«ds  intelligence  mission. 

10.  (U)  Reveals  command  and  control  techniques  hei^tening  vulnerability. 

1 1 .  (U)  Lautidi  sdiediiles  and  logisticis  revealing  system  design  details,  capabilities,  or  mission. 

12.  (U)  Contractual  or  administrative  infotmation  revealing  system  design  details,  communications  netwoik  infia- 

structure,  cq>abilities  or  missimi. 

13.  (U)  Reveals  contractor  or  ofoer  relationship  that  is  coveri,  compartmented,  or  classified. 

14.  (U)  Reveals  program  sp<msor(i.e.,  the  NRO). 

15. (11)  Reveals  sensitive  sources  and  medmds. 

16.  (U)  Reveals  operational,  system,  communicaticMis  network  or  othCT  infixmation  vriiich  may  lead  to  d^radatimi 

or  negatioa  of  mission  objective. 

17.  (tJ)  Reveals  information  wdiich  may  allow  an  adversary  to  gam  technical  competence  or  adviunage. 

18.  (U)  Reveals  details  of  collection  capability  over  denied  area  tiiat  cannot  be  attributed  to  any  sensor  othv  than  a 

satellite. 
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ACRONYM  List  on 

NOTE:  ASTERISKED  ITEMS  ARE  CONTROLLED  WlTHlN  S//TK  CHANNELS  WHEN  ASSOCIATED 
WITHTHENRO.  _  .  _ _ 


ortAFP 


Air  Rape.  Program  . 


(b)(1) 
- (b)(3) 


(IMFSCN 


Air'Boipe  Satellite  Control  Nefwcnk. 


gjUFSPACECOM 


Air  Force  Space  Command. 


(IJ)AFSPC 


Air  Force  Space  Command. 


OnAGE 


Aerospace  Ground  Equipment 


(b)(1) 

(b)(3) 


ODAOTES 


Autflimated  OperatiiMial  Technical  Exchahf^e  System. 


(U)ARV 


Aerospace  Resamdi  Van. 


(inAS&TD 


Advanced  Syatems  &  Tecboology  Dgectorate. 


ftJ)ASE 


Aerospace  SiipRort.Equipment 


flJ)ASPO 


Army  Space.  Pirbcam  Office. 


a;f)ATP 


Advanced  Tracking  Pn^type.. 


(b)(1) 

(b)(3) 


gjlBv 


Booster  Vehicle. 


aJ1BYEMAN> 


aJ)CAAS 


(TOALS 


Coi^PCt  Advisoiy  &  Assistance  Services. 


Computer  Ai<M  Logistics  Statport. 


OnCALVAN 


Calijgation  Van  Group, 


onccQ 


COMINT  Channels  Only. 


fUKIDRL 


ajx:iA 


fUK:iA/OD&E 


CC“ 


(UKOMINT 


I  Contract  Data  RemiirBfnents  ListsT 


Central  Intelligence  Agency. 


Central  Intelligence  Agencv/Office  of  Development  AEngmeeriiie. 


Command  Management  Control  CePter. 


Coriununications  Intelligence. 


—(b)(1) 

;(b)((.9^^^ 

m3) 

:(b)(i) 

4b)(3) 


gJXXlMSEC 


(UKONOPS 

fU)CONUS 


Communications  Security. 


Corioept  of  Qimrations. 


Continental  .United  States. 


(uk:peg 

gjKauncoMM 


Cipss.Prpgram  ELINT  Gcplocation. 


^STC 

fUlCW 


Ohic^  Intelligence  Cwnmunications  Systems. 


Consolidated.  Space  Test  Center. 


Ct^uous  Wave. 


Defense  Adyanoed.  Research  Protects  Agency. 


(b)(1) 

(b)(3) 


qjlDCi 

(lODClD 


Dir^rofCmtral  Intellippnce. 


Diret^  Of  Central  Intelligence  Duective. 


Defense.  Special  Missile  and  Astronautics  Centw. 


ODDNI 


Dii»^Nati<mal  Intelligence. 


(U)DNRO 


(mPOD 


Director  df.tfae.National.Recoonaissance. 


Department  of  Defense- 


Defense  Recbimaissatice  Suorort  Program, 


gjIDScs 


Defense  Satellite  Communicatibng  System. 


Defense  Special  Security  .Communicntinns  SygK^"* 


(b)(1) 

(b)(3) 
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OJIEAGE 

Electrical  Aerospace  Ground  EauhxnenL 

oiiEa 

ExceotionallY  Coitrolled  Inforinidoh.  . 

ODELINT 

Electronic  IntelliKehce.  ... 

(U)E]|sete 

Element  sets.  A  set  of  six  humbm  (mean  motion,  eccentricity,  inclination, 
right  ascension  of  die  as(»iding  no^  argiim^  Of  perigee,  ^  mem 
momaly)  that  make  die  element  set  and  desoibe  the  satellite's  orbit).  The 
ofbitid  elements  me  used  by  die  satellite  owner/operator  and  die  space  sur¬ 
veillance  sites  to  trade  snaoe jobiects. 

ftniELV  _ 

Expendable  Laundi  Vdiicle.. . 

(inEMC 

ElectrO-maenetic  Comoatibility. 

OJIEMI 

Electio-ninffnetic  Interference. 

OnEMP 

Electro-maenetic  Pulse. 

ODAEPDS 

Army  Electronic  PrOcessiiie  Data  System. 

(U)EfL 

Eastern  Ranse. 

(ump 

EflQctive.Radiated  Power. 

/^rrhRrft  P&AHrF.i  f.ii  upA _ 

Satallitii  nirlmame. .  . 

ODFOC 

Final  Operational  Capability. 

OAFOSC 

Facility  Operatkms.  Support  Centmfs).  rKI/l)  _ 

fU^FOUO 

For  Official  Use  Only.  . 

OJXiEO 

Geostationary/ Geosyndiroiioiis  Earth  Oibit.  . 

4ftWK1GLORlA  fG^L  G-IL  etc.) 

Satellite  hiclmame. 

aJ)GTG 

Ground  Tdmihal  Group. 

ODHEMP 

Hiflh  Enersy  Magn^c  Pulse. 

OJIHEO 

Highly  Elliptical  Orbit  ■“ 

fU)HULTEC 

Hull  to  Emhto’  Correlation. 

aj)i&w 

Indkadohs  and  Warning.  .  .. 

ODICEBOX 

IfiiprOved  communication  Eouipmeiit  Enclosure. 

(U)ILC 

Initial  Launch  Capability.  /K)/1) 

nniMiNT 

( 

ftniRON  .1  IirteiHWMie  OoeratiMis  Numbers. 

1  _  1 _  /h)/1) 

I  I ) 

1  AJ)LCX5  1  Launch  Co^unicdions  Office.  V'-’/W/ 

(IOLEQ: 

Low  hmtn  urtiit  . . 

ODLEDSPO 

System  Program  Office  for  Low  Altitude  Programs. 

ODLMCC 

Launch  Managemoit  Coiitiol  Center.  ....  . 

ODLOCC 

Launch  Operatims  CoSibol  Center.  _ 

•  -^SWWLORRI  fL-I.  L-n.  etc.) 

Satellite  nickname. 

fU)LPO 

Launch  Program  Ofiice. 

(l!)LSISPQ.(SAF/SP) 

Launch  Systdns  Intmiation  Systems  Program  Office  (SAF/SP). 

fU)LSISPOfSMC/IMO) 

Laundi  Systems  Int^tration  Systems  Program  Office  (SMC/IMO).  ~ 

aj)usisporsAF/sL) 

Laundi  Systans  lntegration  Systmis  Program  Office  (SAF/SL). 

onLsic  - 

Laundi  Systems  Integration  Contractor. 

omv 

LaundrVdiicle.~ 

a;)MAGE 

Medianical  Aerosince  Grou^'Equnmient 

flJ)MASINT 

Measurement  and  Signature  Intelligence. 

ODMCC 

Mission  Control  Center. 

fU)MCS 

Mission  Control  Station. 

aJ)MECO 

.Main  &igine  Cut-Off. 

b)(3) 
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rrriMiriS 


1  Miftcinn  ftmimH  Rtatirni 


fU)MS&0 


I  Office  of  Winagaiwit.  Services  &  Opetatj^T 


(LnNAVSOC 


(LONAVSPACMD 


fU)NCST 


Navy  Sp^Opwations  Center. 


NaW  Spape  Ccmmand. 


Navy  Centg  for  Space  Technology. 


-(b)(1) 

-(b)(3) 

1(b)(1) 

-(b)(3) 


fU)NRL 


Naval  Research  L,aboralory. 


aj)NRO 


NaBii^.Reconnaissance  Office. 


gjlNROC 


NRO  Oi»ations  Center 


flDNRP 


National.Recoiinaissance  Program. 


(LTINSA 


National  Sxurity  Agency. 


(U1NSG 


NayalSeguritv  Group. 


fUlNSOC 


aj)NSRL 


artoBP 


N^onal  Security  Qpgations  Center. 


Na^rial  SIQINT  Requirements  List 


On-board  Processing. , 


:(b)( 
:(b)(3) 


OnOCA 


Oritdival  Classification  Authority. 


qriocMC 


Overhead  Collectioh  Management  Center. 


Operational  Electronic  Intelligence. . 


I(b)( 

(b^J) 

(b)(  ) 
_(b)(3) 


aJX)PSCOMM 


Operational  Communicatidii& 


(iriOPSEC 


Operations  Security. 


(UIOSF 


OpCTBtions  Sig>port  Facility. 


my&L 


Office  of  Space  L 


(inosk) 


Opaational  Support  Office. 


ODP&A 


Office  of  Plans  &  Analysis. 


ODP/L 


(U)P-9g9* 


Payloadv 


Inactive  Program  Name. 


(b)(1) 

-(b)(3) 


(LDPADS 


Prototype  Analysis  EHsplay  System. 


(LOPARAGON 


Pfrrtotype  Air  Repeating  and  Ground  Operating  Node. 


A  test  to  verify  the  ctwroadbility  between  the  SV  and  its  facilffies. 


(b)(1) 

(b)(3) 


aj)PAws 


Proitotype  Analyst  Work  Stttirti. 


fU)PD-14  fOLD  SPAWAR-40) 


Program  Directorate  - 14. 


(UlPDEC 


Product  DevekwHheht  Evaluation  Center. 


finPDMS 


Payload  fate  Manaimmeiit  System. 


(UIPLF 


Payload  Fairing. 


Payload  Operations  Control  Center. 


(b)(1) 

(b)(3) 


fUlPOPPY 


Inactive  Program  Name. 


finPRI 


Pulse  Repetition  Iriterval. 


fUlPROFORMA 

finreo 


Machine  to  machine  signals. 


OJiR&D" 


Program  Security  Officer. 


Researdi  &  DevelopmenL 


(UlRF 


Satellite  nickname. 


Radio  Frequfticv. 


(b)(1) 

(b)(3) 


(U)RFP 


ODRRC 


Iteguests  for  Proposal. 


Regional  Reporting  CentCTv 
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flJiRSOC 

Renonal  SlGI>rr  Opdnfions  Cento.  .. 

nn  Rsv 

RESERVE  CmitToI  System 

(tm 

Collateral  Secret  ^  ~ 

fU)S//BYE 

OJ)  SECRET  BYEMAN. 

fU)S/C 

Spaced^  _ 

aOSZ/TK 

SECRET/TALEOT'-KEyHOLE. 

OJOSAF/SL  . 

Secretary  of  the  Air  Force  /Space  Launch. 

OnSAF/SO 

Secretary  of  the  Air  Fcfrce/Spaee  Operations  ... 

OJISAF/SP 

Secretary  of  the  Air  Force/Special  Proiects. 

OJISAF/SS 

Secretary  of  the  Air  Force/Space  Systems. 

(inSAO 

SIGINT  Applications  Office  ”  ’ 

OJISAF/ST 

Secretary,  of  the  Air  Force /Science  &  Techholofiy. 

(U)SBS 

SoacedHft  Bus  System. 

fU)SGC 

Space  Classified  Catalog. 

fUlSCC 

..Spacecraft  Control  Cento. 

aoscG 

Security  Classification  Guide. 

finsGi 

Sensitive  Compartmented  Information. 

fUlSCIF 

Sensitive  Crxnpartmented  Inftmnation  Facility. 

fUlSCTS 

Space  Canto  Transportatioo  System. 

finSE/GE 

Space  Elemoit/Ground  Elanent 

finSECDEF 

Secretary  of  Defense. 

(U)SEO  . 

Signal  Externals  E>ata. 

OJISELORS 

Ship  Emitters  Lo^on  Report 

(U>SETO 

Systems  Engineoin^  Technology  Office 

OnSETA 

Support  Engmeoringand  Technical  AssistaiKe. 

■imsqtts _ 

Space  Ground  Link  Systm. 

OJISH 

Special  Handlii^. 

jm _ 

Special  Intelligaice. 

ODSIGINT 

Signab  Intelligence. 

Space  Missile  Cehter/Laundi  Programs  Office. 

OJlSMCyCLM 

Space  Missile  Center/Atlas  Program  Office. 

fU)SMC/CLX 

Space  Missile  Center/Opaations  Support  Alntoiation  Office. 

ansMc/iMo 

Space  Missile  Carto/Informatioti  Maiagement  Office. 

fUlSOCOMM 

Special  Operations  Communications. 

rtJ)SOI 

Signal.s  of  Iritoea. 

fUlSOW 

StatePiaUs  of  work. 

aj)spo 

Systems  Program  Office 

aJ)SSD/IMO 

Space  Systems  Divisum/Injfomiatian  Manasement  Office. 

fU^SSD/OD-l 

Space  Systems  Division/Qperating  Division  - 1 

OJISSIC 

Space  Segment  Integratioh  Cantrai^. 

fUlSSPO 

Space  Systems  Program  Office. 

aj)STs 

Space  TransportatioD  System. 

ansv 

Satellite  Velficle. 

(U)SV  SPO 

Satellite  Vehicle^  Systems  Program  Office. 

onsvc 

Satellite  Vehicle  Crnittacto. 

finTAXDIS-B 

Tactical  Data  Infimnation  Exdiange  System  Broadcast. 

L_ _ _ - 1 

ODTENCAP 

Tactical  ExplQittdKm.of.National  Capabilities. 

(inTEp 

facfacal  ELINT  Processor. 

(U)TK 

talent-keyhole: 

fU1T.K 

TALENT-KEYHOLE.  . . 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 
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OJ^TLD 

Titan  Laiindi  Dispoiser.  ... 

TOTMGS 

Transportable  Mc^fleOrwnd  Station. 

fU>TOPS  _ 

Tactical  On-Board  Piocessins  System. 

L.- _ 

h 

(UlTrailblazer 

A  test  to  vonfy  the  .oompatibility  of  the  SV  and  its  intotace  withinex  V.  '  / 

(U)TS 

TOP  SECRET. 

b)(3) 

b)(1) 

b)(3) 

finiSZ/BYE 

(U)  TOP  SECRET/BYEMAN. 

fU)TS/Si 

TOP  SECRETCOMWT . 

aJ)TS//TK 

TOPSECRET/TAL^-KEYHOLE 

(LDTSF 

Technical  Suimort  Facilfiv. 

(U)TT&C 

Telemetry /Tracluns  &  OommandinK. 

(U)TUDE 

Teletype  User  Data'Ehny.  _ 

.f9i^/H«URSALA  fU-L  U-II.  etc.) 

Satellite  nickmime. . 

aJ)USA 

U.S.  Army. 

aJ)USAF 

U.S.  Air  Force. 

(U)USMC  , 

U.S.  Marine  Corps. 

finusN 

U.S.Naw. 

innvRK 

VoY  Restricted  Knowledge. 

( 

Table  above  is  classified  S//TK. ' 
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■  I .  n _ _ 


SMite 

To: 

Subjoct: 


Tuesday,  Ortobef  03. 2006 1:48  PM 
Hall  Cargill; 


T 


RE:  Current  Name  Policy  —  UNCLASSIFlEp/yFOUG- 


Classlflc^tion:  DNCIASSIFIBP'/ /FOtJO 


classification:  lJNCLASSIFIED//Fe«» 
CorreeL 


From:  Hall  Cargill 


Sent:  TuesHav.  fVtnhPr  ni.  3006  1 :3R  PM 

To: 

Sub) 

ioct:  RE:  Current  Name  Policy  ^  UNCLASSIFIEp//FeUG^  ~ 

,  Glassification:  lJMCLASSIFIED/;«=ee©- 


Point  of  clorlflcaflon:  Under  the  temns  of  the  revised  policy,  we  eon  leave  photo  portraits 
of  persons  in  a  deeiassMed  and  released  history  (e.g..  The  Corona  Story)  as  long  as  we 
redact  the  person’s  name  from  beneath  his/her  photo,  eorrectt 

Cargill 


From: 

Sub  Tii«aay,  Oadb^03, 2006 1:27  Pm 
To:  I  ^  Hall  Cargill;^ 


Suldocb  FW:  Cument  Name  TOicy  —  uriLLtei>thihiJi//wwr 


classification:  UNCLASSiFlEl>yFOUO 

Good  catch.  I  have  modified  the  video  tape  policy  to  include  films  and  photographs. 


From: _ 

Tuesday.  Oclotef  03^  2006  11:36  AM 

TO 


Ce:  Hall  Cargill;  | 

SutaJOCb  FW:  Current  Namo  Pniiry  —  i  iwri 

classification:  UNCLASSIFIEEWFeee- 


^  ^  "ot  explicitiy  address  the  issue  of  faces  in  document  I  vimuid  assume 


for 
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We  will  assume  that  these  are  releasable  unless  we  hear  otherwise  from  you, 


Fnmi{^ 


Seife  Wednesday.  SeotemBer  20.  2006  10:28  AM 
to:  :  Hall  Cargill 

Cc:  security-policy 

Sul^ecb  Current  Name  Policy  —  UNClASSIFIED//FeHe’ 
classification:  UNCLASSIFffiD/^ajewe- 


(b)(3) 


As  you  know,  the  NRO  has  8  statue  (1 0  U.S.C.  424)  that  protects  from  release: 

-  the  organizatidn  or  any  funcdon  of  the  organizaOoh,  and  > 

-  the  number  of  persons  employed  by  or  assigned  or  detailed  to  the  NRO  or  the  name,  official  title, 
occupational  series,  grade  or  salary  of  any  NRO  person 

To  maintain  the  viability  of  this  statue,  this  email  reiterates  the  current  policy  for  redacting  names: 

1.  Names  of  Director  and  Deputy  Director  government  personnel  in  NRO  headquarters  Directorates, 
Offices  and  Staffs  are  releasable 

-  Names  below  the  Deputy  Director  level  wilt  be  redacted 

-  Where  the  position  cannot  be  determined,  the  name  will  be  redacted 

2.  Names  in  Appendix  8  of  the  RRG  are  releasable.  Names  will  only  be  added  to  Appendix  B  if 
individuals  are  selected  for  public  recognition  by  the  DNRO/PDDNRO/DDNRO 

3.  Contractor  names  will  be  redacted 

4.  SAF/SS,  SAF/SP,  Program  B,  C  and  D  personnel  are  not  releasable  unless  they  fit  the  above 
criteria 

Video  tape  policy 

1 .  Faces  are  not  considered  to  identify  the  individual  and  do  not  have  to  be  redacted 

2.  Name  tags  or  captions  identifying  individuals  must  be  redacted 

3.  Refirement/award  videos  Intended  for  the  redpients  do  not  require  redaction 

Current  authors  requesting  prepublication  reviews 

Full  names  of  authors  publishing  current  documents  at  the  unclassified  level  are  releasable 

Public  points  of  contacts  for  NRO  conferenoesAechnical  seminars,  etc. 

1.  First  name  and  last  initial 

2.  Email  addresses  that  do  not  contain  the  last  nama 
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Sent:  Thursday,  February  08,  ^7 1132  AM 

To:  ^Hall  Cargill;| 

Subject:  fW:  Old  Sigint  goals  —  UNCLASSIREDTyFdti^ 


Classification:  UNCLASSIFIBD//FOOO 


classification;  SECREt//TALin^  KEYIIOLD/2  JX1  20570208  RRG  dated  July  2005 
FYI 


Fiioni:| 

Sant;  Thursday,  February  08,  2007  7:11  AM 

To^  ^  1 

Suiqecc  RE:  OH  Srgint  goals  ~  GCqWT//TAH:m'  KPil  l^^  20570208  RRG  dated  July  2005 


(b)(3) 


classification:  SECRET/iTALran’  KC\1IOLC/;^5Xl  20570208  RRG  dated  July  2005 


_ I  comifiued  protection  of  a  goal  5  niiles  geolocation  accuracy  in  the  1 960s  would  be  difficult  to  rationaibe  i  Hhnt 

Jfainkweneed  to  redact  this  factf^  - 1 

(b)(1) 

_ _  _ _ _ _ W(5 


SIGINT  Security 

"Silentium  est  unicus  castellutn" 


Fratni 

Sent:  tuesdayTFaiuary  06, 2007  5:26  PM 

Toi 

SmJ 


iSertToid  Sigint  goals  -  -«GRCr//TAL£ffr  ItDI  10117/23(1 20570200  RRG  dated  July  2005 
classification:-SBg.RET/i/TALEWT  KKYHOLEf/25Xl  20S70206  RRG  dated  July  2005 


(b)(3) 


Good  Afternoon, 


My  name  is 


, ,  _ Cargill  Hail  in  toe  Information  Access  and  Reiease  Team  over  at 

.  ...  I  ®  ®  document  mtitled  "Intelligence  Requirements  for  Satellite 

^on^rice  Systems  of  Which  SAMOS  |s  an  Example."  Under  toe  h^ing  "Operafio^R^uireffients"  is 


this  statement; 
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#'  ■ 

The  system  should  inoorporate  a  direction  finding  capability  that  afijl  permit  location  of  electronic  em.ltte.rs 
wiping  a  five  mile  CEP;..>"  Now  as  our  redaction  guide  only  permits  acknowledging  a  much  broader  iocating 
ability,  should  this  goal  statements  redacted?  Any  asslstarioe  wouid  te  appreciated. 


Warning:  Hus  document  may  not  be  used  as  a  source  of  derivative  Hassifipjitioii, 
DECL  ON:  25X1  20570206  RRG  dated  July  2005 
Drived  From:  NGG  6.0, 21  May  2005 

SECRBT//TALENT  KfiYHOLE//aSXl  30570306  RRG  dated  July  2005 

Warning:  Hiis  document  may  not  be  used  as  a  source  of  derivative  classification. 

DECL  ON:  25X1  20570208  RRG  dated  July  2005 
Derived  From;  NCG  6.0, 21  May  2005 

•SECRET/rrALCI»rrKETOOLD'j‘25Xl  20570208  RRG  dated  July  2005 

Warning:  This  document  may  not  be  used  as  a  source  of  derivative  classification. 

DECL  ON:  25X1  20570208  RRG  dated  July  2005 
Derived  From:  NCG  6.0, 21  May  2005 

fiEGRCT/fTi^Ll^NT  KE\qiOLE/i^5Xl  20570208  RRG  dated  July  2005 
Classification:  ONCLASSIPIBD/t^POOO - 
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GONFIDEMTlMi 

Rel  tu  UOA^AUO^GAM  and  GDR — 

Security  Note 

November  18,  2002 


SUBJECT  (U)  Declaasificatipn  of  KH-7  Surveillance 
System  Imagery  and  KH-9  Happing  System 
Zaiagery 


m  Bagkgronnd;  The  Director  of  Central  Intelligence  authori^  the  declassification  of 
almost  the  entire  film  record  of  the  KH-7  surveillance  camera  ^stem  and  the  KH-9 
nuking  camera  system.  On  20  September  2002  the  National  Imagery  and  Mapping 
Agency  (NIMA)  sponsored  the  “Historical  Imagery  Declassification  Conference*^  and 
transferred  the  film  record  to  the  National  Archives  and  Records  Administration  INARAl 
for  release  to  the  public. 


fUl  iNirpose;  The  purpose  of  this  note  is  to  advise  NRO 


points  of 


cont^  about  the  conference,  the  information  officially  released,  and  WMonnation 
menfionedjut  flpt  officially  released.  Recotnmend  further  dissemination  and  changes  to 


security  guides  as  appropriate 


fin  Contact:  Questions  may  be  directed  to  the  NRO  point  of  contact 

of  the  Office  of  Policy, 

appropriate  channels.  Local  open  phone] 


(b)(1) 

(b)(3) 


(b)(3) 


(b)(3) 


fytAftMlllliail!  fact  SIffiET;  KH-7  Surveillance  System  &  KH-9  Mapi^  System 


UUHl'iUEMTlXC 

<-n  riCTl  I  TITTP^  r;3p 
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FACT  SHEET 

(U)  KH-7  SaryeiUuice  l^stem  and  KH-9  Mapping  System 


(ir>  Information  Officially  Released! 


(U)  KH-7  Surveillance  Camera  System: 

The  high*^resolution  KH-7  surveillance  satellite  imaging  camera  system  operated  - 
from  July  1963  to  June  1967,  during  which  it  monitored  key  targets  such  as  ICBM 
complexes,  radar  systems,  and  other  areas  of  interest  Mission  durations  Were  of  one  to 
eight  days  and  each  mission  returned  a  single  bucket  of  film.  This  system  also  provided 
the  key  cartographic  information  fium  \^ch  the  Department  of  Defense  produced 
accurate,  large-scale  (1:50,000)  maps. 

The  KH-7  camera  returned  19,000  flames  totaling  43,000  linear  feet  of  imagery 
on  34  of  38  missions  (mission  numbers  4001  -  4038).  Thirty  of  the  missions  provided 
imagery  that  was  usable  for  analysis.  The.  camera  also  returned  some  color  imagery  from 
missions  4024  and  4030.  The  KH-7  camera  was  capable  of  imaging  areas  12  nm  Wide 
tonging  from  five  nm  to  400  nm  long.  The  initial  best  ground  resolufion  was 
a|q)roximately  1.2  meters  (4  feet)  and  by  1966  improved  to  approximately  0.6  meters  (2 


(U)  KH-9  Mapping  Camera  System: 

The  low-resolution  KH-9  flume/mapping  camera  system  was  devoted  exclusively 
to  ga&ering  information  fm  mapping,  charting,  and  geodesy  and  collected  imagery  from 
Mmch  1973  to  October  1980.  Geodetic  data,  including  precise  geopositioning,  elevation, 
and  other  information  provided  the  DoD  with  accurate  point  locations  for  air,  sea,  and 
ground  operations.  The  KH-9  provided  Level  1  Digital  Terrain  Elevation  Data  miED) 

and  other  data  to  make  1:200,000  scale  maps. 

^  rnapping  camera  returned  film  in  a  Single  bucket;  operated  on  12 

missions  (mission  numbers  1205  - 1216)  with  mission  durations  of  42  to  1 19  days*  and 
®  approximately  104  miltipn  square  nautical  miles. 

Each  flame  of  KH-9  mapping  imagery  covered  a  ground  “footprint  of  approxinrately 

-PONFTDBNTIAL 

Rei  Lu  U3A,AU0,Cdn  diiU  bBR 
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70iun  by  140  nm  with  some  stereo  and  some  trilap  coverage  of  the  ground  area. 
Additionally,  the  “fact  of’  mission  numbers  1201-1204  and  1217-1220  were  officially 
released  as  KH-9  missions.  However,  the  imagery  firom  these  missions  was  not 
declassified,  nor  was  any  system  information  associated  with  them. 

(U)  KH-7  &  ICH-9  Mapping  System  Coverage 

Togethetj  these  two  systems  acquired  approximately  50,000  images  on 
approximately  93,000  linear  feet  of  film. 
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OflSce  of  Strategic  Commuiucatioiis 
National  Reconnaiss^ce  Office 
ChantUfy.  VA-r~  '  \ 

OSC  Front  Office^  ChantUty,  VA.  - 1 


Office  of  Strategic  Communications 

Weekly  Report:  18-22  February  2008 
(For  additional  info  go  toT  ^  '  I 


(b)(3) 


toy  further  details  about  the  activity  or  the  ^Mecraft: 


«jjf  leadership  does  not  intto^  deSas^ 


(b)(1) 

(b)(3) 


^^/rH«4eilX20  Febniary  j  fengagemeut  Press  Release:  (b)(1) 

^At  10:26  P  EST  Feb,  20, 2008,  a  U.S.  Navy  AEGIS  wanship,  the  USS  Lake  Erie  (CG-70)  (b)(3) 
fired  a  si^e  modified  tactical  Standaid  Missile^3  Mttmg  a  non-functioniiie  National 
Retonnaissance  Office  satelUte  over  the  Pacific  Ocean  at  133  nautical  miles  in  space.  iTie  objective 
of  ffie  to  rupture  the  hydrazine  fuel  tank,  appears  to  have  been  successful.  Nearly  all  of  the 

^bm  will  bum  up  upon  reentry  within  24^8  hours,  and  the  remaining  debris  Should  re-iter  within  40 

iwent  n^s^ries  have  noted  the  ^ming  re-entry  and  decision  to  engage  an  NRO 
expeni^tal  satelhte.  Due  to  concern  for  public  safety  and  the  risk  to  hUmto  life,  DMO  Scott  Lanre 

assistance  with  ideas  for  other  courses  of  action.  As  was  reported,  ^ 

Satellite  to  iUlowm«..in..fi.l  (S(3) 

DECL  ON;,  25X1  20330208  RRG  dated  July  2005 
DRV  FROM:  NCG  6.0,  21  May  2005 


Approved  for  Release:  2018/12/21  C05102102 


C05102102 


Approved  for  Release;  2018/12/21  C05102102 

-TOP  SECRET/jTALENT  Klj!\TIOLE//NOFORN 

Future  Activities 

(U)  26  February  -  NRO  Overview  Brief  to  incoming 

(U)  3  March  -  HPSCI  Staffer  Day  ^ - 

(U)  5  March  —  HASC-Strategic  Forces  Space  Activities  Hearing 

(U)  6  March  -  HPSCI  FY09  National  Intelligence  Program  (NIP)  Budget  Brief 

(U)  7  \^rch  -  HASC  Staffer  Day 

(U)  1 1, 13  March  -  Military  Intelligence  Program  (MIP)  Staffer  Days 
(U)  13  March  -  SSCI FY09 IMINT/ICA  Budget  Hearing 
(U)  13  March  -  Overhead  Architecture  Hearing  (NIP/MIP) 

(U)  13  March  -  Facilities  and  Infiastructure  in  Ae  |C  Hearing  (HPSCI) 


2 


I 

I 
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MATICXIAL  RBCOmaiiSSftNCE  OFFICE 

14675  Lee  Road 
Chantilly,  VA  20151-1715 


Dlraotor' a  Nbta 


NunlMr  2008-22 


30  April  2008 


(S//REL;)-  DECLASSIFYING  "FACT  OF"  NRO  RADAR  SATELLITE 

RECONNAISSANCE 

(5//REL)  I  have  recently  received  concurrence  from  the 
,  Director  of  National  Intelligence  (DNI)  to  implement  our  plan  to 
declassify  the  "fact  of"  NRO  radar  satellite  reconnaissance. 

The  effective  date  for  declassification  will  be  upon  completion 
of  the  implementation  plan  on  9  June  2008. 


(0//RBL)  The  declassification  of  NRO  radar  satellite 
reconnaissance  from  SECRET//REL  to  UNCLASSIFIED  is  limited  to 
fact  of"  only,  not  to  "facts  about."  Remaining  classified  are 
details  regarding  past,  current  and  future  capabilities, 
specific  satellites,  mission  numbers,  program  names, 
performance,  and  technologies  employed.  No  formal  public 
announcement  is  planned. 


(0)  The  declassification  implementation  plan  includes 
formal  notifications  to  oversight  elements  and  other  appropriate 
stake  holders.  Additionally,  the  plan  provides  security  guidance 
and  education,  classification  guide  changes,  public 
affairs /communication  plans,  procedures  and  points  of  contact 
tor  questions  and  to  monitor  implementation. 

(U)  During  the  implementation  period,  all  current 
classification  rules  will  remain  in  effect.  Additional 
nfo^ation  regarding  implementation,  training,  and  education 

T”  or  omce  s^curUy” 

i^le;.entation  ia  the  IMINT 


along  with  NRO/OS&CI  Policy  Branch 


(b)(3) 


//signe|d// 
Scott  F.  Large 
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and  a  summary  of  the  change  will  be  logged  here.  ^  ^ 


general  change  description 


Per  SIGINT  PCG  Line  1.0:t  and  I.O.y,  this 
information  is  classified  REL  TO  USA, 
AUS.  CAN.  GBR.  NZI 


Added  information  concerning  piece  parts 


Added  information  concerning  Systems, 
Applications  and  Products  (SAP) 
Classification  Guidance 


Rernoved  dedassifioatioh  field  from  the 
classification  banner  lines 


200eMOd'1 


21KN3-002 


2008-002 
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22  Feb 
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(U)  FOREWORD 

(U)  National  Reqonnaissahce  Office  (NRO)  Ciassification  Guide  6.0  provides  authoritative 
Classmcatior^nd  compartmentation  guidance  for  NRO  information  based  on  criteria  established  jn 
ExTOUtive  Order  12958,  as  amended.  Director  of  Central  Intelligence  Directives,  and  classification 
guidance  of  other  Intelligence  Community  members. 

{U)  The  overall  objective  of  this  guide  is  to  ensure  that  proper  classification  and  compartmentation 
determinabons  are  made  for  NRO  information  in  order  to  protect  the  NRO’s  people,  operations 
a^ts.and  wnsltive  intelligence  sources  and  methods.  Also,  as  NRO  systems  are  integrated  into 
tacBral  of^rations.  we  must  strive  to  dassity  and  compartment  our  data  at  a  level  that  is  most 
usable  to  the  customer. 

mhis  guide  is  ^signed  to  to  the  capstone  for  all  NRO  program  dassification  guides  and  the 
fo^  point  for  NRO  dassification  guidance.  Should  there  be  discrepandes  between  this  guide  and 
NRO  program  dassificabon  guides  or  contractual  spedfications.  the  program  specific  guides  and 
take  precedence  until  resolved  by  the  NRO  Director  of  Security  (DOS).  Simllarlv 
the  DOS  will  also  resolve  discrepancies  between  this  document  and  other  agency  classification 

guidance  pertaining  to  the  security  of  the  NRO.  ^ 

(U)  The  NRO  Director  of  Security  is  responsible  for  maintaining  the  currency  of  this  guide. 
Discrepai^ies  or  <^icts  r^arding  dassificabon  issues  must  be  brought  to  the  attention  of  your 
Security  Officer  (PSO)  and,  if  appropriata.  referred  to  the  Security  Policy  Staff  In  order 
that  the  dassifica^n  guidance  may  be  property  amended.  Once  the  cognizant  program  security 
office  dete^ines  that  there  is  cause  for  changing  the  NRO  ClassificaSn  Guide,  ttSse  ^ 
recomm^ded  changes  would  be  appropriately  coordinated  and  incorporated.  Questions  ( 
comments  should  be  direded  to  the  Security  Policy  Staff  by  ohonef 


or 


(U)  Effective  21  May  2006,  the  NRO  Classification  Guide  6.0  is  approved  for  use  by  all  NRO 

personnel  as  well  as  members  of  the  Intelligence  Community  who 
authorized  access  to  NRO  program  information.  ^ 


(b)(3) 


are 


Kenneth  W.  Renshaw 
Director,  Offic*  of  Security 
National  Reconnaissance  Office 
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A.  (U)  PURPOSE 

(U)  This  Guide  provides  general  classification  guidance  for  information,  products,  and  activities 
relati^  to  the  National  Reconnaissance  Office  (NRO).  Personnel  engaged  in  security 
ciassifiCation  and  compartmentation  determiratioris  in  the  TALENT-KEYHOLE  (TK),  and  COMiNT 
(31)  systems  should  use  this  Guide.  This  Guide  complements  specific  NRO  program 
classification  guides  as  well  as  relevant  Intelligence  Community  imagery  intalligence  (IMINT), 
signals  intelligence  (SIGINT),  and  measurement  and  signature  intelligence  (MASINT)  guides. 

^  8hsen<»  of  an  item  in  the  classification  table  of  fois  Guide  does  NOT  suggest  that  the  item 
UNCLASSIFIED.  Consult  the  relevant  NRO  program  classification  guide  or 
an  NRO  Program  Security  Officer  If  Classification  is  unclear  or  not  addressed  in  this  guide. 

B.  (U)  RESPONSIBILITY  AND  AUTHORITY 

(U)  The  Director  of  Central  Intelligence  (DCI)  is  responsible  for  the  protection  of  sensitive 
int^hge^  sources  and  methods  including  those  related  to  the  NRO  in  accordance  with  the 
National  SwurityA^  ^1947  and  Presidential  Decision  Ditecdve/NSC-49,  National  Space  Policy 

the^ati^afs^S  Poll^^'  ^  authority  for  declassifying  NRO  program  information  per 

(DNRO),  as  a  Senior  Official  of  the  Intelligence  Community  (SOIC),  is  the 
^uivalent  of  the  head  of  a  Cognizant  Security  Agency  (CSA)  for  the  purpose  Of  protecting 

Comi^rtro^ed  Information  (SCI)  and  for  implementing  Director  of  Central  Intelligence 

Ur'S!?  ^  Executive  Agency,  is  responsible  for  establishing  a 

uniform  system  fo^assifying.  safeguarding  and  granting  access  to  national  security  information 
^onal  sTOunty  information  generated  in  support  of  the  NRO  activities  (5  U.S.C.  106  Executive 
^  12958(  (as  amended),  and  E0 1:^8).  In  this  capacity,  the  DNRO  also  has  the 
authority  and  reSpOTSibility  to  protect  classified  information  generated  in  support  of  hon-Sensitive 
Compartmented  Information  (norr-SCI)  NRO  activities,  i.e.,  collateral  informatiori. 

NRO.  (DOS/NRO)  Is  responsible  for  developing  and  implementing 
security  policies  for  the  protection  of  NRO  sensitive  sources  and  methods  in  accordance  with  DCI 
Mernorandum  to  the  DOS/NRO,  dated  10  February  2005,  subject:  Delegation  of  Central 

Security  A^o^es  in  Support  of  National  Reconnaissance  Office  ActMties. 
DOS/NRO  IS  also  responsible  for  providing  a  secure  mission  environment  by  protecting  NRO 
people,  operattons  and  assets  with  realistic,  innovative  security  solutions  developed  through 
partnership  with  our  customers.  ■ 

®  ®  SCI  control  system  jointly  managed  by 
t^  Dire^l^  NR(^  Director,  National  Geospatial-!  nteillgence  Agency  (NGA);  the  Chainnan 

mSt  '"telligenc^gency  (DIA)  Directorate  for 

MASINT  ^hnral  Collection.  Changes  and  modifications  to  the  system  require  Coordination  bv 

approval  of  the  DGI/Deputy  Director  S^ntrS^ntelligence  (DDCI)^ 
^iled  {^ss^tion  and  compartmer^tion  procedures  for  IMINT  and  MASINT^  contaS  in 
manuals.  The  Director,  National  Security  Agency  (DIRNSA)  manages  the 

C^,>ort^.y,tem  (brtt»DCt.  The  Signal,  Intemgsno^rt^FtegSTS 

SmSSISS  ^  satellite  originated  SIGINT  tasking, 

flection  and  ii^rniation.  Changes  and  modifications  to  the  COMINT  control  svstem 

require  coordination  by  DIRNSA  and  approval  of  the  DCI/DDCI.  ^ 
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C.  (U)  COWPARTMEKTATiON  CRftERlA  AND  OTHER  MARKINGS 

(U)  TALENT-KEYHOLE  (TK)  protects  certain  information,  products,  and  activities  relating  to  the 
following  intelligence  disciplines. 


Imagery  Intelligence  (1MINT),[ 

Signals  Intelligence  (SIGINT), 

Electronic  IntelligenGe  (ELINT),| 

Foreign  Instrumentation  Signals  Intelligence  (FISINT) 

Measurement  and  Signature  intelligence  (MASINT) 

(U)  NRO  data  protected  within  the  TK  system  includes:  relationships  and  data  relating  to  satellite 
research  &  development  (R&D),  engineering  design,  specifications,  algorithms,  interlace  controls, 
test  plans,  operafions  manuals,  and  reference  documents;  satellite  capabilities  and  vulnerabilities; 
equipment  and  information  technology  equipment  involved  in  the  operation  of  the  satellite  systems 
to  include  spacecraft,  sensor(s),  and  mission  ground  station  equipment;  software  programs  used 
to  operate  hardware  to  include  spacecraft  maintenance,  command  and  control,  targeting,  sensor 
operation,  date  conversion,  processing,  and  exploitation  operations,  as  well  as  the  overall  and 
detailed  funding  profile  for  both  the  development  and  operation  of  the  NRO  satellite  collection 
systems. 

(U)  The  COMINT  Control  System  (SI  or  Sp^al  Intelligence)  is  a  DCI  SCI  control  system 
expressly  authorized  for  handling  or  transmitting  communications  intelligence  derived  from  satellite 
surveillarice  and  other  sources. 

Communications  intelligence  (COMINT) 

Signals  Intelligence  (SIGINT), 

Electronic  Intelligence  (ELINT),  (most  ELINT  is  SECRET  collateral) 

Foreign  Instrumentation  Signals  Intelligence  (FlSlNIO 

(U)  Proper  Compartinentatlori  of  Information.  The  decision  to  compartinent  iriformation  should 
be  made  using  the  guidelines  and  tables  in  this  guide  as  well  as  specific  program  classification 
Proper  compar^entabon  iS  critical  In  order  to  interact  effoctively  with  our  mission 
partners/users.  Defaulting  to  the  TK  Control  System  is  not  acceptable  as  it  may  result  in  over- 
compartmentation. 

(U)  Collateral  Material.  National  security  information  that  has  been  determined  pursuant  to 
Execxjtive  Order  12958,  as  amended,  or  any  predecessor  order  to  require  protection  against 
unauthorized  disclosure  and  is  marked  CONFIDENTIAL,  SECRET  or  TOP  SECRET  to  indicate  its 

^assified  status  when  in  documentary  form.  NRO  has  auttiority  to  classify  within  the  collateral 
classification  system. 

(^Classification  Categories.  The  E.0. 12958,  as  amended,  states  that  national  security 
information  may  only  be  classified  in  one  of  the  three  categories; 

(U)  TOP  SECRET:  applied  to  information,  the  unauthorized  disclosure  of  which  reasonably 
could  be  expected  to  cause  excepOohally  grave  damage  to  the  national  security  that  the 

original  classification  authority  is  able  to  identify  or  describe; 

(U)  SECRET:  applied  to  information,  the  unauthorized  disdpsure  of  which  reasonably  could 
be  exf^ed  to  cause  serious  damage  to  the  national  secui%  that  the  original  classification 
authority  is  able  to  identify  or  describe;  and 
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(U)  CONFIDENTIAL:  applied  to  information,  the  unauthorized  disclosure  of  which  reasonably 
could  be  expected  to  cause  damage  to  the  national  security  that  the  original  classification 
authority  is  able  to  identify  or  describe. 

(U)  UNCLASSIFIED//FOR  OFFICIAL  USE  ONLY  (U//FOUO).  U//FOUO  is  an  administrative 
marWng  available  for  use  under  certain  circumstances  to  limit  dissemination  of  information.  It  does 
NOT  afford  classified  protection,  but  It  does  flag  material  that  meets  one  of  the  Freedom  of 
Information  (FOIA)  criteria  for  exemption  from  public  release.  NRO  Directive  50-1 2a  and 
NRO  Instruction  50-9a  provides  guidance  both  for  deciding  when  to  use  the  marking  and  for 
directions  for  proper  handling  of  the  material  so  marked. 

Authorize  For  Release  To  [country(les)/lntomational  organization  trigraph]  (REL  TO). 

This  marking  is  used  to  identify  classified  inteliigence  that  an  originator  has  determined  to  be 
relrasable  or  has  been  released,  through  established  foreign  disclosure  procedures  and  channels 
to  the  foreign  countfy(ies)^ntemational  organization(s)  indicated.  Further  foreign  dissemination  of 
the  material  (in  any  form)  is  authorized  only  after  obtaining  permission  from  the  originator  and  in 
accordance  with  DCID  6/7,  and  National  Disclosure  Policy-1  (NDP-1). 

(U)  N^  Relemble  To  Foreign  Nationals  (NOFORN).  The  NOFORN  marking  is  used  to  identify 
clawed  intelligence  that  rnay  not  be  released  in  any  form  to  foreign  governments,  foreign 
nationals,  foreign  organizations,  or  non-US  citizens  without  permission  of  the  originator  and  in 
accordance  with  provisions  of  DCID  6/7  and  NDP-1 . 


D.  (U)  SECURITY  AND  CLASSIFICATION 

^)  Clas^ficatlon  or  Control  System  Resolution.  The  classification  tables  in  this  guide  specify 

control  system  for  information  relating  to  NRO  systems,  products  and 
data.  Wh^  the  control  sj^m  or  classification  of  an  item  of  information  is  not  listed  in,  or  readily 
apiMr^t  from,  the  table  in  this  guide  or  otoer  program  classification  guides,  sUch  information 

artvitjes  will  be  protected  at  an  appropriate  classification  level  with  the 
mo«  limited  di^butioa^nding  a  review  by  the  Program  Security  Office  in  conjunction  with 
NRO^ecurity  P^icy  Staff.  As  a  general  rule,  the  tevel  of  detail  revealed  will  determine  the 

NRO/Security  Policy  Staff  will  also  coordinate  as  necessary 
functional  program  managers  for  TALENT-KEYHOLE, 
COMINT  and  bilateral  classification  matters  un^r  their  original  classification  authority. 

Idfonn-Oon.  As  stated  in  E.0. 12958,  as  amended,  1.7(e) 
Comp  lations  of  items  of  information  that  are  individually  unclassified  may  be  classified  if  the 
wmpiled  infomfiation  reveals  an  additional  association  or  reiationship  that  (1)  meets  the  standards 

otherwise  revealed  in  the  Individual  items  of 

informatioi^  As  used  in  the  Order,  compilation"  means  an  aggregation  of  pre^xistina  unclassified 
'hjoronation.  If  a  classified  document  contains  certain  portions  thatare  unclaLified  when 
standing  alone,  b^  classified  information  will  be  revealed  when  they  are  combined  or  aSBOclated 
daSfiSST  or  unclassified  and  the  page  will  be  rnarked  With  the  highest  ’ 

^  ^^allvely.  In  establnhlng  the  M>nna«on  catesSenjSa^SS,  of  an 

Item  of  Inibnnation,  E.0. 12958,  as  amended,  (urther  directs  lhatihe  OCA  must  be  able  to  Iderttliy 
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or  describe  why  unauthorized  disclosure  would  result  in  damage,  serious  damage,  or  exceptionally 
grave  damage  to  the  national  security. 

(U)  Reason  for  Glassification.  Under  the  provisions  of  E0 12958,  as  amended,  information  may 
not  be  considered  classified  unless  it  falls  under  one  or  more  of  the  categories  listed  below  and  the 
rea8on(s)  for  a  classifiGatjon  decision  documented.  To  meet  this  requirement,  the  EO  specifies 
that,  at  a  minimum,  reference  to  the  pertinent  classification  categoiy(ies)  described  in  Section  1 .4 
of  E.0. 1 2958,  as  amended,  plus  the  letter(s)  ttiat  correspond  to  the  category(les)  should  be  iist^. 
The  classifir^on  categories  preceded  by  their  corinesponding  letter  designators  are  listed  below. 

(a)  military  plans,  weapons  systems,  or  operations; 

(b)  foreign  government  Information; 

(c)  intel|igerx:e  activities  (irrcluding  special  activities),  intelligence  sources  or  rnethods  or 

cryptolc^:  ’ 

(d)  foreign  relations  or  foreign  activities  of  the  United  States,  including  confidential  sources; 

(e)  scientific,  techrtological,  or  economic  matters  relating  to  the  national  security,  which 
includes  defense  against  transnatiorial  terrorism; 

(f)  United  States  Government  programs  for  safeguarding  nudear  materials  or  fedlities; 

(g)  vulnerabilities  or  capabilities  of  systems,  installations,  infrastructures,  projects,  plaris.  or 
pro-tection  services  relating  to  the  national  security,  vyhidi  indudes  defense  against 
transnational  terrorism;  or 

(h)  weapons  of  mass  destruction. 


(U)  Declassification  Instructions 

(U)  Original  Clauiflcatiori.  E.0. 12958,  as  amended,  specifies  that  when  determining  the 
duration  of  classification  in  the  first  instance,  I.e.  original  dassification,  the  original  ciassificatibn 
authority  have  four  choices; 

•  a  date  or  event  less  than  1 0  years  from  the  date  of  the  dedslon 

•  a  date  1 0  years  from  the  date  of  the  dedsion 

•  a  date  greater  than  1 0  years  and  less  than  25  years  from  the  date  of  the  dedsion-  or 

•  a  date  25  years  from  the  date  of  the  decision. 

(U)  The  NRO  has  a  short  list  of  individuals  who  have  original  classification  authority. 

(U)  Deriva^  Classification.  All  individuals  have  derivative  dassification  responsibility  NRO 

fnaterials  that  are  sources  of  derivative  classification  will  use  the 
following  Declassification  Date  Markings. 

•  Exernption  Category  (e.g.,  25X1  (replaces  XI ));  or 

•  Sproific  Date  (e.g.,  YYYYMMDD)  (used  when  a  specific  date  or  event  for  the 
ded^ification  t^be  determined  based  upon  the  duration  of  the  national  security 
sensitivity  of  the  information.) 

“  S*®'  ^2958  requirements  are  superseded  by 

datute,  t^ty  or  other  agreement  and  can  only  be  used  in  the  document  header  and 
footer  arxl  not  on  the  'Declassify  On”  line.) 

(U)  Declassifieation  Exemptions 

vJ  '™!r  »'*>"«“'=  <f«las8i(icalion  under  paragraph  (a)  of  section 

3.3  of  E0 12958,  as  amended,  specifiG  Inibrrnatlon,  die  release  of  which  could  be  expected  to: 
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(1 )  reveal  the  identity  of  a  confidential  human  source,  or  a  human  intelligence  source,  or  reveal 
infortnation  at)Out  the  application  of  an  intelligence  source  or  method; 

(2)  reveal  information  that  would  assist  in  the  development  or  use  of  weapons  of  mass 
destruction; 

(3)  reveal  infortnaiioh  that  would  impair  U.S.  cryptologic  systems  or  activities; 

(4)  reveal  information  that  would  impair  the  application  of  state  of  the  art  technology  Within  a 
U.S.  weapon  system; 

(5)  reveal  actual  U.S.  military  war  plans  that  remain  in  effect; 

(6)  reveal  information,  including  foreign  government  Infonnatioh,  that  would  seriously  and 
demonstrably  impair  relations  between  the  United  States  and  a  foreign  government,  or 
seriously  and  demonstrably  undermine  ongoing  diplomatic  activities  of  the  United  States; 

(7)  reveal  information  that  would  dearty  and  demonsbably  impair  the  current  ability  of  United 
States  Government  officials  to  protect  the  President,  Vice  President,  and  other  protectees 
for  whom  protection  services,  in  the  interest  of  the  national  security,  are  authorized; 

(8)  reveal  information  that  would  seriously  and  demonstrably  impair  current  national  security 
emergency  preparedness  plans  or  reveal  cUrreht  vulnerabilities  of  systems,  installations, 
infrastructures,  or  projects  relating  to  the  national  security; 

or 

(9)  violate  a  statute,  treaty,  or  international  agreement 


(U)  Classification  Sources.  For  completeness,  this  guide  corifoins  items  of  information  classified 
and  compartmented  by  other  agendes  as  well  as  NRO  Program  Offices.  These  items  were 
derivatively  da^ified  after  consulting  a  number  of  documents  to  identify  foe  Original  Classification 
Authority  for  the  specific  items  of  information.  The  documents  are  listed  below. 

•  Presidential  Decision  Directive/NSC  49,  ‘National  Space  Policy,”  dated  September  1996. 

•  Executive  Order  12958,  as  amended.  Ciasstfied  National  Security  Information,  dated  23 
March  2003. 

•  Executive  Order  1 2951 ,  Release  of  Imagery  Acquired  by  Space-Based  National 
Intelligence  Reconneissance  Systems,  22  February  19^. 

•  National  GeospatiaFIntslligence  Agency  (NGA)  Imagery  Policy  Series,  Section  5,  Part  A. 

•  Deciassifimtion  of  the  ‘Fact  of  Overhead  SIGINT,  The  National  SIGINT  Committee 
memorandum,  dated  1  December  1995. 

•  Signals  Intelligence  Security  Regulations  (SISR)  dated  May  26, 1999. 

•  NRO  approved  Program  ClassifiOation  Guides: 

o  IMINT  Classification  Guide  (CG) 
o  SIGINT  Classification  Guide  (CG) 
o  Communications  Classification  Guide  (CG) 
o  Office  of  Space  Launch  Information  Protection  Guide  (IPG) 
b  NRO  Operations  Squadron  (IPG); 

•  Implementation  Plan  for  Further  Decompartmentation  and  Declassification  of  the  National 
Reconnaissance  Office,  April  24, 1995. 

•  DCI  memo  titled,  ‘Declassification  of  Specified  Information  Relating  to  foe  National 
Reconnaissance  Office,”  dated  September  15, 1992,  and  Secretary  of  Defense  approval, 
dated  September  1 7, 1 992. 

•  Implementation  Plan  for  NRO  Launch  Declassification  dated  1  March1997. 

•  Declasstfication  Guide  for  CORONA,  ARGON,  LANYARD  Programmatic  Data,  dated  2 
August  1996. 
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E.  (U)  INFORMATION  SHARING 

All  NRO  classified  irtfbrmation  must  be  marked  either  REL  TO  (Authorized  for  Release  to 
[country(ies)/intemational  organization  trigraph])  or  NOFORN  (Not  Reieasable  to  Foreign 
Nationals).  The  President  has  emphasized  the  need  to  ensunR  tha  fimaiy  and  efficient  flow  of 
information  to  our  closest  US  allies,  Accordingly,  the  use  of 

restrictive  markings  should  be  foe  rare  exception  rather  then  foe  tiile.  The  presumption  of 
disclosure  and  release  should  be  foe  primary  consideration  in  foe  preparation  and  dissemination  of 
classified  defense  information  and  intelligence  information  relating  to  foe  circumstances  set  forth 
below. 


(b)(1) 

(b)(3) 


(U)  Release  and  Disclosure.  The  NRO  Designated  Intelligence  Disclosure  Official  (DIDO)  must 
approve  foe  release  and/or  disclosure  of  NRO  intelligence  information  to  foreign  nationals  by  in 
accordant  with  NRO  Directive  50-8a  and  NRO  Instaictlon  50-4a.  The  NRO  DIDO  is  the  only 
NRO  ofticial  who  can  authorize  the  disclosure  and/or  release  of  NRO  intelligence  information.  If 
the  intelligence  information  originates  from  anotirer  Intelligence  Community  agency  or  is  classified 
military  information,  the  requestor  must  seek  guidance  from  the  NRO  Office  of  Policy  (OP)  prior  to 
foe  disclosure  and/or  release  of  that  information  as  well. 

F.  (U)  PORTION  MARKING 

(U)  Executive  Order  12958,  as  amended,  mandates  that  all  classified  information,  regardless  of  its 
physical  form,  indicate  which  portions  are  classified.  The  NRO  has  been  granted  a  limited  waiver 
from  the  requirement  to  portion  mark  information.  The  NRO  is  not  required  to  portion  mark 
information  that  will  be  maintained  internal  to  foe  NRO  by  its  government  staff  and/or  cohtractbrs. 
Information  produced  by  the  NRO  that  is  disseminated  externally  must  be  portion  marked  In  this 

,,  de^  any  o, 

G.  (U)  REQUESTS  FOR  CHANGE  TO  CLASSIFICATION 

(U)  The  NRO  Classification  Guide  is  intended  to  be  a  living  document  and  changes  Will  occur  as 
necessary  to  keep  It  current.  Any  and  all  requests  for  changes  and/or  challenges  to  classification 
and/or  cpmpartmentation  must  be  submitted  to  NRO  Security  Policy  Staff  by  using  the  Change 
Page  fonfi  (see  page  4).  Requests  for  change  will  be  evaluated  and  vetted  prior  to  acceptance  or 
rejection.  The  requestor  will  be  notified  of  foe  final  decision  and  the  change  will  be  incoroorated 
into  foe  guide. 
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(U)  Acronym  List 


'  :ikPLANi|^N'  ■  .  ^  : -I'T/  v'x 

NOTE: 

^  SECR^  When  associated  with  the  nro. 

•*  SECRET//TK  WHEN  ASSOCIATED  WITH  THE  NRO. 

.  ***  u  WHEN  ONLY  fiPMFPir  Al  I  V  ASAnriATBn  tmiTU  Tue  ub#% 

U...  ■■■ _ _ 

(U)  AJ-B 

Ar.FoiceBase 

(U)  /^P 

Force  Proarafri 

^-fUl _ AESCN _  • 

Air  Fofttft  SatellltA  rv>r»trr\l  NAhunrir 

lu;  ABAIU 

AOvanceo  jsvstems  &  Technoloav  Directorata 

(U)  CCAS 

Cape  Canaveral  Ar  Statibn 

(U)  c 

CONFIDENTIAL 

(U)  CAAS 

Contractor  Advisory  and  Assistance  Services 

(U)  CAL 

Corona.  Arooii  arid  Lanyard 

(U).  UU 

uassmcation  Guide 

CIA 

Central  Intellkience  /icencv 

(U)  CIA/OO&E 

ClA/OfRce  of  Develooment  &  Enoineerina 

(U)  CIA/CRES 

ClA/CoHectibn  Reduirements  and  Evaluation  Staff 

(U)  COMINT 

Communication  Iritelligence 

(U)  .  COMM 

Communications 

- 

1U)  U05E 

Deputy  Director  Systems  Engineerlno 

(U)  DCI 

Director  of  Centoal  Intelligence 

(U)  OC.IO . 

Director,  Central  Intelligence  Directive 

(U)  DDNRO 

Deputy  Director,  National  Reoinnaissance  Office 

(U)  _ OIA 

Defense  Intelligence  Agency 

(U)  OIRNSA 

TuT  ONRO 

Uirector ,  National  Security  Agency 

(U)  OoD 

rmiiunai  r\aconnaiSSanOB 

Department  of  Defense 

(U)  DOPS/CIA 

birector  of  Personnel  Security/CIA 

(U)  00$ 

Director  of  Security  - - - - 

(U)  DRSP 

Defense  Reconnaissance  Support  Prooram 

(U)  DSCS 

Defense  Satellite  Communications  System 

(U)  DSPO 

(U)  EELV  ■ 

Defense  Support  Program  Office 

Evolved  Expendable  Launch  Vehicle 

(U)  ELINT 

70)  io  ^ 

70)  ^6 

Electronic  Intelligence 

Executive  Order  - — 

Ephemeris  Supprxl  Date 

Future  Imagery  Architecture 

70)  Fir 

(U)  FISINT 

7U)  FOiA  ~ 

Foreign  Instrumentation  Signals  InteHtoence 

Freedom  of  Infbmiation  /Vet  - - — 

(U)  U//FOUO 

Unclassified//Fbr  Official  Use  Only  - - - 

- - -  f 

(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(3) 
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acronym 


(0)  GEO 
iU) _ GPS 


'^IIAnatION 

NOTE:  “  ''''  ' - - 

*  SECRET  WHEN  ASSOCIATED  WitH  THE  NRO. 

•*  SECRET//TX  WHEN  ASSOCIATED  WITH  THE  NRO. 

***  U  WHEN  ONLY  GENERICALLY  ASSOCIATED  WITH  THF  nRO. 

Geostationary  Earth  Oa>it  - - 

Global  PositioninQ  Sv^m  ^  "" 


(U)  IMINT 
(U) _ lOSA 


Indications  &  Warning  ^ 

Iniagerv  Intelligence _ ' 

Ih^rated  Overhead  SIGINT  An^tecture' 


(b)(1) 

(b)(3) 


j:U)~  LV 

irU)  MASINT 
{UJ _ MCS_  _ 


MOU _ 

MSP 

“  MS&O  ■ 

“MWCSE 
NAM 

NAVSECGRU 
NAVSECGRUCQM 
NAVSUPSYSCOM 
~NGA  ~ 

NOPS 
NOFORN 
NRO 
NROL 
NRP 

"nsa  ■ 

Tisc 

~N'5CP 

NWFCU 

OAS 

OCA 

PCI 

OCMC 

OH  _ 

OPELINT _ 

"OSL 

OSO 


Low  Earth  Orbit  "  — — 

Launch  Vehicle  ‘  • 

Measurerhent  and  SionaturB  lnteiiinwnf!«.  ^ 

^BSioiiCantroLStation _  - - 

Mission  oround  Station  - 

Mernorandum  of  Understanding 
MehSutation  Support  Data 

Managerineht  Seryices  &  Operations  ^ 

Midwest  COMM  Support  Eterrient  fSc^reiver  AFB.  Co.  Sprir 
National  Recenhaissance  Office  Acquisition  Manual 

Naval  Security  Group  - 

.  NaVal  Secuifity  Group  Command 

Naval  Support  SystwnS  Command 
National  Qeosbatia.Hntellipence  Aoency 
.  NRO  Operations  Squadron 

Not  Releasable  to  FOraigh  Natinnaig  - - 

National  Reconnaissarw^  Offipe  ^ 

National  Reconnaissance  OfBee  Launch  - - 

National  Reconnaissance  Program 
National  Security  Agency 

Nationar  Security  Council  ^  ^  - - 

National  Space  Gommunjcations  Pmnram 

^Northwest  Federal  G^it  Union  ^ - 

Onizuka  Air  Station  .  . 

Original  Cla^cation  Authority  - 

Office  CounterintelliQence  .  ' - 

Qyerh^d  CoHection  Management  Center  '  — 

Overhead  ””  ^  - - 

Operational  Bectronlc  Intelligence  - 

Office  of  Space  Launch  - - - 

Operational  Support 'Qffit»  ^  - - — 


(b)(1) 

(b)(3) 
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ACRONYM 

explanahon  ■  -  . 

“NOTE:  - - - - - - — — 

*  SECRET  WHEN  ASSOCIATED  WITH  THE  NRO. 

**  SECRET//TK  WHEN  ASSOCIATED  WITH  THE  NRO. 

***  U  when  only  GENERICALLY  ASSOCIATED  WITH  thp  Mon 

(U)  R&D 

Research  &  Development 

AW-I  .KUM 

Resources  Oversight  &  Management 

(U).  .  RSEN 

m.  ..s  -  ■ 

Risk  Sensitive 

SECRET  . . . . — 

fU)  SAD 

-SOCOMM  AHdriRftA  rWeinnatrur 

lUJ 

7u)  SAF/SL 

Secretary  of  dre  Air  Force/Office  of  Space  Svatems 

(U)  SAF/SN 

wwwivMij  wi  uKf  Mir  rorue/dEjaoe  Launcn 

Assistant  Secretary  of  the  Air  Force  /Space) 

(U)  SAF/SO 

(U)  SAF/SP 

ri  n  CAc/ee  .  . 

Secretary  of  the  Air  Force/Space  Ooeratiohs 

Secretary  of  the  Air  Force/Special  Proiecfs 

(U)  saf/s‘t 

Secretary  of  the  Air  Force/Soace  Systems 

Secretary  of  the  Air  Force/Soace  Technoloav 

(b)(1) 

(b)(3) 


m. 


iyi 

M. 


M. 


M. 

iUL 


lyL 


M. 

lyi 


"SQT 


SCIF 


SCTS 


SECOEF 


lU)  SETA 


SIGINT 

SISR 


SOCOMM 

SOIC 


SPAWARSYSCOM 

STS 


r/U)  TS 


(U)  TT&Ci 

m. 


u 


(U)  OSAF 
(U)  VAFB" 


Sensiflve  compartmented  Information 
Sensitive  Compartmented  Infonnatlon  Facilitv 


.^P^c^Cargo  Transtwrtetion  System 


Secfetarv  of  Defense 


Systems  Engineering  and  Technical  Assistance 


Signals  Intelliqence 


Signals  Intelligence  Security  Regulations 


Special  Operations  Communicatiohs 


S'ehibr  Official  of  the  IntelligenGe  Community 


Spedal  Procurement  AciivitY 


Navy,  Space  Warfare  Systems  Command 


_Space  Transportation  System  fSoace  Shuttle) 
SatelItte  Vehicle 


HDLEZ 


TOP  SECRET 


Telemetry.  Tracking  and  Contml 

I  IKI^I 


UNCLASSIFIED 
United  States  Air  Force 


Vandenbetg  Air  Force  Base 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(3) 
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(U)  Definitions 

(AFP)  Number:  Unclassified  number  assigned  by  the  Office  of  Space  Launch 
when  It  IS  necessary  to  mask  program  name  or  identity.  ® or  apace  Launch, 

(U)  Citified:  li^rmation  or  material  that  requires  protection  against  unauthorized  disclosure  in  the 
interest  pf  natiprial  security.  This  material  consists  of  three  eateries:  disclosure  in  the 

information  or  material  ffie  unauthorized  disclosure  of  which  reasonably 

that  the  originaT^  ^ 

C|assiff(9tio.n  authonty  is  able  to  identify  or  describe. 

?  t®  information  or  material  the  unauthorized  disclosure  of  which  reasonabtv  couw  he 

»»  ctosSoT.ZS  JiSJ* 

*°  information  or  material  the  unauthorized  disclosure  of  which  reasonably 
must  be  made  based  on  an  approved  Classification  Guide  fCGI  or  hv  an 

(U)  Conateral:  Ml  national  security  information  classified  CONFIDENTIAL  SECRET  or  TOP  sforct 
uny  tj«p,ya.|on.,f  .n  E«cu^  Order  for  ,«oh,p«*, 

compartmentabon  (such  as.  sensrbve  compartmented  information)  arb  not  formally  dsShed 

(U)  comint  CoritrDi  System:  A  Director  of  Centra  Intelligence  (DCI)  Sensitive  Cnmtmiiu. _ i— i 

aufoorized  for  handling  Or  transmitting  technical  wd  intelligence 

of  infcrmeon.  e^«,  ^ 

inforrhatiQn  does  not  wairant  a  national  security  dasJfication  hilr  P®”"®®^S'tive  intelligence  or 

dissemination.  FOUO  is  not  a  cS^atiS  a^S!S  .1  iif  °®®  ®°"'® 

guarantee  that  information  will  beSheW  from^reiefse  *uSS^e  Fr^oS'nr  ‘^°®®  ^ 

-oteeeed.chepudtedr.^.^rou^dS'FOUV. 
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information  that  will  not  have  an  impact  on  the  NRO  or  ifo  operations  if  released  if  thAr»  ■»  an  wanwinw- 
impact,  the  information  should  be  evaluated  for  a  dasslflcaton  dSon  '  identifiable 

(U)  For  Official  Use  Only  categories  exempt  from  public  disclosure: 

1-  Classified  Records 

2-  Internal  Personnel  Rules  and  Practices 

under  which  NRO  and  other  members  of 
inteiiigenoe  community  have  general  and  specific  protection) 

4^  ConMehtial  Commercial  Information 

5-  Inters  or  Intra^Agency  Records 

6-  Invasion  of  Personal  Privacy 

7-  Investigative  Records 
8>  Financial  Institutions 

^Welis  (Records  with  geological  and  geophysical  information  and  data,  inciuding  maps,  concerning 

(0)  Imagery  Intelligence  (IMINT):  The  collection  and  analysis  of  photooraohv  and  oloctinnir  imanin« 
across  the  electromagnetic  spectrum,  to  indude  visual,  rada^  fnfra'reSSKe^^  ^ 

in  ihWliB«,n. «« rd.3Kr“^trsirnl!S«MSf 
charactenstics)  of  fixed  or  dynamic  target  sources.  MASINT  indudes  the  advanced  nmcMcinn 
•)i|Jlo««loii  of  data  dadvad  ton  ovwtiaad  and  alrttoma  IMINT  and  $IOINT  cdlaclion  systama’ 

?S'”nto^S  •»  »<  “"O  tntlMlIno  *»  conecto,  eapabllitto  of 

(U)  Mission  Number:  The  four-digit  identifier  for  individual  NRO  satellites  Each  NRO  sateiiitB  cuetam 
a^gn^  a  seriesOf  fourKligit  numencal  series  associated  with  ihaTSlSon  S 
primarily  chosen  for  use  by  tiie  collection/tasking/user  community  to  identify  NRO  satellites. 


Si  take?toe^S(^?^F'J^  SSm  l!l?SbL^in?de^^  ) 

- — _ _ _ _ _ _ _  (b)(3) 


(b)(3) 


dispoStion.  mUJleSilt  SS^tiiII.^cS SdSfy?i53?’S foJS  withtoe  introduction, 

and,  where  applicable,  assodated  military  systems.  ^  ^  ^  noncommunications  emitters 

number  used  to  identify  an  activity  or  operation  on  the  launch  site. 


or  operatiori  on  the  launch  site. 
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(U)  Original  clromcation  authority  (OCA)^  An  individual  authorized  in. writInQ  either  bv  the  President  nr 
by  agency  heads  or  other  officials  designated  by  the  President  to  classify  information  in  the  first  irateSce. 

(SIGINT):  technical  and  intelligence  information  derived  from  exploitation  of 

'"'S  PROFORMA  (machine  to^a^foe 

t 

t)  Communications  Intelligence  (COMWIIT):  Technical  and  intelligerice  information  derived  from 

foreign  coi7imunic8tions  by  oth6r  thsn  ths  int©nd6d  rficioi^fei  PniuiiwT'H/\tto  , 

Intelligence  (EUflT):  Technical  and  intelligence  information  derived  from  foreian 
electromagnetc  non-commumcations  transmissions  by  other  than  intended  radoients  and  friminn  nnn 

Intelligence  (FISINT):  Technical  and  intelligence  information 
^  intercept  of  foreign  instromentation  signals  (i.e..  eiectrorhagnetic  em^ons)  associated 

Control  System:  A  PCI  SCI  control  system  jointiv  manaoed  hv  tha  nlr*«^r 

cS?mSs^*ahd^th^°niSr®K^  the  Chairman.  National  SIGI^  ’ 

Dir^r,  ^fense  Intelligence  Agency  (DIA)  Directorate  for  MASINT  Technical 
modifiCafens  to  foe  system  require  coordination  by  each 

DSdSsS/''^^  Director  of  central  Intelligehtre  (DDCI) 

Detailed  classification  and  compartmentation  procedures  for  IMINT  and  an>  j  • 

«,uire 

I’™***'.  *"«  «"'»«>  relrtns  to  «» 

Imagery  Intelligence  OMINT).  (most  IMINT  is  SECRET  collateral) 

Signals  Intelligence  (SIGINT).  •  ^ 

Electronic  Intelligence  (ELINTT).  (most  ELINT  is  SECRET  collateral) 

Foreign  Instrumentation  Signals  Intelligence  (FISINT) 

Measuremeht  and  Signature  Intelligence  (MASiNT) 

fSv^^'Sn?”  ^  -elatlowwps  and  data  relating  to  aatallite 
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equipment  and  information  technoiogy  equipment  invoived  in  the  operation  of  the  sateiiite  systems 
to  include  spacecraft,  sensor(s),  and  mission  ground  station  equipment;  software  programs  used 
to  operate  hardware  to  include  spacecraft  maintenance,  command  and  control,  targeting,  sensor 
Operation,  data  conversion,  processing,  and  exploitation  operations,  as  well  as  the  overall  and 
detailed  ftinding  profile  for  both  the  development  and  operation  of  the  NRO  satellite  collection 
systemssThe  TALENT-KEYHOLE  Control  System  is  managed  jointly  by  the  Director,  National 
Reconnaissance  Office,  foe  Director,  National  Geospatial-lnteiligence  Agency  (NGA);  the  Director,  National 
Security  Agency;  and  the  Chairman,  MASINT  Committee  for  ttle  Direcfor,  Central  Inteliigence  (DCI). 
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(U)  Attachment  #1 

MEMORANDUM  FOR  DIRECTOR  OF  CENTRAL  INTELLIGENCE 

(U)  NRO  Revised  Delegation  of  Original  Top  Secret  Classification  Authority,  dated  6  November  1998 

In  accordance  with  Section  1.4  (c)  (2)  of  Executive  Order  12958,  dated  17  April  1995, 1  r^pectflilly 
request  that  you  delegate  original  Top  Secret  classification  authority  to  ttie  following  National 
Reconnaissance  Office  (NRO)  officials: 

Director,  National  Reconnaissance  Office 
Deputy  Director,  National  Reconnaissance  Office 
Deputy  Director  for  Military  Support 
Chief  of  S^ 

Deputy  Director  for  National  Support 

Director,  (MINT  Systems  Acquisition  and  Operations  Directorate 

Director^  SIGINT  Systems  Aojuisition  and  Operations  Directorate 

Director,  Communications  SySterhs  Acquisition  and  Operations  Directorate 
Director,  Advanced  Systems  and  Technology  Directorate 
Director,  Management  Services  and  Operations  Office 
Director,  Operational  Support  Office 
Inspector  General 
Director,  Office  of  Contracts 
Director,  Office  of  Security 

Deputy  Director  of  Security  for  Seturity  Policy  and  Operational  Support 

Director,  Office  of  Space  Launch 

Director,  Systems  of  Systems  Architecture  (SOSA) 

Chief  Infonnation  Officer  (CIO) 

The  NRO  officials  occupying  these  positions,  include  those  iriclividuals  in  an  ‘Acting’  capacity,  have  a 
demonstrable  and  continuing  need  to  exercise  this  original  classification  authority. 

This  memorandurti  supersedes  DNRO  memorandum,  7  November  1995,  ER  95-4819,  subject  as  above. 

/s/  Garnett  Stowe 
for  Keith  Hall 


Attachment 

Delegation  of  Original  Top  Secret  Classification  memo,  dated  7  Nov  1995 

DCI  Decision: 

Is/  initials  Approved 
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Chance 

DESCREmON 

RFC  #3 

7  Nov  2005 

Globally 

(U)  Change  wording  of  the  statement  “(U)  The 
‘^Information  to  hi  Protected*  is  in  itself  classified 
$CI.  For  clarification,  see  the  TCA  SCI  version  of 
this  guide”  to  read  “(U)  The  “Information  to  be 
Protected’  is  protected  in  an  SCl  compartment. 

For  clarification,  see  the  TCA  SCI  VHsiOrt  of  this 
guide. 

(b)(1) 

(b)(3) 

(b)(1) 

(b)(3) 

(b)(3) 

RFC  #3 

7  Nov  2005 

1.5.3 
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3.11,1 
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7  Nov  2005 

3.11.4 

(S/ZNEf  Reword  for  clarity:  “(U)  Environmental  and 
lifetime  qualification  testing  and  evaluation  efforts 

and  results  that  would  be  common  t<i 

RFC  #3 

7  Nov  2005 

3.11.5 

(U)  Insert  new  paragraph  for  clarification; 

“(U)  Environmental  and  lifetime  qualification  testing 
and  evaluation  efforts  and  results  associated  only  with 

RFC  #3 

7  Nov  2005 

4.8.1 
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Justification:  clarity. 
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development  from:  “(U)  The  ‘‘btfdfmation  tp  be 
Protected'  is  in  itself  classified  SCI. 

For  clarification,  see  the  TCA  SCI  version  of  this 
guide  to  read;  “(U)  NRO/IC  discussions  as  to 
possible  intentions  fi>r  implemen^on  of  and 
architecture  design  and  development  are  addressed  in 
the  SCI  version  of  this  guide.” 
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(U)  FOREWORD 


(U)  The  Transformational  Communications  Architecture  (TCA)  Security  Classification  Guide  (SCG) 
provides  classification  and  compartmentation  guidance  for  the  next  generation  National  Security  Space 
Satellite  Conununications  (SATCOM)  ciqiability  and  associated  terrestrial  interfaces,  both  defense-  and 
civil  agency-managed.  The _ responsible  for  developing 


this  guidance,  is  comprised  of  a  team  of  representatives  from  the  defense,  intelligence,  and  civil  space 
communities  woridng  together  to  integrate  what  were  previously  separate  activities. 


(U)  The  classification  guidance  for  this  guide  is  based  on  criteria  established  in  Executive  Order  12958 
(E.0. 129S8{Amended});  Presidential  E)ecision  Directive  NSC-49  “T^ational  Space  Policy;”  Director  of 
Central  Intelligence  Directives;  National  Reconnaissance  Office  (NRO)  Office  of  Security  Directives; 
NRO  Communications  Systems  Acquisition  and  Operations  Directorate  (COMM)  Directorate 


Information  ^sterns  Agency  (DISA),  National  Security  Agency  (NSA),  National  Aeronautics  and  Space 
Administration  (NASA),  and  related  classification  guidance  of  other  Intelligence  Community  (IC) 
members  and  mission  partners. 

(U)  The  overall  objective  of  this  guide  is  to  ensure  tiiat  the  correct  and  appropriate  classification  and 
compartmentation  determinations  are  made  for  the  ongoing  TCA  effort.  The  overarching  purpose  of  all 
classification  guides  must  be  to  protect  our  people,  operations,  assets,'and  sensitive  intelligence  sources 
and  methods.  As  the  TCA  effort  continues  to  integrate  its  systems  into  tactical  operations,  TCA-related 
data  should  be  classified  and  compartmented  at  an  ^ropriate  level  that  is  most  usable  to  the  diverse 
customer  community. 

(U)  Critical  information,  as  identified  by  the  program  managers,  is  protected  by  strongly  controlled 
dissemination.  Such  infottnation  is  identified  under  the  appropriate  subject  in  this  guide  and  marked: 
^Additional  information  regarding  this  subject  is  under  controlled  dissemination.  Need  to  Know  (NTK)  is 
Under  the  purview  of  the  designated  program  manager  who  must  approve  further  disclosure  as  may  be 
required.  Access  to  this  information  may  be  permitted  for  second  parties  in  accordance  with  the 
Designated  Intelligence  Disclosure  Official  (DIDO)  approval  on  a  NTK  basis  as  determined  by  the 
awning  program  manager.  ’’  Until  the  reader  has  contacted  the  program  manager,  who  establishes  the 
NTK,  further  access  to  the  subject  will  not  be  granted. 

(U)  The  transformational  rutUre  of  the  TCA  drives  the  need  to  not  only  understand  the  classification  of  a 
particular  subject,  but  also  the  context  of  what  is  being  protected  given  a  diverse  user  conunutiity  of 
multiple  directorates,  groups,  and  organizations.  The  reader  should  fully  appreciate  the  challenge  arid 
need  to  protect  all  classified  and  sensitive  aspects  of  a  critical  architecture  so  that  the  end 
product— rnte/Zigence— will  be  available  to  our  national  and  allied  customers  witii  greater  fidelity  and 
confidence. 
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(U)  The  COMM _ i»  responablc  for  maintaining  the  cunency  of  this 

guide  and  to  resolve  differences  between  this  guide  and  other  IC  and  prograin  classificatian  guidance. 
Discrepancies  or  conflicts  regarding  classification^issnes  should  be  brought  to  the  attention  of  ^ 


respective  Program  Security  Officers  (PSOs).  Any  PSO  questions  or  oonunttits  should  be  diiected  to  one 


(U)  Effective  7  November  200d.  this  guide  is  approved  fornse  by  all  NRO.  IC.  DoD.  and  Oovemment 
contractor  personnel  affiliated  with  TCA  who  are  authorized  access  to  NRO  SO  program  information. 


(b)(3) 

(b)(3) 


Donald  M.  Kerr 

Director,  National  Reconnaissance  Office  and 
Assistant  to  the  Secretary  of  the  Air  Foitie 
(Inielligeace  Space  Technology) 
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I.  (U)  GENERAL 

A.  (U)  PURPOSE  AND  SCOPE 


(U)  Security  Cbutiflcadon  Guide  P&rpoK 

(U)  The  purpose  of  tiiis  Security  Classification  Guide  (SCO)  is  to  protect  an  integrated  intelligence, 
defense,  and  civil  space  coAuniniity  TCA.  Tliis  guide  provides  security  classification  guidance  for 
making  decisions  in  protecting  TCA-related  information,  products,  activities,  and  operational  mission. 
This  guide  is  intended  for  use  by  cleared,  TCA-affiliated  personnel  engaged  in  security  classification  and 
determinations  of  the  Director  of  Central  Intelligence  (DCI)  Conhol  System.  Widiin  this  guide,  no 
distinction  has  been  made  between  original  or  derivadve  classification  guidance  other  than  the  listed 
references. 


B.  (U)  RESPONSmiUTY/AUTHORITY 


B.1  (U)  Classification  Responsibility 

As  both  a  DCI  and  Department  of  die  Air  Force  Original  Classification  Authority  (OCA)  the 
Director,  National  Reconnaisswice  Office  (NRO)  (DNRO)  is  responsible  for  determination  of  what 
constitutes  (defines  the  scope  of)  Talent  Keyhole  (TK)  Information;  determination  of  classification  (Top 
Secret,  Secret,  or  Confidential)  of  information;  and,  the  publication  of  classification  guides.  The 

_ ^Security  Director  is  responsible  for  resolving  any 

differences  between  this  guide  and  other  mission  paitoer  and  program  classification  guidance. 


B,2  (U)  Classification  Authority 

(U)  In  accordance  with  Executive  Order  (E.O.)  12958  (Amended),  only  a  limited  number  of  officials 
have  OCA.  All  other  personnel  classify  information  derivatively.  In  establishing  the  information 
categories  and  classification  of  an  item  of  information,  the  E.0. 12958  (Amended)  further  requires  that 
the  OCA  be  able  to  identify  or  describe  why  unauthorized  disclosure  would  result  in  Hamngi.  serious 
damage,  or  exc^tionally  grave  damage  to  the  national  security. 
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(U)  In  cases  where  there  is  significant  doubt  about  the  appropriate  classification  of  an  item  of 
information,  the  Program  Security  Officers  (PSO)  o^  $ecurity  Director  should  be  contacted. 

Further,  the  TCA  Classification  Guide  Change  Request  Form  on  page  3  of  diis  guide  should  be  completed 
for  documentation  purposes  and  to  ensure  an  upditte  of  the  document  if  determined  appropriate. 


C.  (U)  CLASSIFICATION  AND  PROTECTIVE  MARKINGS 


C.1  (U)  ‘ToUateral”  Material 

(U)  Collateral  material  is  all  national  security  infoilrnatioh  classified  Confidential,  Secret,  or  Top  Secret 
under  the  provisions  of  E.O.  12958  (Amended)  for  Which  Intelligence  Community  (1C)  systems  of 
compartmentalion  (such  as  SCI)  are  not  formally  established. 


t.i  (U)  Classiflcation  Categories 

(U)  E.0. 12958  (Amended)  states  th$t  iiifonnation  may  only  be  classified  in  one  of  the  four  following 
categories: 

•  TOP  SECRET:  Classification  applied  to  information. .  The  unauthorized  disclosure  of 
which  reasonably  could  be  expected  to  cause  exceptionally  grave  damage  to  the  national 
security  that  tiie  original  classifieatioh  audtority  is  able  to  identify  or  describe. 

•  SECRET:  Classification  applied  to  information.  The  unaudiorized  disclosure  of  which 
reasonably  could  be  expect^  to  cause  serious  damage  to  the  national  security  that  the 

original  clarification  authority  is  able  to  identify  or  describe. 

•  COWIDENTUL:  Classification  applied  to  inforih^oii.  The  unauthorized  disclosure  of 
which  reasonably  could  be  erected  to  cause  damage  to  the  national  security  that  the 
original  classifi<HVtion  authority  is  able  to  identify  or  describe. 

•  UNCLASSIFIED:  Classifieatioh  applied  to  information.  The  unauthorized  disclosure  of 
which  reasonably  could  be  ejqiected  to  cause  no  damage  to  the  national  security  that  the 
original  classiflcation  authority  is  able  to  identify  or  describe. 
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C3  (U)  For  Official  Um  Only 

(U)  For  Official  Use  Only  (FOUO)  is  an  administrative  marking  avtulable  for  use  under  certain 
circumstances  to  limit  the  dissemination  of  information.  The  FOUO  marking  is  not  a  classification  and 
must  not  be  used  as  a  substitute  for  classification;  however,  it  does  flag  material  that  meets  one  of  Ae 
Fmddm  of  Information  Act’s  (FOIA)  criteria  for  exemption  from  public  release.  The  FOUO  triaiking 
limits  Ae  dissemination  of  information  including  electronic-mail  (e-mail)  to  official  channels.  The 
originator  may  use  Als  marking  whenever  unclassified,  non-sensitive  intelligence,  or  oAer  information 
docs  not  warrant  a  ri^ional  security  classification  but  does  require  some  limitation  on  dissemination. 

(U)  Specific  FOUO  review  authorities  may  only  release  material  so  marked. 


C.4  (tJ)  PoiHon  Marking 

(U)  E.Oi.  12958  (Amended)  requires  Aat  all  classified  information,  regiudless  of  its  physical  form^ 
indicate  which  portions  are  classified. 


C,5  (U)  Compilation/ABrcgation  of  Information 

(U)  In  some  instances,  Ae  combination  of  several  items  of  information  produces  a  synergistic  effect 
(i.e.,  Ae  classification  of  all  items  of  a  similar  type,  when  combined  togcAer  warrarie  a  bi^er  level  of 
classification  than  that  of  Ae  inAvidual  items).  Certain  information  in  Ais  guide  is  dusighati^ 
unclassified;  however,  this  information  may  become  classified  when  associated  wiA  overhead 
reconnaissance  or  Ae  IC.  Users  of  Ais  guide  need  to  he  sensitive  to  issues  of  compilation/aggregation. 


C.6  (tJ)  Technology  Transfer  to  Fore^  Nationals 

(U)  Nothing  in  Ais  guide  should  be  construed  as  a  waiver  or  exempting  any  of  Ae  imelligence 
information,  systems^  and/or  technologies  discussed  from  being  subject  to  applicable  technology  hansfer 
laws  and  regulations  and  intelligence  data  sharing  agreements/restrictions  (e.g..  The  Ejqwrt 
Administration  Act,  The  Arms  Export  Control  Act,  arid  Ae  International  Trafficking  in  Arms  Regulation) 
should  a  reader  desire  to  export  the  intelligence  information,  systems,  aiid/or  technologies  discussed  to 
foreign  natioiuds. 


( 
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C.7  (U)  Authorized  For  Release  To 

(U)  The  marking  “Authorized  For  Release  To  [Name  of  Countiy  (iesyintemational  Organi^ion]  (REL 
or  REL  TO  e.g.,  GBR. . .)”  is  used  to  identify  classified  intelligence  that  an  originator  has  determined  to 
be  releasable  or  has  been  released,  through  established  foreign  disclosure  procedures  and  channels,  to  the 
foreign  country  (ies)rintemational  organizatioh(s)  indicated.  Further  foreign  dissemination  of  the  material 
(in  any  form)  is  authorized  only  after  obtaining  perinissibn  from  the  originator  and  in  accordance  with 
DCID  6/7,  Intelligence  Disclosure  Policy  and  National  Disclosure  Policy-1  (NDP-1).  This  marking  may 
be  abbreviated  REL  (abbreviated  name  of  country  (i«)/organi2ation).  It  is  not  autfiorized  for  use  in 
conjunction  with  the  Not  Releasable  To  Foreign  Nationals  (NOFORN)  control  marking. 


D.  (U)  SENSITIVE  COMPARTMENTED  INFORMATION  CRITERIA 
D^l  (U)  Talent  Keyhole  and  Examples 

(U/TFOtJO)  Talent  Keyhole  (TK)  protects  certain  information,  products,  and  activities  relating  to  the 
following  intelligence  disciplines: 

a.  Imagery  Intelligence  (IMINT)  (most  IMINT  is  SECRET  collate) 

b.  Signals  Intelligence  (SIGINT) 

c.  Electronic  Intelligence  (ELINT)  (most  ELINT  is  SECRET  collatei^) 

d.  Foreign  Instrumentation  Signals  Intelligence  (FlSlNT) 

e.  Measurement  and  Signature  Intelligence  (MASINT) 

D.1.1  (U)  Talent  Keyhole  Systems 

(U)  NRO  data  protected  within  die  TK  system  include  the  following: 

a.  Relationships  wid  data  relating  to  satellite  Research  &  Development  (R&D)  / 

b.  Engineering  design  and  engineering  specifications 

c.  Algorithms 

d.  Iiit^ace  controls 

e.  Test  plans 

f.  Operations  maiiuals 
TCA,  VI  .2 
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g.  Reference  documents 

h.  Satellite  capabilities  and  vulnerabilities 

i.  Equipment  and  information  teclmology  equipment  involved  in  the  operation  ofthe^satpllitf 
systems  including  spacecraft,  sensor(s),  and  Mission  Ground  Station  (MGS)  equipment 

j.  Software  programs  used  to  operate  hardware  including  Spacecraft  maintenance;  command 
and  control;  targeting;  setisof  operation;  data  conversion;  processing;  and  exploitation 
operations 

k.  Detailed  ftinding  profile  for  both  the  development  and  opendion  of  the  NRO  satellite 
collection  systems 


E.  (U)  classification  TABLE  LAYOUT  AND  EXPLANATION 


E.l  (U)  Classification,  Table 

(U)  The  classification  table  on  page  21  of  this  guide  provides  program  classification  guidance  itemized 
by  categories.  The  table  is  not  to  be  considered  alNnclusiVe.  Absence  of  a  particular  item  does  not.  imply 
that  the  item  is  considered  unclassified.  Refer  questions  to  the  COMM  Program  Security  Office. 


E.2  (U)  Item  to  be  Protected 

(U)  The  first  column  (left  to  right)  contains  the  items  of  information  to  be  protected. 

E  J  (U)  Classification 

(U)  The  second  column  contains  the  classification  level  of  the  information  to  be  protected.  The 

following  key  is  provided  for  Understanding  tiie  symbols  used  in  the  classification  table: 

a.  TS  =  Top  Smot 

b.  S  =  Secret 

c.  C  =  Confidential 

d.  U  =  Unclassified 
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E.4  (U)  SCI  System 

(C)  The  third  column  contains  the  SCI  control  system  or  other  release  markings  found  in  diis  guide; 
TK  =  Talent  Keyhole,  SI  =  Sjwcial  Intelligence  -  COMINT. 


£4  (U)  Dissemination  Control 

(U)  The  fourth  column  specifies  the  level  of  dissemination  for  the  information  protected  including: 

a.  REL  TO  =  Release  To 

b.  NOFORN  =  No  Foreign  Dissemination 

c.  FOUO  =  For  OfScial  Use  Only 


£.6  (U)  Reason  for  Classification 

(U)  The  fifth  column  specifies  the  pertinent  classification  category  (les)  described  in  Section  1,4  of  E.O. 
12958  as  amended,  and  the  letter(s)  that  correspondfs)  to  the  categoiy  (ies).  The  classification 
categories,  preceded  by  their  cormponding  letter  designators,  include  the  following: 

a.  “Military  plans,  we^ns  systems,  or  operations.” 

b.  “Foreign  Government  infoimation.” 

C.  “Intelligence  activities,  (including  special  activities),  intelligence  sources  or  methods,  or 
cryptology.” 

d.  “Foreign  relations  or  foreign  activities  of  tfie  United  Stales,  including  confidential  sources." 

e.  “Scientific,  technological,  or  economic  matters  relating  to  the  national  security,  which 
includes  defense  against  transnational  terrorism.” 

f.  “United  States  Government  programs  for  safeguarding  nuclear  materials  or  facilities.” 

g.  “Vulne^ilities  or  capabilities  of  systems,  installations,  infrastriictures,  projects,  plans^  or 
protection  services  relating  to  the  mttional  security,  which  includes  defense 
trartsnational  terrorism.” 

h.  “Weapons  of  mass  destruction.” 
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E.7  (U)  DeclassUlcatipn  bistractioiis 

(U)  The  sixth  column  specifies  information,  which  an  OCA  has  determined,  must  remain  classified 
beyond  10  years.  The  information  rtiust  be  annotated  with  the  letter  ‘^X”  plus  a  numerical  designation  tiiat 
corresponds  to  a  specific  exemption  category  or  set  of  exemption  categories  described  in  Section  3,3  of 
E.0. 12958  as  amended.  The  “X”  mvUngs  and  corresponding  declassification  exeniptions  are  for 
information  whose  release  could  reasonably  be  expected  to: 


25X1  “Reveal  the  identity  of  a  confidential  human  source,  or  reveal  information  about 
the  application  an  mtelligence  source  or  method,  or  reveal  the  identity  of  a  human 
iritelligehce  source  when  the  unauthorized  disclosure  of  that  source  woujd  cleatly  and 
demonstrably  damage  the  national  security  interests  of  the  United  States.” 


Note:  T^m»ii^loranexenvtk)n/brthe.kien!ifyofacorHkiendalNunmsotjrceorahumanMeNgen(esaiiMxxshat 
(manuat  reme).  25Xl-tkman’ shat  be  tsted  In  the  E.O.  0958 Thblr^bmmtlonbrMsubJea  to  milo^ 
dcosssmcation* 


b. 


25X2  Reveal  information  that  would  assist  in  the  development  or  use  of  weapons  of 
mass  destruction.” 


c.  25X3  Reveal  information  that  would  impair  U.S.  cryptologic  systems  or  activities.” 

d.  25X4  “Reveal  information  tiiat  would  irnpair  the  application  of  state  of  the  art 

technology  within  a  U.S.  weapon  system.” 

e.  25X5  “Reveal  actual  U.S.  military  war  plans  that  remain  in  effect.” 

f.  25X6  “Reveal  information,  including  foreign  government  information,  that  would 

seriously  and  demonstrably  impair  relations  between  the  U.S.  and  a  foreign  government,  or 
seriously  and  demonstrably  undermine  ongoing  diplomatic  activities  of  the  U.S.” 


g.  25X7  “Reveal  information  that  would  cleviy  and  demonstrably  impair  the  current 
ability  of  United  States  Government  officials  to  protect  the  President,  the  Vice  President,  and 
other  officials  for  whom  protection  services,  in  the  interest  of  national  security,  aft 
authorized.” 

h.  25X8  “Reveal  information  that  would  seriously  and  demonstrably  impair  current 
national  security  emeigeticy  preparedness  plans  or  reved  current  vulnerabilities  of  systems, 
installations,  infrastructures,  or  projects  relating  to  the  national  security.” 

i.  25X9  “Violate  a  statute,  treaty,  or  international  agreement.” 
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E.8  (U)  Original  Clasiification  Authority 

(U)  llie  seventh  column  specifies  which  intelligence  organization  has  QCA  for  the  specified  information 
to  be  protected.  Information  elements,  which  are  mariced  in  the  OCA  column  as  ‘^NRO  COMM,”  require 
approval  from  the  owning  NRO  Directorate  prior  to  any  change  in  compartmentation,  classification,  or 
dissemination.  Please  contact  the  Director  of  Security  Communications  Directorate  regarding 
information  elements  in  this  guide. 


E.9  (U)  Special  Access  Programs 

(U)  Access  to  information  considered  to  be  particularly  sensitive  is  controlled  through  a  range  of  special 
access  programs,  which  involve  access  controls  and  security  measures  typically  in  excess  of  those 
normally  required  for  access  to  classified  information  contained  in  the  three-tiered  collateral  classification 
system. 

(U)  President  Eisenhower  approved  the  establishment  of  the  TK  Security  Control  System,  to  protect 
satellite  ieconnussance  information  and  products,  on  26  August  1960.  The  Byeman  (BYE)  Control 
System  was  established,  to  control  information  regarding  sensitive  reconnaissance  satellite  design, 
acquisition,  and  operations  on  20  December  1961.  The  Byeman  Control  System  was  officially  retired  20 
May  2005. 

(U)  The  BYE  and  TK  Security  Control  Systems  were  instituted  to  protect  critical  satellite  reconnaissance 
systems  and  programs  through  the  research,  development,  acquisition,  operations,  and  exploitation 
phases.  Selective  system/sensor  data,  which  included  general  capabilities  of  the  systems,  was  made 
available  in  both  control  systems.  The  TK  user  community  used  this  information  for  satellite  tasking  and 
intelligence  product  analysis.  To  assist  in  making  classification  decisions,  and  in  response  to  the  user 
community,  the  first  Byeman/Talent  Keyhole  Classification  Guide  was  published  in  November  1970. 

(U)  The  classification  policy  for  National  Reconnaissance  Programs  (NRP)  evolved  as  the  NRP  and 
National  Reconnaissance  Office  (NRO)  became  increasingly  “overt.”  President  Carter  admitted  the  “fact 
of’  satellite  photo-reconnaissance  in  October  1978. 

(U)  The  unclassified  provisions  of  National  Security  Decision  Directiv042  and  National  Security 
Directive-3Q  on  National  Space  Policy  revealed  certain  “facts  about”  satellite  reconnaissance. 

(U)  The  Acting  Secietaiy  of  Defense  issued  a  memorandum  on  1 8  September  1 992  that  declassified  the 
existence  of  the  NRQ  and  certain  facts  about  its  organization  and  the  NRP. 
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(U)  The  end  of  the  Cold  War  and  the  '^globalustion”  of  spaee  technologies  also  caused  a  broadening  of 
U.S.  national  security  strategy,  a  changed  focus  of  overhead  collection,  and  a  reassessment  of  the  nature 
and  scope  of  defense  intelligence  needs.  These  changes  served  as  a  tiasis  to  re-exjurnine  the  Byeman 
Security  Control  System. 

(U)  The  Byeman  Control  System  was  re-examined  after  the  terrorist  attacks  of  1 1  September 2001 . 

To  comply  with  the  horizontal  integration  movement  across  the  1C,  the  NRO  had  decided  to  retire  tiie 
Byenian  Control  System  so  they  could  share  its  intelligence  information  with  the  rest  of  the  1C. 
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II.  (U)  INTENT 

(U)  Regardless  of  how  much  classification  guidance  is  provided  it  cannot  cover  all  situations.  Therefore, 
in  reding  and  applying  the  guidance  in  the  following  tables,  it  is  important  to  imdersihihd  why  we  are 
classifying  information  regarding  TCA.  Perhaps  the  following  ciqitures  the  intent  of  what  this  countiy  is 
trying  to  protect  most  clearly: 

(U)  "Prematurely  releasing  information  on  future  capabilities  could  advance  our 
adversaries  mission  denial/degradation  efforti  virtually  concurrent  with  US  systems  ’ 
acquisition  and  fielding.  As  the  lives  of  our  servicemen  and  women,  national 
intelligence,  and  civil  operations  will  depend  on  these  communications,  we  must 
undertake  prudent  measures  to  ensure  the  confidentiality,  integrity,  and  availability  of 
our  transformaUonal  capabilities. " 

Honorable  John  Stenbiti  19  June  2002 
Assistant  Secretary  of  Defense  for  Networks  and 
Information  Integration/DoD  Chief  Information  Officer 
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III.  (U)  TRANSFORMATIONAL  COMMUNICATIONS  ARCHITECTURE 
SECURITY  CLASSIFICATION  TABLE 


A.  (U)  CONCEPTS  TO  DESIGNS 


During  the  development  of  theTCA, 


options,  many  of  which,  because  they 


were  only  options,  have  been  documented  in  unclassified  briefings  and  papers.  Also,  there  are  only  so  many  option{ _ 

Jiowever,  the  TCA  has  reached  a  level  of  maturity  and  specificity  where  the  options  have 


spimled  down  to  a  design-to-build  architecture.  ^ 


What  follows  Is  the  current  classification  guidancCi  consistent  with  the 


stated  intent 


(b)(3) 

(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 
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^ARNINCj"  Dq  not  use  this  index  for  classifleotion  guidance. 
Some  words  and  acronyms  are  classified  T/vhen  in  context. 

ACRONYMS 


AFSCN 

AF  stellite  Control  Network 

C 

CoAfidentiai 

COMM 

Communications  Systems  Acquisition  atid  Operations  fMrectorate 

CR 

Change  Request 

(b)(3) 

(b)(3) 


DCI 

DIDO 

DISA 

DoD 


Director  of  Central  Intelligence 
Designated  Intelligence  Disclosure  Official 
Defense  Information  Systems  Agency 
Department  of  Defense 


ELINT 


Electronic  Intelligence 


FtSINT 


FOIA 

FOUO 


Foreign  Instrumentation  Signals  lnteHig^»ncf 


Freedom  of  Infoimation  Act 
For  Official  Use  Only 


(b)(3) 

(b)(3) 


(b)(3) 


Intelligence  Community 
Imagefy  IpteUigence 
Inter-Range  Operations  Numbers 
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MASINT 

Measurement  and  Signature  Intelligence 

MGS 

Mission  Ground  Station 

MJPO 

MILSATCOM  Joint  Program  Office 

NASA 

National  Aeronautics  and  Space  Administration 

NDP 

National  Disclosure  Policy 

NOFORN 

No  Foreign  Dissemin^ion 

NRO 

National  Reconnaissance  Office 

NRP 

National  Reconnaissance  Programs 

NSA 

National  Seciuity  Agency 

NTK 

Need  to  Know 

OCA 

Original  Classification  Authority 

PCG 

Program  Classification  Guide 

PSOs 

Program  Security  Officers 

POC 

Point  of  Contact 

R&D 

Research  &  Development 

RELTO 

Release  To 

RFC 

Request  For  Change 

SATCOM 

Satellite  Conununicatioiis 

SCG 

SecUrify  Classification  Guide 

SIGINT 

Signals  Intelligence 

(b)(3) 


(b)(3) 


Talent  Keyhole 
Top  Sepiiet 


U 
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(U)  National  Reconnaissance  Office  (NRO) 

(U)  Imagery  Systems  Acquisition  and  Operations 

Directorate  (IMINT) 


(U)  IMINT  Program  Classification  Guide 

aPCG) 

Version  4.0 
21  May  2005 

_ _ //Signed// 

Seott  Fi.  Large 

(U)  Diiectof,  Imagery  Systems  Acquisitirm  and  Operations  Directorate 
CL  By:  f  1 
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1.1  (U)  How  to  Use  This  Guide 

(U)  The  IMINT  Program  Classification  Giude  (IPCG)  was  not  designed  to  be  read  fiom 
cover  to  cover.  The  BPCG  was  designed  with  the  expectations  of  it  being  a  softoopy 
document  (Adobe  Acrobat  document),  thus  users  would  use  the  relatively  powerful  ‘Tind” 
&  “Find  Again”  fimcticms  to  locate  &e  specific  information  they  desired.  However,  for 
those  vdio  prefer  to,  or  must  work  wifli  a  hardcopy  document  (NOT  RECOMMENDED  - 
SINCE  THE  IPCG  IS  A  LIVING  DOCUMENT  AND  IS  CONSTANTLY  UPDATED),  the 
IPCG  was  designed  exactly  as  most  books  and  reference  documents  you  would  commonly 
use.  It  has  a  contorehensive  ‘Table  of  Contents”  and  a  very  detailed  “Index”  to  aid  users  in 
locating  a  specific  topic. 

(U)  It  is  recommmided  fiiat  you  treat  this  guide  as  you  would  any  other  reference  document. 
Utilizing  the  ‘Table  of  Contents”  or  ‘Index”  to  locate  the  topic  of  interest.  The  IPCG  is 
broken  down  into  eight  sections,  with  the  core  of  the  document  contained  between  Section 
m  &  Section  Vn.  These  five  sections  contain  classification  tables,  uhich  are  divided  into 
specific  segments.  This  will  assist  you  in  navigming  and  searching  through  the  rnany 
categories  of  information,  and  in  locating  specifi.c  topics  contained  within  the  guide. 

1.2  (U)  Foreword 

(U)  The  security  objectives  of  the  IMINT  Directorate  are  to  streamline  and  modernize  the 
security  policies  and  practices  and  to  incorporate  risk  management  strategies.  Rafth 
classification  decision  must  recognize  the  necessity  of  classifying  only  the  information  that 
requires  protection.  Executive  Order  12958,  as  amended,  dictates  that  the  classification,  or 
glassification,  of  our  activities  must  he  guided  by  cl(»r  goals  and  {srinCiples  based  on  the 
identified  threat  The  classification  level  of  the  elements  contained  in  the  classification 
tables  in  diis  guide  were  chosoa  only  after  taking  a  number  of  &ctofs  into  account  -  the 
changing  national  security  environment  and  the  issuance  of  Executive  Order  129S8,  as 
amended,  being  the  primary  drivers. 

(U)  The  use  of  an  item  in  this  guide  to  classify  a  document  is  considered  a  derivative 
classification  decision  Should  there  be  discrepancies  between  this  guide  and  program 
contractual  specifications,  the  current  contracts  take  precedence.  For  classification 
decisions  on  infonnation  not  referenced  in  this  guide,  users  should  coordinate  With  an 
IMINT  Program  Security  Officer  (PSO)  and,  if  appropriate,  submit  a  Requ^  For  Change 
(RFC)  to  update  this  docitment. 

IJ  (U)  Introduction 
U.l  (U)  Preface 

(U)  This  IMINT  Program  Classification  Guide  establishes  the  general 
classification  guidance  relating  to  the  IMD<IT  Program  including  detailed  guidance 
for  IMINT  System(s)/subsystem(s),  Conqmter  Software  Configuration  Items 
(CSCIs),  Hardware  Configuration  Items  (HWCIs),  and  relationships  between  those 
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components,  as  well  as  organizational  relationships  during  the  total  life  cycle  of 
IMDOT  Program  phases  and  activities. 

(U)  A  significant  change  in  tha  guide  was  caused  by  the  retirement  of  the 
BYEMAN  Control  System.  All  information  formerly  marked  as  BYEMAN  has 
been  recompartmented  to  the  TALENT  KEYHOI^  control  system.  The  term 
BY^iAN  is  obsolete  at  the  close  of  business  20  May  2005,  and  has  been 
declassified.  The  term  may  still  be  seen  on  older  intelligence  udbrmation,  but 
must  be  changed  to  TALENT  KEYHOLE  with  appropriate  dissemination 
controlsbefore  the  mfonnation  can  be  redistributed. 


1.3*2  (U)  Purpose 

(U)  The  purpose  of  this  document  is  to  ensure  the  proper  classification 
determinations  for  IMINT  activities  in  order  to  protect  sensitive  satellite 
intelligence  sources  and  methods  within  the  TAL©lT  KEYHOLE  security  control 
system.  It  serves  to  standardize  categories  of  information  and  to  promnm  iitiifnrtn 
inqilementation  of  the  TALENT  KEYHOLE  Security  Control  System  consistrat 
mth  intelligence  sources  and  methods  protection. 

133  (U)  Scope 

^ly/IlDL)  This  document  ensure  the  proper  classification  determinations  for  all 
IMINT  activities,  including  but  not  lii^t^  to,  relationships  and  data  relating  to 
IMINT  Research  &  Development  (R&D),  engineering  design,  SpecificationSi' 
algorifoms,  interface  controls,  test  plans,  operations  manuak,  and  reference 
documents;  equipment  and  computers  involv^  in  the  operation  of  the  IMINT 
System  to  include  launch  vehicle(s),  spacecraft,  sensor(s),  and  mission  ground 
station  equipment;  computer  programs  u^  to  operate  Ihd^  hardware  to  include 
launch,  spacecraft  maintenance,  conunand  and  control,  targeting,  sensor  openuion, 
image  data  conversion,  processing,  and  exploitation  operations,  as  well  as  the 
overall  and  detailed  funding  profile  for  bodi  foe  development  and  operation  of  the 
IMINT  SysteoL 

1,4  (U)  Ovenlew- Background 


1.4.1  (U)  Rethinking  Classification 

(U)  There  have  been  serious  efforts  m  recent  yeans  to  iinprove 
management  practices^  Part  of  that  effort  is  a  growing  recognition  of  foe  need  to 
replace  a  risk  avoidance  approach,  A^ch  seeks  to  anfic^te  all  risks  in  the 
protection  of  assets,  with  a  risk  management  q>proach  Which  attempts  to 
concentrate  limited  resources  on  those  assets,  foe  loss  of  which  would  have  foe 
most  profound  effect  on  the  nussion.  The  number  of  special  access  programs  and 
compaitcnents  designed  to  provide  additional  protection  beyond  the 
CONFIDENTIAL,  SECRET  and  TOP  SECRET  levels  have  been  rwluced. 
Ihogress  has  been  made  in  nrnving  large  quantities  of  information  out  of  foe 
rmnaining  compartments/programs  and  into  tte  three  classification  levels,  where  a 
broader  range  of  **customers”  more  easily  uses  it. 
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(U)  A  meaningful  assessment  of  the  need  for  protection  over  the  long  term  requires 
revisiting  the  initial  decision  to  classify  duoUghout  the  period  in  which  the 
information  is  of  value  (throu^out  the  life  cycle  of  that  information).  This  life 
cycle  approach  recognizes  that  both  classified  and  unclassified  information  exists 
feroughout  a  life  span  in  which  decisions  must  be  made  with  respect  to  creation, 
managernent  and  use,  and  final  status  (destruction/preservation/release).  The 
management  of  classified  information  should  include  the  inqmrtant  miHni 
considetatioin  of  whether  the  information  ^ould  be  classified  at  all.  The  “life- 
cycle  risk  ass^^erit”  of  classified  information  should  encfatipass  an  analysis  at 
each  stage  of  the  informaticm’s  “life”  of  whether  the  information  requires 
protection,  given  the  risks,  threats,  and  vulnerabilities,  as  well  as  the  cost  of 
protecting  or  declassifying  the  information.  It  is  understood  that  this  approach 
may  lead  to  difierent  results  at  different  stages  of  the  life  cycle. 


1.4  j  (U)  Executive  Order  12958,  as  amended 

(U)  Executive  Order  12958,  as  amradedi  like  prior  executive  orders,  lays  Out  the 
rules  governing  the  identification  and  protection  of  information,  the  ntumtimriyftd 
disclosure  of  which  could  cause  ‘^damage  to  the  national  security.”  What 
distinguishes  this  order  fiom  those  of  the  past  is  its  emphasis  on  HftrlaV«Hfication. 
the  (03/25/03)  Amendment  [known  as  EO  13292]  continues  the  cmphagig  on 
declassification,  but  has  given  the  community  an  extension  to  the  antomatift 
declassificatitm  guidance  provided  in  the  original  executive  order.  The  new 
declassific^on  deadlme  is  31  December  2006  and  affects  aU  records  that  are 
currently  25  years  old  or  older  and  are  determined  to  have  historical  value. 
Previous  executive  orders  focused  on  classification,  how  to  make  original 
classification  decisions  and  bow  to  continue  classification  into  out  years. 

(U)  Even  though  Executive  Order  12958,  as  amended,  enq>hasizes  declassification, 
it  defines  categoric  of  information  that  should  be  considered  for  classification. 
Again,  A^t  distinguishes  this  executive  order  fix>m  tiiose  of  the  past  is  that  for  the 
first  time,  EO  12958,  as  amended,  includes  thresholds  for  classification,  in 
previous  executive  orders,  any  information  concerning  tiie  ‘Toreign  relations  and 
foreign  activities  of  the  United  States”  Could  be  cOnsiderwi  for  rfassifiration 
Under  EO  12958,  as  amended,  such  information  is  still  eligible  for  RlMsificntion, 
but  only  if  it  would  inqrair  those  “relations”  or  “activities,”  tiieoretically  requiring 
classifiers  to  make  a  reasoned  evaluation  of  whether  the  information  truly  warrants 
classification.  The  EO  amendment  uses  slightly  different  words,  but  the  intent  is 
the  same. 

1,4.3  (U)  The  Levdis  of  Classification 

(U)  When  it  has  been  decided  to  classify  a  piece  of  information,  the  level  of 
classification  of  that  information  must  be  determined.  Executive  Order  12958,  as 
amended,  preserves  the  three  classificatimi  levels  of  Confidential,  Secret  and  Top 
Secret  that  have  long  served  as  the  foundation  for  protecting  classified 
information.  While  the  specifics  of  these  three  classification  levels  have  varied 
over  time,  their  basis  has  remained  based  on  the  concept  of  “dainage”  since  the 
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1950s.  EO  12958,  as  amended,  requires  classifiers  to  be  able  to  “idraitify  and 
describe”  the  damage  to  the  national  security  if  the  infOtination  were  disclosed. 

(U)  TTie  amount  of  “damage”  caused  by  the  unauthorized  disclosure  of  information 
detennines  the  classification  level  assigned  to  that  information  tlie  HnmagA 
descripti(Mis  and.  associated  classifications  are  detailed  in  paragraph  1.2.2. 

(U)  The  dissemination  of  classified  information  is  intended  to  be  limited  to  tiiose 
who  bom  (1)  hold  me  appropriate  cleaiance(s),  and  (2)  need  me  information  to 
properly  perform  foeir  dutiw.  The  extent  to  which  me  ‘meed-to-lmow”  principle  is 
adhered  to  is  becoming  more  and  more  difficult  to  enforce  wim  me  advent  of  me 
“information  highway.”  Intelink,  which  allows  cleared  personnel  access  to  a  wide 
range  of  classified  information,  is  a  notable  example  of  how  need-to-know  is 
becoming  harder  to  enforce  in  the  “Information  Age.” 

1.4.4  (U)  Spedal  Access  Progimns 

(U)  Access  to  inforination  considered  to  be  particularly  sensitive  is  controlled 
mrou£h  a  range  of  special  access  programs,  which  involve  access  controls  and 
security  measures  typically  in  excess  of  mose  normally  required  for  access  to 
classified  information  contained  in  me  three-tiered  collateral  classification  system. 

(U)  President  Eisenhower  approved  me  establishment  pf  me  TALENT  KEYHOLE 
(TK)  Security  Control  Syst^  to  protect  Satellite  recoimaissancc  information  and 
produrts,  on  August  26,  1960.  The  BYEMAN  (BYE)  Control  System  was 
established,  to  control  mformation  regardmg  sensitive  reconnaissance  satellite 
'design,  acquisition  and  operations,  on  December  20,  1961.  The  BYEMAN 
Control  System  was  officially  retired  20  May  05. 


(U)  The  BYEMAN  (BYE)  and  TALENT  KEYHOLE  (TK)  Security  Control 
Systems  were  instituted  to  protect  critical  satellite  reconnaissance  systems  and 
progr^  -  through  foe  research,  development,  acquisition,  operations  and 
exploitation  phases.  Selective  system/sensor  data,  which  included  general 
ctmabilities  of  foe  systems,  was  niade  available  in  ^m  control  systems.  The 
TALENT  KEYHOIi  (TK)  User  commurnty  used  this  information  for 
taslmg  and  intelligence  product  analysis.  To  assist  in  malring  classification 
d»;isions,  and  in  response  to  me  user  community,  me  first  BYEMANA'ALENT 
KEYHOLE  Classification  Guide  was  published  in  November  1970.  The  guide 
was  imdated  in  August  1977,  April  1994,  September  1994,  August  1995,  and 
October  1995. 

(U)  The  classification  policy  for  National  Reconnaissance  Programs  evolved  as  me 
NRP  and  NRO  became  increasingly  “overt” 

•  President  Carter  admitted  me  “feet  of”  satellite  photmeconnaissance  in  October 
1978. 
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•  The  unclassified  provisions  of  National  Security  Decision  Directive-42,  and 
National  Security  Directive-30  on  National  Space  Policy  revealed  certain 
**&ct8  about”  satellite  reconnaissance^. 

•  The  Acting  Secretary  of  Defense  issued  a  Memorandum  on  September  18, 
1992  that  declassified  the  existence  of  the  NRO  and  certain  ^ts  about  its 
organization  and  the  NRP.  , 

(U)  The  end  of  the  Cold  War  and  the  “globalization”  of  space  technologies  also 
caused  a  broadening  of  UvrS.  national  secmity  strategy,  a  changed  focus  of 
overhead  collection  and  a  reassessment  of  fire  nature  and  scope  of  defense 
intelligence  needs.  These  changes  served  as  a  basis  to  re-examine  the  BYEMAN 
Security  Control  System. 

(U)  The  BYEMAN  Control  S}^tem  was  also  re-examined  after  the  terrorist 
of  Sep  11*.  To  cornply  with  the  Horizontal  Inte^ation  movement  across  the 
Intelligenee  Community  the  NRO  decided  to  retire  the  BYEMAN  Control  Sj^tem 
so  ite  intelligaice  information  could  be  shared  wife  the  rest  of  the  community. 

li»S  (U)  Security  and  Classification 

1^.1  (U)  Classification  or  Control  System  Resolution 

(U)  The  classification  tables  in  this  guide  Specify  the  classification  and/or  control 
tystOT  pertaining  to  inforn^on  relating  to  IMINT  systems,  products, 
relationships  and  data-  Where  the  security  control  system  or  ftlagyificwtion  is  not 
readily  apinuent  firom  the  t^l^s)  or  other  information  in  this  guirfe  -  infiirmation, 
products,  relationships  and  activities  will  be  protected  at  the  ^licable  level  with 
the  most  linuted  distribution,  pending  a  control  ahd  classification  system  review. 

1.5 J  (U)  dassification  Levels 

(U)  Executive  Order  12958,  as  amended,  states  that  information  may  only  be 
classified  at  one  of  three  levels:  Top  Secret  -  itopMwi  to  information,  the 
unauthorized  disclosure  of  which  reasonably  could  be  expected  to  cause 
exceptionally  grave  damage  to  the  national  security  that  the  original  classification 
authority  is  able  to  identify  or  describe;  Secret  -  ^lied  to  information,  the 
unauthorized  disclosure  of  uiiich  reasonably  could  be  expected  to  cause  serious 
damage  to  the  n^onal  security  that  tiie  original  classification  authority  is  able  to 
i^ntify  or  describe;  and  Confidential  -  applied  to  information,  the  iinaiitiinri7^ 
disclosure  of  which  reasonably  could  be  expected  to  cause  damage  to  the  natinnni 
security. 

13.3  (U)  Classification  Anthority 

^  With  the  implementation  of  Executive  Order  12958,  as  amended,  only  a 
limits  number  of  NRO  officials  have  Original  Classification  Authorityi,  All 
remaining  NRO  personnel  have  the  authority  to  classify  mformation  derivatively. 

In  establishing  the  information  categories  and  classificatiou  levels  of  an  item  of 
information,  the  EO  further  directe  that  the  Original  Classification  Authority  must 
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be  able  to  identify  or  describe  why  unauthorized  disclosure  would  result  in  either 
damage,  serious  damage,  or  exceptionally  grave  damage  to  the  natinnal  security. 

1.5.4  (U)  ChttsijBcation  Sources 

(U)  For  con^leteness,  this  IMINT  Classification  Guide  contains  information  that 
deals  with  programs  outside  the  management  and  cognizance  of  the  Director  of 
Imagety  Systems  Acquisition  and  Operations.  These  items  were  derivatively 
classified  after  consulting  a  nun^  of  documents  to  identify  the  Original 
Classification  Authority  for  die  specific  items  of  information.  The  dociunents  are 
listed  in  Section  2. 

1.5.5  (U)  Reason  for  Oassiflcation 

(U)  Under  the  provisions  of  &cecutive  Order  129S8,  as  amended,  information  may 
not  be  considered  classified  unless  it  f^  under  one  or  more  of  die  categories 
listed  below.  Additionally,  the  rea8on(s)  for  the  classification  decision  must  be 
documented  To  meet  tMs  requirranent,  EO  129S8,  as  amended,  specifies  that,  at  a 
minimum,  reference  to  die  pertinent  classification  category  or  categories  described 
in  Section  1 .4  of  the  Executive  Order  phis  the  letter  or  letters  that  correspond  to  the 
category  or  categories  should  be  listed  The  classification  categories  preceded  by 
their  corresponding  letttf  designators  are: 

(a)  /‘Military  plans,  weapons  systems,  or  operatiims.” 

(b)  ‘Toreign  government  information.” 

(c)  “Intelligence  activities  (including  special  activities),  intelligence  sources  or  • 
methods,  or  cryptology.” 

(d)  “Foreign  relations  or  foreign  activities  of  the  United  States,  including 
confidential  sources.” 

(e)  “Scientific,  technological^  m  economic  matters  relating  to  the  narinnai 
security,  which  inchid^  defense  against  transnational  tororism.” 

(f)  “United  States  programs  for  safeguarding  nuclear  materials  or  fimilities.” 

(g)  “Vulnerabilities  or  curabilities  of  systems,  installations,  infiastructures, 
projects,  plans  or  protection  services  relating  to  the  national  security,  which 
includes  defense  against  transnational  terrorism.” 

(h)  “Weqwns  of  mass  destruction.” 
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1^.6  (U)  Dedasrificatfon  Instroctioiu 

(U)  Exec^Ve  Order  12958,  as  amended,  maintains  the  automatic  declassification 
requirement,  bm  has  given  the  community  an  extension  to  the  deadline  inyiosed  by 
the  original  executive  order.  Ihe  new  deadline  is  3 1  December  2006.  IMs  affects 
all  records  that  are  currently  25  years  old  or  older  and  are  detennined  to  have  a 
historical  value.  Individuals  with  Original  Classification  Authority  may  determine 
that  certain  information  must  remam  classified  beyond  the  date  specified  in  the 
Executive  Order.  In  those  cases,  the  information  must  be  amiotat^  with  the  letter 
“X”  plus  a  numerical  designation  that  corresponds  to  a  qiecific  exenqition 
category  or  set  of  exenqition  categories  described  in  Section  3.3  of  EO  12958,  as 
amended.  The  NRO  uses  the  numbor  25  in  fiont  of  the  X  exenqitions  to  depict  that 
the  information  is  further  exenqited  from  being  automatically  after  25 

years.  (See:  NRO  Director  of  Security  Note  03-009,  18  Dec  2003,  for 
inqilementing  instructions).  The  X  markings  and  corresponding  declassification 
exenqitions  are: 

XI  “Reveal"  the  identity  of  a  cOnfidbutial  human  source,  or  a  tnnrmn 
intelligence  source,  or  reveal  information  about  the  plication  of  an 
intelligence  source  or  method.” 


X2  “Reveal  information  that  would  assist  in  the  development  or  use  of 
weapons  of  mass  destruction.” 

X3  “Reveal  information  that  would  inqiair  U.S.  cryptologic  systems  or 
activities.” 

X4  “Reveal  information  that  would  impair  the  iqipliGation  of  state  of  the  art 
technology  within  a  U.S.  weapon  system.” 

X5  “Reveal  actual  U.S.  military  war  plans  that  reniain  in  effect” 

X6  “Reveal  informatioii,  including  foreign  govenuaent  infonnation,  fbat 
would  seriously  and  demonstrably  inpair.  relations  between  the  United 
States  and  a  foreign  govenunent,  or  seriously  and  demonstrably 
undermine  ongoing  diplomatic  activities  of  the  United  States.” 

X7  “Reveal  information  that  would  cleariy  and  demonstrably  impair  the 
current  ability  of  United  States  Government  officials  to  protect  the 
President,  Vice  President,  and  other  protectees  for  whmn  protection 
services,  in  the  interest  of  the  national  security,  are  authorized.” 

X8  “Reveal  information  that  would  seriously  and  demonstrably  impair  current 
national  security  emergency  prepan^ess  plans  or  reveal  current 
vulnerabilities  of  systems,  installations,  infiustructures,  or  project  relating 
to  the  national  security” 
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X9  ‘‘Violate  a  statute,  treaty,  or  international  agreement” 

On  15  June  2000,  the  IPSCOM  ([DCI’s]  Imagery  Policy  and  Security  Committee) 
approved  a  standard  marking  convention  for  all  NTM  imageiy  and  antintattyi  ntM 
imagery.  The  new  policy  indicates  that  the  reason  for  classification  is  “EO 
12951,”  and  that  only  the  DCI  is  authmized  to  declassify  the  data.  Those 
Information  Elements  in  the  guide  referring  to  primary  imageryyimageiy  products 
reflect  the  above  nomenclature  in  the  ^rpropriate  columns. 

1^.7  (U)  Portion  Marking 

(U)  Executive  Order  12958,  as  spiended,  mandates  that  all  classified  mfonnation, 
regardless  of  its  physical  form,  indicate  which  portions  are  classified.  The  NRO 
has  been  granted  a  limited  waiver  fiom  the  requirement  to  portion  mark 
information.  The  1^0  is  not  required  to  portion  marlf  inforrrration  and 

maintained  Udthin  the  NRO  Ify  its  government  staff  and/or  contractors. 
Information  produced  by  the  NRO  that  is  disseminated  externally  must  be  portion 
tnarked.  In  this  case,  the  term  external  is  defined  as  any  orgarnzation  or  entity 
outside  the  management  cogniaance  of  tire  Director  of  the  NRO.  Prior  to 
disseminating  this  classification  guide  to  an  organization  external  to  the  NRO, 
permission  fiom  the  Director  of  l^flNT  Security  must  be  obtained. 

1.5.8  (U)  Original  Classification  Authority  (OCA) 

(U)  ‘X)riginal  classification  authonty”  means  an  individual  authorized  in  writing, 
either  by  the  President,  the  Vice  President  in  the  perforrrumce  of  executive  duties, 
or  by  agency  heads  or  other  officials  designated  by  the  Presiderit,  to  classify 
information  in  the  first  instance. 

(U)  The  Director  Central  Intelligence  (DCI),  has  delegated  the  following  officials 

fiom  the  National  Recormaissance  Office  (^O)  witii  original  classification 
authority: 

(a)  Director,  Natioriai  Reconnaissance  Office  (D/NRO) 

(b)  Deputy  Director,  Natirmal  Reconnaissance  Office  (DD/NRO) 

(c)  Chief  of  Staff"  (CoS) 

(d)  Deputy  Director  for  Military  Support  (DDMS) 

(e)  Deputy  Director  for  National  Suppmt  (DDNS) 


(h)  Duector,  IMINT  Systems  Acquisition  and  Operations  Directorate  (IMINT) 
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(i)  Director,  SIGINT  Systems  Acquisition  and  Operations  Directorate  (SIGINT) 

(j)  Director,  Communications  Systems  Acquisition  and  Operations  Directorate 
(COMM) 

(k)  Director,  Advanced  Systems  and  Technology  Directorate  (AS&T) 

(l)  Director,  Management  Services  and  Operations  Office  (MS&O) 

(m) Director,  Operational  Simport  Office  (OSO) 

(n)  Inspector  General  (IG) 

(o)  Director,  Office  of  Contracts  (OC) 

(p)  Director,  Office  of  Security  (DOS) 

(q)  Director,  Office  of  Space  Launch  (OSL) 

1^.9  (U)  ReleaiabiUty  /  Disclosure  Instnictiona _ _ _ 

1  (b)(3) 


(9//NF)  Entries  that  are  marked  NOFORN  (Not  Releasable  to  Foreign  Nationals) 
may  not  be  released  of  disclosed  imder  any  circumstances  without  prior  approval 
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ftom  the  NRO  Designated  Intelligence  Disclosure  Officid  (DIDO)  m  accoidance 

with  DCIDs  6/6, 6/7. 

"tS/Zl'JF)  Information  is  to  be  considered  NOFORN  if  it  falls  into  the  following 

categories: 

(a)  Information  that  reveals  information  about  the  recipient  countiy  derived  from 
U,S.  Intelligence  collection 

(b)  Information  that  reveals  infoiination  Obtained  from  a  liaison  s^ee  without 
prior  approval  of  that  country 

(c)  The  information  contradicted  U.S.  laws,  agreements,  or  treaties 

(d)  The  information  constitutes  intelligence  on  a  U.S.  pefson 

(e)  The  information  jeopardizes  a  liaison  relationship  or  diplnmaii<^  inteiiigmw 
natiorial  security,  or  law  enforcement  activities 

(f)  The  information  jeopardizes  HUMINT  sources,  methods,  plans  and  targets 

(g)  The  informatibn  reveals  details  of  SIGINT,  IMINT  or  MASINT  activities 
expected  to  jeopardize  collection  opportunities 

(h)  The  information  reveals  D.S.  Counterintelligence  activities 

(i)  The  information  could  be  used  against  the  U.S.  or  jeopardize  U.S.  sources  and 
methods 

(j)  Intelligence  that  would  jeopardize  the  safety  and  welfere  of  individuals 
coimected  to  an  intelligence  activity 

(k)  Information  that  could  be  reasonably  expected  to  be  acquired  by  a  hostile 
entity 

(l)  Infoi'uution  that  reveals  NRO  budget  data  in  totahty  and/or  substantial  subsets 

(m)  Information  protected  in  the  RESERVE  cornpartmait  that  foreign  nationals  do 
not  have  the  need^to-know 

(n)  Information  that  pertains  to  a  classified  association  that  parties  do  not  wish  to 
reveal 

(o)  Information  that  reveals  vulnerabilities  of  an  entire  NRO  system  or 
ardiitecture 
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(p)  Information  that  contains  operational  or  mission  specific  details,  which  wotild 
reveal  sensitive  U.S.  activities 

(q)  Informatiqa  that  pertains  to  the  qjplication  of  leading  edge  technologies  that 
are  beyond  the  scope  of  existing  cooperation  guidelines 

1,5.10  (U)  CompUation /  A^regation  of  Information 

(U)  tlxecutive  Order  12958,  as  afhehded.  Classified  National  Security  Information’, 
1 .7  (e)  Compilations  of  items  of  information  thm  are  individually  unclassified  may 
be  classified  if  the  compiled  information  reveals  an  additional  association  of 
relationship  that:  (1)  meets  tte  standards  for  classification  under  this  ordjer^,  and 
(2)  is  not  otherwise  revealed  in  the  individual  items  of  infonnation.  As  used  in  this 
order,  "compilation"  means  an  aggregation  of  pre-existing  unclassified  items  of 
information. 

•  (U)  Documents 

In  some  instances,  certain  information  that  would  Otherwise  be 
imclassified  when  standing  alone  rnay  require  classification  whea 
combined  or  associated  with  other  unclassified  mforination.  When 
classification  is  required  to  protect  a  cpnqrilation  of  such  information,  the 
overall  classificatidn  assigned  to  the  document  shall  be  conspicuously 
marked  or  stanqred  at  the  top  and  bottom  of  each  page  «nH  on  the  outside 
of  the  fi-ont  and  back  covers,  if  any.  The  reason  for  classifying  tiie 
compilation  shall  be  stated  at  su  appropriate  location  at  or  near  the 
beginning  of  the  document  In  this  instance,  the  portions  of  a  document 
classified  in  this  maimer  need  not  be  marked. 

•  (li)  Portion  of  a  Document 

If  a  classified  document  contains  certain  portions  that  are  unclassified 
when  standing  along,  but  classified  information  will  be  reveled  when 
they  are  combined  of  associated,  &ose  portions  shall  be  ttMTlfi^i  as 
unclassified,  the  page  shall  be  marked  with  the  highest  classification  of 
any  information  on  the  page,  and  a  statement  shall  be  added  to  the  page,  of 
to  the  document,  to  explain  the  classification  of  the  combination  or 
association  to  the  holder.  This  method  of  itiarlring  may  aisn  be  used  if 
classified  portions  on  a  page^  or  within  a  document,  will  reveal  a  higher 
classification  when  they  are  combined  or  associated  than  When  they  are 
standing  alone. 

Note:  (U)  Users  of  this  guide  need  to  be  sensitive  to  issues  of  corrg>ilation  / 
aggregation.  It  is  the  individual’s  responsibility  to  make  coitpilation  classification 
determinations.  When  necessary.  IMINT  Security  will  assist  with  any  compilation 
classification  decisions. 
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1.5.11  (II)  %  What  Are  Wc  Protecting  ? 

(U)  The  informatioii  contained  within  this  section  describes  in  basic  terms  what  we 
are  trying  to  protect  by  classifying  a  specific  item. 


•  (S//REL)  National  Reconnaissance  OfiBce  fNRO^ 

Now  tiiat  the  NRO  is  an  openly  acknowledged  oiganization,  many  fects, 
including  its  structure  and  purpose  have  been  placed  in  the  pubhc  domain 
as  unclassified.  We  continue  to  protect  detailed  m^animtiimaLspedfics^ 


-Some — personnel _ affiliations  and  some  relationshins 


(b)(1) 


(b) 


3) 


■  (fiZ/  BFI )  SafelUte  System  Designators  &  Codewords 

_ •_ _ S  «  «  A  » 


IMINT 
SECRET. 


in  numbers  and  codewords  have  been  downgraded  to 


(b)(1) 

(b)(3) 


Eariier  KH  designators  are  unclaSSifiedr  while  fiiose  of  lat^  (some  iwHtH) 
systems  remain  classified  (GAMBIT,  HEXAGON);  rule  of  thumb  is  if  the 
program  is  classified^  so  is  the  designator.; 


•  (U)  ASsSSUfiUSfiULPfiSti 

Many  “general  fiwrts”  about  IMINT  does  arc  unclassified.  Specifies 
of  how  we  do  it,  and  how  successfiilly,  are  invariably  classified  It  is  also 
easy  to  assume  something  is  unclassified  just  because  it’s  a  finniliar 
subject  or  the  information  has  been  “published”  tiiat  may  in  fiict  not  be  the 
case;  even  though  it  may  be  an  “open  secret,”  it  may  be  classified.  The 
otiier  caution  is  that  of  asrociation.  Two  (or  more)  totally  nnHassified 
statements  reveal  classified  information  when  aaao^rjated 


•  (U)  Contracting 

In  the  past,  all  contract  actions  were  protected  as  BYEMAN  (officially 
retiree^.  In  today’s  more  “open”  environment,  (in  many  instances)  the 
fiict  of  a  contract  and  the  identify  of  tiie  contractor  are  undasaifieH  The 
details  of  the  contract  (scope,  statement  of  work  and  dollar  value)  are  stfll 
usually  classified,  but  not  necessarily  under  tile  TALENT  KEYHOLE 
umbrella.  Since  Ihe  contractu^  process  varies,  and  changes  fixim  timo  to 
time,  one  should  consult  with  die  appropriate  Program  Security  OfiBcer  or 
Contracting  Officer  for  specifics. 
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•  (U)  Contractor  Roleg/Ideiititlea 

Even  though  more  and  more  contractors  have  unclassified  relationships 
with  INQNT,  at  various  levels,  some  relationships  remain  ftlaggifityf 
Identities  and  locations  of  those  contractors  are  often  protected  to  hide 
classified/sensitive  missions,  ppetatmg  locations  or  even  an  advanced  or 
specialu^  technological  e}q)eFtise.  Since  this  vuies  ftoin  contractor  to 
contractor,  one  should  con^t  with  the  Program  Security  Officer  or 
Contracting  Officer  for  guidance, 

•  (U)  Acaiilrition  Docnmentation 

Detailed  IMINT  aoqttisition  documentation  and  associated  activities  are 
aliUMt  always  classified  -  the  level  of  classification  depending  on  &ctors 
such  as  level  of  detail,  technology  involved,  IMINT/contiact<» 
association,  >  etc.  System/segmOit  development  and/or  Hesign 
specifications  are  usually  TALENT  KEYHOLE  because  of  the  detailed 
technical  content  Many  procedural  documents  are  SECRET  or 
UNCLASSIFIED,  however  depending  on  the  capabilities  they  reveal,  they 
may  be  protected  in  the  TK  conqiartment  It  should  be  noted  that  FIA 
en^loys  a  tiew  acquisition  process  and  care  rUuSt  be  used  not  to  confuse 
the  '‘traditional”  acquisition  documentation  with  that  used  by  FIA. 

•  (U)  Funding 

Specific  Program  cost  and  budget  figures,  including  system/subsyStem 
costs  are  almost  always  classified,  although  the  level  of  classification 
usually  is  dependent  on  the  particular  piogram/system.  Funding  levels  can 
reveal  particular  intoest  or  increased  activity  in  a  unique  area,  and/or  niay 
indicate  a  potential  new  technology,  source  and  rhetbod,  etc.  Since  tins 
vanes  fiom  project  to  project,  one  should  consult  wifti  the  Program 
Security  Officer  or  Contracting  OffiCa  for  guidance. 

•  (U)  Plans.  Sched^cs  rmd  Status 

Detailed  engineering  specifications  and  documentation  are  generally 
protected  in  TALENT  KEYHOLE  chaimels.  Detailed  transition, 
integration,  etc.  plans  are  usually  in  the  TK  Compartm^t  Many  “high- 
lever  schedules  are  classified  SECRET.  Generally  if  the  level  of  detail 
reveals  (fairly  reliable)  dates  of  new  ctqiabilities,  schedule  slips  that  may 
reveal  *‘grq)s”  in  capabilities,  health  of  systems,  or  information  that  reveals 
(potential)  vulnerabilities,  tiie  information  is  protected  in  SCI  channels. 

•  — fS/ZREL^  Satellite  Siatems  Information 

KH-1  through  KH-6  systems  have  been  declassified;  KH-7  imagery  and 
KH-9  miqiping  camera  imagery  have  also  been  declassified;  but  all 
programmatic  data  [e,g.,  capabilities]  pertaining  to  these  systems  remain 
classified  at  the  TALENT  KEYHOLE  level,  as  does  everything  about  the 
KH-8  system  except  the  pro^am  designator  GAMBIT  and  mission 
numbers  which  are  SECRET.  Capabilities  of  current  systems,  such  as 
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exact  response  times^  etc.  are  usually  protected  at  TK;  fiiture 
systems/c^iabilities  are  TK  and  technical/engineering  details  of  current 
and  fiiture  systems  are  usually  TALENT  KEYHOLE.  These  “rules  of 
thumb”  often  don’t  hold  true  due  to  the  classification/declassification 
processes  that  ate  sometimes  lengthy  -  some  items  in  the  guide  are 
awaiting  declassification 


System  reliability  and  availability  infimnation  is  generally  protected  st  the 
TK  level,  the  reasoning  being  that  some  in  the  user  community  need  that 
type  of  data  for  planning  purposes.  Maintenance  related  (MTBF 
[mean  time  between  figure],  etc.-  that  could  possibly  reveal 
vulheiabilities  in  the  form  of  downtimes,  and/br  relate  outages  is 
geheralty  protected  as  TALENT  KEYHOLE.  Any  specific  annmalifts  are 
almost  always  TK  (fiict  of;  return  to  service,  info,  etc.)  in  order  to 
commumcate  to  the  user  community  need  these  details. 
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•  (U)  Launch  Data 

Future  IMINT  launch  dates  are  classified;  dates  to  the  nearest  year  are 


•  (TS/rne//REL)  CoUection  Informatton 

(b)(1) 
(b)(3) 


The  great  majority  of  classified  mfornotion  in  this  category  is  classified 


•  (U)  Mission  Ground  Stations 

The  fhct  that  IMEMT  operates  satellite  mission  ground  stations  is 
unclassifie4.  hifonnation  that  reveals  general  locations  of  those  facilities 
is  SECRJET.  If  the  specific  location  of  the  ground  station  is  revealed. 
data  is  treated  as  S//tKj 


(b)(1) 

(b).(3) 


•  frS//TlC//REL)  Im^agerv/Product 

**Standaid”  IMINT  products  are  classified  SECRET.  Those  same  products 
whra  ^so<fiated  wi±  technical  support  data  may  he  classified  at  a  highw 
level.  1  /hiWi  \ 

_  jare  gen^lly  S//TK.  or  TS//TK  because  tbey/uwox 

reveal  a  technical  c^bility  deserving  protection.  '  ' 


(b)(1) 

(b)(3) 
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(b)(1) 

(b)(3) 


•  (U)  Eiploifaitlon 


The  ^standard”  IMINT  product  is  SECRET  (due  to  the  need  to  the 
product  available  to  the  “warfighter'’).  Generally  jgpftairinp  Hv. 


exnloitation  of  the  nroduct  is  done  at  the  SECRET  leveir 

(b)(3) 


(U)  Communfcatlon  OMINT  Related^ 


The  communications  infiasfaucture  supporting  TMiTsTy 


(b)(1) 

(b)(3) 


Relay  Satellites  are  necessary  for  near  real-time  IMINT  operations  -  the 
fact  that  we  need  j^d  use  them  is  unciassified.  The  identification  of  a 
specific  relay  used  by  an  IMINT  system  is  protected  in  the  TK 
conqjartment. 


(OUaiM 

IMINT  command  fiequmcies  and  characteristics  are  protected  in  the 


TALENT  KEYHOLE  compartment 


(b)(1) 

(b)(3) 


•  (U)  Down  link 

IMINT  telemetry  frequencies/chaiacteristics  are  protected  in  the  TALR]^ 
KEYHOLE  compartment  I 


?b)(1) 

(b)(3) 


•  (S//TK/mEg^  CrOM  Link 

Cross-links  are  communications  paths  between  IMINT  mission  satellites 
and  relay  satellites.  The  fact  that  we  have  and  need  them  is  unclassified. 


(b)(1) 

(b)(3) 
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(b)(1) 

(b)(3) 


•  fU)  Terrwtrial  Communications  (b)(1) 

- (b)(3) 


•  (U)  Cryptographic  Eautoment  (Use  on  the  Program^ 

Classification  vanes  fiom  UNCLASSIFIED  (the  fact  that  the  NRQ  usm 
otypto  equipment)  to  TALENT  KEYHOLE  (infonnation/details  related  to 
techniques,  design  or  implementation  of  such  equipment).  Getietaliy 

^(b)(1) 

(b)(3) 


•  (U)  FU  Activities 

FIA  is  a  future  IMINT  system  and  as  such  is  generally  protected  in  TK 
channels.  However,  since  the  user  community,  developed  the  FIA 
requirements  as  active  participants  during  pie-acquisition  activities,  smne 
FIA  details  normally  protected  at  TK  may  be  treated  as  SECRET  or  even 
unclassified 

•  (U)  EIS  Activities 

The  IMINT  Program  Office,  as  a  rule,  protects  future  activities  and 
capabilities  in  the  TALENT  KEYHOLE  compartment.  The  majority  of 
the  Informafion  Elemoits  in  this  section  are  classified  SECRET  or  TOP 
SECRET  TALENT  KEYHOLE  because  EIS  is  a  future  systBm/ciq)ability. 
Much  of  the  mformation  will  not  be  protected  in  the  TK  conqiartment 
^and  will  be  classified  generally  at  the  SECRET  level,  in 
order  to  make  tqrerational  data  available  to  a  wido*  audience. 


(b)(1) 

(b)(3) 
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(b)(1) 

(b)(3) 


1.6  (U)  Cliusiflcation  Criteria 


(U)  In  some  instances  IMlNT  information  may  be  Unclassified  or  UNCLASSIFIED/FOR 
OFFICIAL  Use  only.  Classified  information  about  IMINT  and  its  systems  may  be 
exclusively  TALENT  KEYHOLE  (TK),  or  SECRET  COLLATERAL.  As  a  general  rule, 
product,  product  Characteristics  and  informatiori  revealing,  or-  contributing  to  an 
Understanding  of,  general  program  capabilities  for  collection  tasking  purposes  should  be 
classified  SECRET.  Future  capabilities  informafion  is  most  often  controlled  within  the 
TALENT  KEYHOLE  (TK)  Control  System. 


1.6.1  (tJ)BYEMAN(BYE) 

(U)  BYEMAN  was  an  SCI  compartment  used  to  protect  infonnation  revealihg 
sensitive  sources  and  methods  used  in  the  research,  deVelqrment  and  opoation  of 
space-based  reconnaissance  systems;  progfam/project  budget  and  fimding  details; 
conunand  and  control  d^iabilities  and  opqations;  kqr  d^ign,  development  anid 
technological  details;  and  survivability  and  vulnerability  of  systems.  BYEMAN 
OfiScially  retired  20  Mry  2005,  all  data  that  was  mailced  BYEMAN  has  been 
reconu^tmented  mto  the  TALENT  KEYHOLE  control  system. 

1.6.2  (U)  TALENT  KEYHOLE  (TK) 

(U)  Information  controlled  in  the  TALENT  KEYHOLE  Control  System  includes 
budget  and  fimding  details,  specific  capabilities  and  related  collection  targeting 
and  taskmg,  data,  and  certain  products  of  overhead  collection. 
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1.6  J  (U)  A  Note  About  FOUO 

(U)  FOUO  -  For  Official  Use  Only  -  is  an  administrative  marking  that  is  used  to 
limit  dissemination  of  certain  categories  of  unclassified  information.  It  is  nof  a 
classification  catego^,  and  does  not  afford  any  protection  of  classified 
information.  Its  use  should  never  be  used,  as  a  substitute  for  classification  and  the 
maricing  can  never  be  attached  to  information  that  is  not  otherwise 
UNCLASSIFIED. 

•  (U)  The  NRO  guidahce  fi>r  the  use  of  FOUO  is  contained  in  (NRO)  Policy 
Directive  50-12. 

1,7  (U)  Ohanges  to  this  Guide 

(U)  The  IMiNT  Program  Classification  Guide  is  tmder  IMINT  Configuration  Control 
(IMCCB).  Changes  to  the  document  may  only  be  made  via  the  RFC  process,  and  submitted 
through  &e  normal  CCB  process. 
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(U)  Section  n 

2.0  (tJ)  Reference  Documeiits 

(U)  The  following  documents  are  applicable  to  the  IMINT  security  program  as  stated  herein. 
2.1  (li)  Executive  Oi^ers^ 

2«1.1  (U)  Executive  Order  123$6 

(U)  (April  1 982 — Effective  August  1 982)  National  Security  Information. 

Prescribes  a  uniform  system  for  classitying,  declassifying  and  safeguarding 
national  security  infbr^tipn. 

(Revokes  EO  1206S  -  Jime  1978) 

2.1.2  (U)  Executive  Order  12951 

(U)  (Febniary  1995)  Release  of  Imagery  Acquired  by  Space-based  National 
Intelligence  Eecoimaissance  Systems. 

Declassifies  all  imagery  from  CORONA,  ARGON,  arid  LANYARD. 

Is  used  as  the  authority  for  imagery  maiidng  and  declassification 

2.13  (U)  Executive  Order  12958,  as  amended 

(U)  (M^fa  25, 2003)  Classified  Natiorud  Security  Infmmation. 

Prescribes  a  uniform  system  for  classifying,  safeguarding,  and  declassifying 
natiorud  security  infonnatiorL  EO  129S8,  as  amended,  provides  die  guidance  used 
to  produce  this  document 

23  (U)  Director  of  Central  Intelligence  Directives  (DClDs)* 

2.2.1  (U)DClDd/6 

(U)  (April  1995)  Security  Controls  cm  die  Dissemination  of  Intelligence 
Information. 

Provides  a  policy  statement  that  reflects  a  risk  management  ^roach  to  the 
disserniiuition  of  intelligence.  Eliminates  NOCONTRACT  and  WNINTEL. 

2.3  (U)  DoD  Documents 

1.  (U)  DoD  Guide  to  Marking  Qassified  Documents,  DoD  5200.1-PH 

2.4  (U)  NRO  Related  Documents 

1.  (U)  NRO  Classification  Guide,  Version  6.0 


'  Note:  Although,  there  are  numemus  Executive  Orders  qndDClDs,  only  the  ones  cqtpUcable  to  this  document  have 
been  sighted  tdwve. 
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2£  (U)  Classification  Sources: 

1 .  (U)  National  Geo^atial-Intelligence-AgenGy  Imageiy  Policy  Series 

2.  (U)  Signals  Intelligence  Security  Regulations  (SISR) 


(b)(1) 

(b)(3) 


4.  (U)  Security  bnplementation  Plan  for  B YEMAN  CompartmenUition  Restructure, 
November  18, 1993 

5.  (U)  In:q)lementation  Plan  for  Further  Deconqnrtmentation  and  Declassification  of 
the  National  ReconnaissaiiGe  Office,  April  24, 1995 

6.  (U)  Executive  Order  12951,  Release  of  Imagery  Acquired  by  Space-Based  National 
Reconnaissance  Systems,  February  22, 1995 

7.  (U)  Declassification  of  the  terms  “TALENT  KEYHOLE”  and  the  satellite  mission 
draignator  “KH”  and  their  goieral  relationship  to  intelligence,  February  23, 1995 

8.  (U)  Presidential  Decision  Directive/NSC49  &  NSTC-8:  National  Space  Policy 
September  14, 1996 

2.6  (iU)  Program  Dociiment(s) 


1.  (b)(1) 

- - -  (b)(3) 


(b)(1) 

(b)(3) 
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(U)  Section  Vin  Appendixes 

8.0  (U)  Acronyms 


(S//TK//RBL)  Classifiong  acronyms  can  sometimes  be  a  tough  call;  therefore,  we  have  removed  the 
portion  markings  from  the  acronym  list  Acronyms  are  classified  when  &e  “context”  in  which  they 
are  used  reveal- a  classified  fact,  Msociation.  term,  source  and/or  mefliod 


(b)(1) 

(b)(3) 


If  you  have  questions  on  whether  or  not  to 
ciassiiymg  an  acronym,  consult  your  Program  Sectuity  Officer  ^SO). 


5D 

(U) 

Demand  Driven  Dissemiiuition  of  Digital  Data 

A/D 

(U) 

Analog  to  Digital 

AFP 

(U) 

Air  Force  Program 

AFSCN 

(U) 

Air  Force  Satellite  Control  Netwcuic 

AFT 

(U) 

Array  Flight  Test 

AFWA 

(U) 

Air  Force  Weadier  A^ncy 

AMP 

(U) 

All-Mode  Processor 

AH 

Activity  Planning  Item 

ASPAM 

(U) 

Atmospheric  Slant  Path  Analysis  Model 

AWBC 

(U) 

Alternate  Wideband  Communications  (System) 

BUCS 

(U) 

Bacl^  Control  S^teru 

BYE 

C 

CAAS 

c:Asn»cn 


CCF 

CCS 


COTS 
CPAT 

cpa 

RFC1MS4)024 


W 

(U) 

(U) 

_fln_ 


(officially  retired  as  an  SCI  control  system) 

ConfidenItal 

Contracted  Assistance  and  Advisory  Service 
Cnllectinn  Artivftv  SrhHctiili</Pmm«iriiw  Cnntinl  natii 


(b)(1) 

(b)(3) 


(U)  Conununications  Control  Facility 

(U)  Craninand  and  Control  System 


GIA  (U)  Ceotnl  Intdligence  Agency 

QA/OD&E  (U)  Central  Intelligence  Agency/Office  of  Development  A  Engineering 

CIO  (U)  Ceritral  Imagery  Office  -  now  Imown  as  CITO  (Central  Imagery  Tasking  Office),  a 

cOrr^orient  of  NGA 

CMQ  (U)  Crmtrol  Moment  Gyro 

COMIREX  (U)  Committee  On  Imagery  Requirements  and  Exploitaticm  -  no  kmgCr  exists, 

lunction(s)  perffirmed  by  NGA 
Communications 


(b)(3) 


(U)  Cormnercial-Ofi'-the-Sbelf 

(U)  .  Colleton  Platmit^  and  Targeting 

(U)  CotEptter  Program  (Configuration  Item 
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CSCI  "  (U)  Computer  Software  Configuration  Item 

CSD _ on  Covariance  Sunnort  Data _ ^ 


D/A 

OJ) 

Dieital  to  Analos 

DQ 

(U) 

Director  of  Central  Intelligence 

DCID 

(U) 

Director  of  Central  Ihtel%aice  Direcdye 

DDP 

(U) 

Defense  Dissemination  Program 

DDS 

(U) 

Defiaise  Dissemination  System 

DEM 

(U) 

Digital  Elevadon  Model 

DMSP 

(U) 

Deftnse  Metetnological  Satellite  Program 

D^O 

(U) 

Dnector  of  the  National  Reconnaissance  Office 

DoD 

(U) 

Department  of  Defense 

DPE 

(U) 

Data  Provider  Element 

DP/F 

(U) 

Data  Piocesaing/Faciiity 

DSCS 

(U) 

Defense  Satellite  Communications  System 

DSM 

(U) 

Data  System  Modenuzadon 

ECS 

(U) 

Enhanced  Collection  System. 

EEI.V 

(U) 

Evolved  ExpendaUe  Laun^  Vehicle 

EIS 

(U) 

Enhtmced  Imaging  System 

EO 

(U) 

Electro  Optical 

EO 

W 

Executive  Order. 

BSD 

(U) 

Erqrloitation  Support  Data 

^D 

(U) 

Ephemeiis  SuppM  Data 

ESR 

(U) 

Engineeting  Study  Request 

FIA 

(U) 

Future  bnagety  Architecture 

FOC 

(U) 

Final/Full  Opoating  Capability 

FOUO 

(U) 

For  Official  Use  Only 

GCP 

(U). 

Ground  Collection  Planning  (and  Targeting) 

GEO 

(U) 

Geostationaiy/Geosyndmmous  Eartii  Orbit 

OGIS 

(U) 

Global  Geospatial  hiformatiop  Services 

GPE 

(U) 

Ground  Performance  Evaluation 

GPS 

(U) 

Global  Positioning  Systepa/Satellite 

GPU 

(U) 

Ground  Privacy  Unit 

GRA 

(U) 

Gyro  Refinnce  Assembly 

GRD 

(U) 

Ground  Resolved  Distance 

GRT 

(ti) 

Ground  Real-Time  (Simport) 

GSD 

(U) 

Ground  Sanple  Distance 

GSR 

(U) 

Glint  Stpear  Reduction 

HANU 

(U) 

High  Accuracy  Navigation  User  (GPS) 

HEO 

(U) 

Highly  Elliptical  Orbit 

HQUSAF/ 

(U) 

U.S.  Air  Fence  Weather  Agency 

XQW _ _ 

I&W  (U)  Indcations  and  Warning 

TB  (U)  Imaging  Satellite 
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ICA 

mp 

(U) 

nn 

Image  Chain  Analysis 

TtnaiWTV  rwivft  PmAif-f _ ^ _ 

IMINT 

(U) 

Imageiy  Intelligence 

IMPS 

(U) 

Imagefy  Partial  Segment 

IOC 

(U) 

Initial  Operating  Cap^ility 

IPCD 

(in 

Itnfloe  Pitted  Control  Data 

JWICS  (U)  JoidtW^ldWide'InteUigeiice/IntegiBtedQnniiiumcatioDsSysteln 

KH  _ (U)  KEYHOLE  _ 


^35T 

LEO 

UR 

(U) 

(U) 

Large  Diameter  Target 

Low  Eatti)  Orbit 

Laser  Irnage  Reconstructor/Recorder 

LV 

(U) 

Launch  Vdiicle 

MASINT 

(U) 

Measurement  and  Signature  Intelligence 

MC&O 

(U) 

Ms|iping,  Chatting  &  Geodesy 

MCC 

(U) 

Mission  Control  Center/Craitelnx 

MCS 

(U) 

Mission  Control  Station 

MGS 

(U) 

Mission  Ground  Station 

MIND 

(U) 

I^ssion  Int^radcn  and  Developrnent 

MLE 

(U) 

Memi  Life  Estimates 

MMD 

(U) 

hfission  Duration 

MSD 

(U) 

Mensuration  Support  Data 

MOA 

(V) 

Memprindinii  of  Agretenent 

MSK 

(U) 

Medhtm  Shift  Keying 

NASA 

(U) 

Nati<Aud  Aeercmaiitics  and  Si>ace  AdnunistratioD 

NOA 

(U) 

National  Oeo^radal-IntelUgence  Agency 

NOA/IA 

(U) 

NGA  Imageiy  AmJysis  Office  (ftnincdy  NPIC) 

Nims 

(U) 

Natirmal  Imagery  Inten^nfehility  Rating  Scale 

NIS 

(U) 

New  Imaging  System 

NOFORN 

(U) 

Not  Releasable  to  ForeigD  Nationals 

NPIC 

(U) 

National  Photographic  Interpretation  Center 

NRO 

(U) 

National  Reconnaissance  Office 

NROL 

(U) 

National  Reconnaissance  Office  Launch 

NRP 

(U) 

National  Reconnaissance  Program 

NSA 

(U) 

National  Security  Agency 

OCA 

(U) 

Original  ClaSSifkation  Mtbortty  • 

0D4 

(U) 

Operating  DiviSitm  4 

ODPE 

(U) 

(^oal  Data  Provide  Element 

RFC  IMS-0024 

TOP  SECREtZ/yALeNT  KEYIIOLC//R9CN,NOrORN//25X1 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


Approved  for  Release:  2018/12/21  C05102145 


C05102145 


Approved  for  Release:  2018/12/21  C051 02145 

TOP  SECRET/ATALBMT  KiYHOWE//RSiN,NOreRli//aiXi 


RMS 


KSEN 

S 

S//TK 


RFCmS-0624 


OS 

(U) 

Optical  Sub-^tem 

dSL 

(U) 

Office  of  Space  Laimch 

oso 

(U) 

Operational  Siq^xirt  Office 

P/L 

(U) 

Payload 

PO 

(U) 

Pi^oadZero 

PDC 

_  fU1 

_ Processing  and  Distribution  Cmter 

(b)(1) 

(b)(3) 


PP/F 

(U) 

Photogrqthic  Production  Facility 

PSO 

(U) 

Program  Security  Officer 

PVM 

(U) 

Pixel  Variability  Mq> 

•  R/F 

(U) 

Receive  Facility 

, _ R/S 

_ (UL_ 

Relav  Satellite 

RF  '  nn  Radio  Freouencv 

(U) 

JUL 


Riequiremente  Maoageinmt  System 

Rieqiiirenient*  Management  System  Integaied  Development  &  Marntmancg  Facility 


(b)(1) 

(b)(3) 


(.Uj  Risk  sensitive  ^ronnerty  KU1<1*'  SeositiVe; 

(U)  (CpUateral)  Sei^ 

fui  sp.rRgr//TAiJ 


(b)(1) 

(b)(3) 


SCO 

(U) 

Security  Classification  Guide 

sa 

(U) 

Sensitive  Con^artmented  Infinrnatimi 

SCIF 

(U) 

Sensitive  Cofi^iattmented  Information  Facility 

SECDEF 

(U) 

Secretary  Of  Defense 

SETA 

(U) 

Support  Engineering  and  Tecfanical  Assistance 

SOLS 

(U) 

Space  Ground  Link  System 

SIDS 

(U) 

Secondary  Inuigeiy  Dissemination  System 

SIOINT 

(U) 

Signals  Intelligence 

SOCOMM 

(U) 

Special  Operation  Communications 

SOW 

(U) 

Statement  of  Wpric 

SPO 

(U) 

System  Ibogram  Office 

(b)(1). 

(b)(3) 


(b)(1) 

(b)(3) 


Senior-Year  Electro-Optical  Recomaissance  System  (See  IPCG/ETP) 
Satellite  Vdiicle 
Transmission  Activity  Schedule 


■TOP  6E0RET//TALENT  KEYHO^E//RSEN,NOFORN//a6X1 


© 


Approved  for  Release:  2018/12/21  C051 02145 


C05102145 


Approved  for  Release:  2018/12/21  C05102145 

TOP  SBCRBT//TALEMT  KiYHOLE//RSEN,MOFORN//25X1 


JPPS - OB - TransrfiiWir  flma  Pmc^sing  Subsystem _ _ 

(b)(1) 

(b)(3) 


TK 

(U) 

TALENT  KEYHOLE  - 

TOT 

(U) 

T^OvCTT^et 

TPAS 

(U) 

Target  Plaiming  and  Scheduling 

TPED 

(U) 

Tasking,  Processing,  Exploittdon  &  Disseminadoin 

TS 

(U) 

TQPSECRET 

TWT 

(U) 

Traveling  Wave  Tube 

TWTA 

(U) 

TraVding  Wave  Tube  Assembly 

U 

(U) 

UNCLASSIFIED 

USiGS 

(U) 

United  States  Imagery  and  Geospatial  Information  Syston 

VAFB 

(U) 

Vandenberg  Air  Fotm  Base 

WBCS 

(U) 

Widdand  Communications  System  ' 

WBID 

1 - 

_ 

^debarid  Ima»  WBID  -  Wideband  Image  Data 

(b)(1) 

(b)(3) 
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8.1  (U)  Definitions 

8.1.1  (U)  Seeurity  Tenns 


Access  to  Classified 
Information 


Accreditation 


Agency 


Automated  Information 
Systems 

Automatic  Declassification 


BYE  Security  Control 
System 


(TabUismCiASSifTEb/iEIMef 

The  ability  and  opportunity  for  an  individual  to  obtain  knowledge  of 
information  that  has  been  determined  pursuant  to  EO  14291,  or  any 
successor  order,  EO  12951,  or  any  successor  ordeT^  or  the  Atomic 
Energy  Act  of  1954,  to  require  protection  against  nnaiittintiyAtt 
disclosure  (EO  12968,  See.  1.1(d)) 

The  fonnal  api»oval  pf  a  specific  place,  referred  to  as  a  Sensitive 
Gompartmerited  Information  Facility  (SCIF),  that  meets  prescribed 
physical,  technical,  and  personnel  security  standarxis.  (DC©  6/1 
Glossary)  ’ 

Also,  official  management  authorization  to  operate  an  Automated 
Information  System  (AIS)  under  various  conditions.  (DC©  6/3 
Annexe)  ’ 

Any  “Executive  agency  ”  as  defined  in  5  U.SC.  105,  the  “miliiary 
depaitmente,”  as  defined  in  5  U.S.C  102,  and  any  other  entity  wit^ 
the  executive  Inanch  that  comes  into  the  possession  of  classified 
information,  including  DIA,  NSA,  and  the  NRO.  (EO  12968  Sec  1  1 
(a)) 

An  assembly  of  computer  hardware,  software,  or  firmware  configured 
to  collect,  create,  communiteite,  conqiute,  disseminate,  process,  store, 
or  control  data  or  mformatioiL  (EO  12958,  as  amended.  Sec.  4.1(fi) 

The  declassification  of  information  based  solely  on  (1)  the  occurrence 
of  a  specific  date  or  event  as  determined  by  the  nriginai 
authOTty  or  (2)  the  expiration  of  a  maximum  time  fimne  for  duration  of 
classification  established  under  EO  13292.  (EO  12958,  as  amended. 
Sec.  3.3(a))  ^ 

A  former  DCI  Security  Control  System  that  protects  key,  specific  and 
fiagile  details  of  reconnaissance  satellite  design  and  ooeration 
Offtcially  retired  -  May  20,  2005 


Classification  Guide 


A  documentary  form  of  classificatida  guidance  issued  by  an  original 
classification  authority  that  identifies  the  elttnents  of  information 
regarding  a  sp^ific  subject  that  must  be  classified  and  establishes  the 
level  and  duration  of  classification  for  each  such  element  (EO  12958 
as  amended.  Sec.  6.1(g)) 


Ctessffied  National  Security  hiformation  that  has  been  determined  pUisuant  to  EO  12958  as 
Information  amended  or  any  predecessor  order  to  require  potection  ag^ 

unauthorized  disclosure  and  is  marked  to  indicate  its  classified  status 
whai  in  documentary  form.  (EO  12958,  as  amended.  Sec.  6.1(h)) 
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Codeword 


Collateral  Information 


Compai^ent 


.  Compromise 
I  CONFIDENTIAL 


Damage  to  the  National 
Sccniity 


Declassification 


Declassification  Authority 


Declassification  Guide 


Derivative  Classification 


(Table  is  UNCLASSIFIED//POUO} 

Any  of  a  series  of  designated  words  or  terms  used  with  a  security 
classification  to  indicate  that  the  material  classified  was  derived 
through  a  sensitive  source  or  method.  Constitutes  a  particular  type  of 
SCI,  and  is  therefore  accorded  limited  distribution.  (I)oD  S-510521- 
M-1) 

Information  identified  as  National  Security  Information  under  the 
provisions  of  EO  129S8,  as  amended  but  which  is  not  subject  to 
enhanced  security  protection  required  for  Special  Access  Pfogriim 
Information  (DoD  5200. 1-R) 

A  system  which  strictliy  controls  the  dissemination,  han^tting  and 
storage  of  a  specific  class  of  classified  mfbrmation,  limiting  access  to 
mdividuals  witii  a  ^ecific  need  to  know,  in  order  to  protect  sources 
and  methods.  (NSA/CSS  Classification  Manual  123-2,  Chapter  1) 

Unauthorized  disclosure  of  classified  information  (DoD  5200.1^R) 

Applied  to  information^  the.  unauthorized  disclosure  of  wMch 
reasonably  could  be  expected  to  cause  damage  to  the  national  security 
that  the  origmal  classification  authority  is  able  to  identify  or  describe. 
(EO  12958,  as  amended.  Sec.  1.2  (a)) 

Harm  to  the  national  defense  or  foreign  relations  of  the  US  from  the 
unauthorized  disclosure  of  inforinatioU,  tb  include  the  sensitivity, 
value,  and  utility  of  that  inforination.  (EO  12958,  as  amended.  Sec.  6  1 

(j)) 

pie  luithorized  change  in  the  status  of  information,  fitim  classified 
information  to  unclassified  information.  ffiO  12958,  as  mnmHpH  Sec 
6.1  (k))  ^  • 

The  official  who  authorized  the  original  classification,  if  that  official  is 
still  serving  in  the  same  position;  The  origLuator’s  current  successor  hi 
function;  A  supervisory  official  of  either,  or  Officials  delegat«i 
declassification  at^ority  in  writing  by  the  agency  head  or  the  senior 
agency  officiid.  (EO  12958,  as  amend^  Sec.  6. 1  (1)) 

Written  instructions  issued  by  a  declassification  authority  tiiat 
describes  the  elemen.ts  of  inforination  regarding  a  specific  subject  that 
may  be  declassified  and  the  elenrents  that  must  remain  classified.  (EO 
12958,  as  amend«l.  Sec.  6.1  (m)) 

pie  incorporating,  paiaphrasingi  restatingi  or  genjmting  in  new  form 
infonmtion  that  is  already  classified,  and  marking  the  newly  developed 
material  consistent  with  the  classification  marirings  that  ^ipty  to  the 
source  information.  It  include  the  classification  of  iafonnation  based 
on  classification  giudance.  (EO  12958,  as  amended,  Sec  6.1(n)) 
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(Table  a  mCLASSmED/mytfe^ — 

Decompartmentation  The  removal  of  infbitnation  from  a  compaitmentation  ^stem  without 

altering  the  information  to  conceal  sources,  methods,  or  analytical 
procedures.  (SISR,  Vol.  I,  Section  1) 

A  determination  by  a  declassification  authonty  that  infoniiiation 
classified  and  safeguarded  at  a  specified  level  shall  be  elagsififd  and 
safeguarded  at  a  lower  level  (BO  12958,  as  amended.  Sec,  6.1  (p)) 

Refers  to  the  following  agencies  or  organizations:  CIA;  NSA;  DIA;  the 
offices  within  the  DoD  for  the  collection  of  Specialized  natiftnal  foreign 
intelligence  through  reconnaissance  programs  (including  NRO); 
Bureau  of  Intelligence  and  Research,  Department  of  State;  the 
intelli^ce  elements  of  the  Army,  Navy,  Air  Force,  Marine  Corps, 
FBI,  treasury,  and  Enagy;  and  the  staff  elernehte  of  the  DCi.  (EO 
12222,3.3(0) 

IntelUgence  Sources  and  The  classified  source  and  methods  the  DCI  protects  under  Section  1 02 
Methods  of  the  National  Security  Act  of  1 947  and  EO  12333.  (DoD  S-5 105  21- 

M-1) 

Mandatory  Declassification  The  review  for  declassification  of  classified  information  in  response  to 

e  request  for  declassification  that  meets  the  requirements  under  Section 
3.6  of  EO  13292.  (EO  12958,  as  amended.  Sec.  6.1  (w)) 

National  Security  The  national  defense  of  foreign  relations  of  the  US.  (EO  12958,  as 

amended.  Sec.  1.1(a)) 

“Dissemination  and  Extraction  of  Information  Controlled  by 
Originator.”  This  marking  may  be  used  only  on  classified  intelliganca 
that  clearly  identifies  or  would  reasonably  perinit  ready  identification 
of  intelligence  sources  or  methods  that  are  particularly  susc^tible  .to 
countermeasures  that  would  nullify  ot  measurably  reduce  dieir 
effectiveness.  (DCID  6/6,  Section  10.1) 

The  initial  determination  that  information  requires,  in  the  inter^t  of 
national  security,  protection  against  unautirorized  disclosure.  (EO 
12958,  as  amended.  Sec.  6.1  (b)) 

An  individual  autiiorized  in  ^ting,  either  by  the  President  or  by 
agency  heads  or  other  officials  designated  by  the  President,  to  classify 
mforination  in  the  first  instance  that,  in  the  interest  ofnational  security, 
requires  protection  against  unauthorized  disclosure.  (EO  12958,  as’ 
amended.  Sec.  6.1  (c)) 

Safeguarding  Measures  and  controls  that  are  prescribed  to  protort  classified 

information.  (EO  12958,  as  amende4  Sec.  4.1(a)) 


ORCON 


Original  Classification 


Original  Classification 
Antbority 


Downgrading 


Ihtel^ence  Cornmnnity 


Approved  for  Release;  2018/12/21  C05102145 


C05102145 


Approved  for  Release:  2018/12/21  C05102145 

TOP  8ECRET//rALBNT  KEYHOUi//RSBM,NOFORI>l//2iX1 


SCI  Control  System 

I 

SECRET 

Special  Access  Programs 

I 

TK 

TOP  SECRET 


Unauthorized  Disclosure 


(T4>kismCLASSIFIEjm!mi9) 

The  system  of  procedural  protective  mechanisms  used  to  regulate  or 
guide  each  prograrn  established  by  the  Director  of  Central 
as  Sensitive  Con^>artmented  Information  (SCI),  A  Control  System 
provides  foe  ability  to  exerdse  restraint,  direction,  or  infliimra  over  or 
provide  foat  degree  of  access  control  or  physical  protection  necessary 
to  regulate,  handle,  or  manage  information  or  items  within  an  ^jptoved 
program.  (DCIDi^l) 

Applied  to  information,  the  unauthorized  disclosure  of  which 
reasonably  could  be  expected  to  cause  serious  dainage  to  the  nairinTinT 
security  that  foe  original  classification  authority  is  able  to  identify  or 
describe.  (EO 12958,  as  amended.  Sec.  1.2  (a)) 

A  program  establ^hed  for  a  specific  class  of  classified  information  that 
imposes  safeguarding -and  access  requirements  foat  exceed  those 
normally  required  for  information  at  foe  same  classification  level.  (EO 
12958,  as  amended,  SeC.  6.1  (k)) 

TALENT  KEYHOLE.  A  DCI  special  access  control  system  for 
compartmentatibn  of  iiribtmation  related  to,  or  derived  fiom,  satellite 
recormaissance  systems,  and  products.  (SISR,  Vol  II,  Section  E) 

Applied  to  information,  foe  unauthorized  disclosure  of  which 
reasonably  could  be  expected  to  cause  exceptionally  grave  Hntnaga  to 
foe  national  security  that  the  original  classification  authority  is  able  to 
identify  or  describe.  (EO  12958,  as  amended.  Sec.  U  (a)) 

A  communication  or  physical  trmisfer  of  classified  information  to  an 
unauthorized  recipient  (EO  12958,  as  amended.  Sec.  6. 1  (n)) 
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1.0  (U)  GENERAL  INSTRUCTIONS 

_  1.1  (U)  Puipose 

(U)  The  SIGINT  Classificatiai  Guide  calI^)iles  into  one  document  all  guidance  for  the  classification  of  National 
Reconnaissance  Office  information  for  all  SIGINT  programs.  As  such,  it  is  the  baseline  classification  document  for 
SIGINT  operations  and  activities.  It  provides  the  basis  for  maintaining  configuration  control  of  classification  man¬ 
agement  decisions.  In  conjunction  with  the  "Life  Cycle  Security"  process  it  will  function  to  provide  management 
with  a  tool  fa  assessing  the  impact  of  change. 

1.2  (U)  Scope 

(G)  TTie  provisions  of  this  gmde  apply  to  all  SIGINT  jdans,  systems,  subsystems,  and  operations  fimded  by,  or  under 
the  cognizance  of  the  SIGINT  Systems  Acquisidon  &  Opnations  Directorate  (SA&OD).  This  includes  research, 
development,  test  and  evaluation  (RDT&E);  ^licallOT;  production;  related  tedin(4ogy;  and  operational  use  of 
SIGINT  systems.  The  information  contained  in  this  guide  has  been  compiled  from  numerous  source  documents, 
which  are  listed  in  Section  23.  For  additional  informatim  or  assistance  in  making  classification  determinations, 
contact  the  Program  Security  Officer  (PSO)  for  the  system  in  question,  the  SIGINT  Security  Office,  or  for  contractor 
perscmnel,  your  BYEMAN  Industrial  Facility  Security  Control  Officer  (BIFSCO). 

2.0  (U)  APPLICABILITY  &  EFFECTIVE  DATE 

(U)  This  SIGINT  Classification  Guide  applies  to  all  personnel  who  have  access  to  infnmwrinn  jn  this 

guide.  It  is  effective  as  of  the  date  on  the  title  page. 

3.0  (U)  APPROACH 

(U)  The  SIGINT  classification  development  team  used  a  "Life  Cycle  Security  Process"  to  develop  this  guide.  The 
process  iiicluded  analysis  of  the  prqgrm  life  cycle,  threat,  open  source,  program  segments,  work  breakdown  struc- 
ture,  sensitive  technologies,  classification  decision  tool,  risk  management,  and  program  protection  ardiitectuie. 

(U)  The  SIGIOT  classification  development  team  was  compised  of  government  and  contractor  personnel.  It  was 
applicable  System  Program  Offices  (SPOs),  field  sites,  contractors,  and  aU  Headquarters  Director- 
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(b)(1) 
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(U)  is  issued  by  the  NRO  SIGINT  (SA&OD).  TTic  SIGINT  CG  establishes  original  classification  guid¬ 

ance  for  NRO  SIGINT  operations  and  activities  and  is  t^^iroved  by  the  Director,  NRO  SI(3NT  (SA&OD). 

6.0  (U)  CLASSfflCATION  AUTHORITY 

(U)  The  Director,  SIGINT  SA&OD  (an  original  classification  authority)  has  established  the  clarification  level  of 
*  system  for  some  infonnation  contained  in  this  guide.  Other  information  is  derived  liom  guidance  pro- 
vided/documented  in  the: 


1. 

2. 

3. 

4. 

5. 

6. 
7. 


National  Space  Policy,  NSC-49,  dated  Septembw  1996. 

NRO  Security  Classification  Guide,  Version  4.0,  dated  15  Oct  95. 

^imty  Classification  Guide  for  Integration  and  Launch  of  NRO  SateUites  on  the  Titan  and  Atlas  Launch 
Vehicle  Systems,  8  April  1997. 

S^als  Intelligence  Security  Regulations  (SISR),  "Review  Comnient  and  Coordination  DRAFT,"  29  April 


DSS^'fSS  ^  Cbminittee  memorandum,  dated,  1 

Natioi^^ge^  md  Mapping  Agency  Policy  Series,  Section  5,  Part  A,  Classification  Tables,  dated  17  Sep  97 
PdiS  s£«r**  aassification  Guide  for  National  MASINT  Reconnaissance  Materials  (MAOT^  ’ 


7.0  (U)  LEVELS  OF  SECURITY  CLASSIFICATION  AND  CONTROL  SYSTEMS 

7.1  (U)  National  Security  Qassification  Levels 


(U)  IPP  SECRET  Shan  be  applied  to  information,  the  unauthorized  disclosure  of  which  reasona¬ 
bly  rauld  be  expected  to  cause  excqitkmdly  grave  damage  to  ttic  national  security  that  the  origi¬ 
nal  classification  audiority  is  able  to  identify  or  describe. 


(U)  SECRET  sl^l  be  applied  to  information,  the  unauthorized  4isclosure  of  vriiich  reasonably 
could  be  expe^  to  cause  aerioiu  damage  to  the  national  security  diat  the  original  classification 
authority  is  able  to  identify  or  describe. 


«Eefwr 
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(U)  CQNn  l/KN'l  I AL  shall  be  applied  to  information,  the  unauthorized  disclosure  of  v^ch  rea¬ 
sonably  could  be  expected  to  cause  damage  to  the  national  security  that  the  original  classification 
authonty  is  able  to  identify  or  describe. 

7.1.1  (U)  Contred  Systems; 

7.1. 1.1  tSjiBYEMAN  Contrtd  System. 

-(QiB YEMAN  is  a  DCI  sensitive  compaitmented  information  (SQ)  control  system  which  protects 
sensitive  sources  and  methods  used  in  the  research,  development  and  operation  <rf  space-based  re- 
ccmnaissai^  systems;  some  telatiot^ps;  integration  of  launch  and  sensor  platforms;  command 
and  control  (^)eiati<Mis;  kqr  design  and  development  details,  acquisition  documentation  and  plans 
budget;  and,  survivability  and  vulnerability  of  systems. 

7.1.1.2  (U)  The  TALENT-KEYHOLE  ContnS  System 

(U)  A  Da  SCI  control  system  wdiidt  protects  technical  data  used  in  collection  tasking,  imagery  or 
^als  ^ocessing/exploitation  techniques  for  collected  data,  and  inteUigence  products  derived 
firom  overhead  reconnaissance  iffograms.  Generally,  TALENT-KEYHOLE  protects  information, 

products,  and  activities  relating  to  the  fcdlowing  intelligence  disciplines: 

1 .  Imagery  Intelligence  (IMINT), 

2.  Signals  Intelligence  (SIGINT). 

3.  Electronic  Intelligence  (El  IN^  I  n 


L _ I  - 

4.  Communications  Intelligence  (COMINT), 

5.  Foreign  Instmmentatian  Signals  Intelligence  (FISINT);  and, 

6.  Measurement  and  Signature  Intelligence  (MASINT). 

7.L1.3  (U)  The  COMINT Contnd  System. 

systein  expressly  authorized  for  handling  » transmitting  communications 
mtelhgence  derived  from  satellite  surveillance  and  other  sources. 

8.0  (U)  CHOICE  OF  CONTROL  SYSTEMS 

— Tta  intended  user  conunumty  for  the  information  is  of  key  consideratiem  when  deciding  which  control  svs- 
^(s)  to  use  for  cmtrol  of  classified  information.  Some  information  may  be  handled  by  either  the  BYEMAN  Con 
I  talent-keyhole  Control  System  Wherever  practical,  T-K  shoid  be  ttTsystomfJL^' 

UnlcM  the  information  is  in  a  category  of  infonnation  requiring  BYEMAN  protection  exclusivelv  ^or  ..ni-^.  there  k 
est^b^shed  rewn  for  maintaining  the  information  within  BYEMAN  system,  T-K  should  be  used  Care 

(e.g.  a  codevrard  Iikj - |vas  used  when  a  T-K  mission  number  would  have  served  the  ume  purpose. 

exairqile,  sen^  sub-system  design  infiitinatitm  is  bandied  in  the  BYEMAN  Cbntrol  Svstem  hv 
KEYHOLE  S^ific  coUeefcn  subsystem  performance  infonnation  may  be  handled  in  tte  TALENT- 

^eral  such  e^les.  Just  because  the  classification  tables  indicate  an  item  may  be  protected  within  nuiWole  ^ 
trol  systems  does  not  mean  a  document  containing  that  item  must  be  mnrin.^  for  joint  handline  Use  the  ewe. 
Mn  mo*  .ppicpriae  g, tabled  Avoid 

— (Q-^re  wU  te  some  instmees  when  joint  handling  is  appropriate.  Siropose  that  for  clarity  it  is  nece.ssarv  that  a 
dcKurnent  include  items  of  infonnaticn  one  of  which  is  exclusively  controlled  in  the  BYFM an 

LecS/wI^SSSSr’.^S^y  Ss“^  “  **  carefulTn ot 
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9.0  4^  CLASSIFICATION  LEVELS  FOR  BYEMAN  INFORMATION 


9. 1  (O  TTie  following  categories  of  BYEMAN  infomation  are  considered  "TOP  SECRET": 

a.  "TO  System  survivability  or  vulneraWlity  inframation,  including  satellites  and  ground  facilities-  sus- 
cepobibty  to  co^rmeasures;  and  measures  employed  these  threats  to  the  system.  Hus  particular 
set  of  data  may  be  additionally  protected  by  the  BYEMAN  Special  Handling  (SH)  restrictioirto  dis¬ 
tribution  (see  paragraph  10.0). 

materi^  from  vriiich,  the  total  system  design  can  be  determined, 
c.  -(G)TechTOlogy  Ranees  in  the  sute-of-the-art  capabilities  or  unique  use  of  new  capabilities  for  ob- 
taimng  additional  valuable  intelligence.  This  information  may  be  Special  Handlir^  (SH)  protected. 

9.2  (C)  The  following  categories  of  BYEMAN  information  are  considered  "SECRET": 


a.  (U)  Operations  data  which  would  reveal  system  design  rfixaiic 

b.  ^)  InfoCon  describiiig  general  performance  of  the  system  not  needed  for  product  analysis. 

c.  (U)  Tec^c^  design  irformation  or  material  pertaining  to  a  classified  subsystem,  e.g.,  engineerinB 
reports,  drawings,  spedficatioiis,  etc.,  reveal  specific  subsystem  design  details 

d.  (U)  Integration  information,  which  would  reveal  facts  about  the  system. 

e.  (U)  Contractual  or  administrative  information  about  the  system. 

f.  (U)  Identity  of  participants,  e.g.,  contractras,  when  identified  with  the  Program. 

g.  (U)  Data,  material,  or  information  which  would  reveal  the  identity  of  the  program  sponsor. 

10.0?^YEMAN  SPECIAL  HANDLING  (SH)  INFORMATION 


"rwr  ^  **  designated  for  "SPECIAL  HANDLING 

(SH)  .  When  an  NRO  ^gram  Director  determines  fliat  certain  BYEMAN  information  meets  the  suedfied  coisli 

Direct^f  th^O  concurs,  all  BYEMAN  information  relating  to  that  S^ially  sensi- 
BtoSJ^WcTa  "SreOAL  HANDLING  (SH)"  restrictions.  TTie  sensSrity  If 

incluatog.  but  UM 


1. 

2. 

3. 

4. 

5. 

6. 


j__ _ j  ■  .  ..  - wiKu  uisciusure  oi  suen  cooperation  mieht  nrove 

da^ng  to  ttose  orpnizattons,  governments,  the  national  security,  or  to  the  U.S.  GovOTUKiit 

S  *“”***“  gravely  impair  our  collection  efforts  or  contin- 

or  othwwise  remitive  efforts,  methods,  techniques,  or  technological  phenomena,  when  related 
to  reconnaissance  collection  acavities  that  warrant  such  protectioa 

^)  Infraton  obtained  from  other  programs  (SAP/SAR  as  an  example). 

(U)  Vulnerabihty  information  on  the  total  system,  includii*  the  satellites;  ground  facilities-  susceptibilitv  to 
countermeasures;  and  measures  employed  to  avoid  thcsctlLils  to  the  sy^traT^  suscepubihty  to 

S^liStoSion"^'^  deficiencies  that,  under  certain  circumstances,  result  in  vulnerabiUties  or  inability 


ISSnSo  ”‘®ria  for  "SPECIAL 

nAiNLiLUNU  (SH),  they  should  tightly  control  the  infcamation  and  advise  the  PtoBram  PSO  frw  intorim  _ 

R^ests  to  nominate  BYEMAN  infenmation  for  "SPECIAL  HANDLING"  nin«t  be  forwaided  thmug* 
au.din««.  buuugb  U.  Dbuau,  „f  Suuu^gy  „  g. 


11.0(0 


CLASSmCA-nON  OR  CONTOOL  SYSTEM  CONTUCT  RESOLUTION 


SJbrSS^OfeBYmAjfi^i^  A  control  system  and  claSation  rcvi^U^ 

sicsm-  co™»». 
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(U)  The  fact  tot  classified  infonnation  has  been  inadvertenUy  disclosed  or  released  does  not  mean  that  it  is  auto- 
decl^ified.  Unauthorized  disclosures  will  be  reviewed  by  the  SIGINT  SA&OD  and  other  Directorates 
and  Offices  lo  detmnine  aj^opiiate  and/or  nec^sary  courses  of  action. 

12.0(U)  COMPILATION/AGGREGATION  OF  INFORMATION 

®s*ances,  the  combination  of  several  items  of  infonnation  produces  a  syneneistic  effect  i  e  the  clawi 

tables,  classification  of  a  single  subsystem  design  is  S/B,  but  if 
^  ^  ^  sute^tems  (i.e.,  the  Satellite  Vehicle  (SV)  design  spec)  to  classification  h  TS/B  The  hi^tv^ 
^  ^  of  to  ta^on  that  could  ir^fan  adSST 

13.0(U)  FOR  OFFICIAL  USE  ONLY 

SSc  to"  f  ‘Classification  pursuant  to  to  criteria  of  an  Executive  Order,  but 

eimtioSf?  a™  °r  more  of  to  reasons  cited  in  to  Freedom  of  Infonnation  Act  ex- 

security  in^  ^  auth^  as  an  anemic  form  of  classification  to  protect  national 

NRO  S  “*  - 

14.0(U)  NOT  RELEASABLE  TO  FOREIGN  NATIONALS  (NOFORN) 

“  intelligence  sources  and  methods  is  NOFORN  Release  of 
^T®"  " individuals  at  to  COLLATERAL.  COMINT. 

““I??”  f miioaide  requireme^Uined  in  1/7  DOD 

achvity,  US.  personnel  must  be  aware  of  the  disclosure  limits  perteining  to  the  snecific  BYPmam  „ 

a  any  Imntanons  comnniing TALENT-KEYHOLE. COMINxSSAraStafcS^  “ 


SlSS  (MOUs)  „  «har  agma- 

15.0(U)  ADMINISTRATION 

15.1  (U)  Visits  by  Representatives  of  Stale«%deral  Governments 

S^aS^  “SSSS'.TsS, »  K  «•*“  l-Y  ■»».- 

agency  if  any  portion  of  to  visit  could  involve^GINTProH^  any  contractor  or  government 

area  of  interest  of  each  visitor  and  to  i  i  to 

15.2  (U)  Visits  by  Foreign  Qtizens  or  Representatives  of  Foreign  Governments  or  Organizations 

«“■  »f  any  by  foreign 

-  govonnS^ 

no«acM™.rtUincl«denan.e.poESoi«rf,™ofi,B»,,„,S^™“Ji^ 
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16.0(U)  USE  OF  TfflS  GUIDE 

•^Thc  Gmdc  is  deified  SECRET  and  is  controlled  within  the  BYEMAN  and  TALENT-KEYHOLE  Control 
Systems  Jointly.  The  following  guidelines  will  be  strictly  enforced: 

W  Reprodu^on  of  ^s  document  or  any  part  is  permitted  for  use  in  program  activities.  Requests  for  copies  for 
other  uses  should  be  directed  to  the  SIGINT  Program  Security  Officer  (PSO).  ^ 

Sl^SraNT  pS?  ^  “Oirity  cognizance  of  the  NRO  must  be  approved  by 

me  bloINT  PSO  and  NRO  Office  of  Secunty  Policy  and  Operational  Support  ^ 

ie  llic  BYEh^  compattment^on  resmiam  camnues  Ihe  icqimeimii  of  eacb  aoosiecl  iodivicliial  lo  bo  per. 
S  WM-kooW  of  anodio,  BYEMAN  -ooo«d  porn*  befaro 

gram  iitfotn^oa  Government  program  management  personnel,  PSOs,  and  contractor  security  personnel  will  en- 
^  *  ".musHcnow”  access  requirement  policy.  PSOs  and  secuS^^fficers  may  «- 

tract  informatron  from  this  guide  to  tailor  secunty  dassification  guidance  for  tasks,  as  needed.  ^ 

cannot  always  be  specified  in  advance.  Protect  the  information 
Director  ot  PScT”  Program  secunty.  Any  deviatiOT  fr«n  this  guide  must  be  approved  by  the  SIGINT  Program 


17.0(U)  NRO  DOD  PROGRAM  DESIGNATOR 


18.0(U)  NRO  LAUNCH  DESIGNATOR 


19.0(U)  SUBSTITUTE  IDENTIFIER 


Another 
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20.0(U)  SECURITY  AND  CLASSIFICATION  RECOMMENDATIONS 


(U)  of  this  guide  are  encouraged  to  assist  in  improving  and  maintaining  its  currency  and  relevancy.  Com- 

**  through  security  offices  to  the  Program  Security  QfGcer  (PSO)  or 

to  the  NRO,  Director  of  Secunty.  (See  change  request  fom  in  Section  14.0). 


21.0(U)  CLASSIFICATION  TABLE  LAYOUT  AND  EXPLANATION 

‘’y  table  is  not  and  cannot  be 

^  iTClusiye.  A^nce  of  a  parhculm  item  does  not  imply  that  the  item  can  be  considered  UNCLASSIFIED.  Refer 

If  tbe  table  indicates  that  an  item  of  information  can  be  protected 
m  more  than  one  secunty  control  system,  use  the  guidelines  in  section  8.0  (Choice  of  Control  Systems). 

OJmc  dassifi^on  col^^  the  classification  level,  the  control  system  column  contains  the  symbol  for  a 
S  c(SS?tef  ^  column  will  contain  a  rationale  for  the  classificati^vel  and 


-(Q  The  foUowing  key  is  provided  for  understanding  the  symbols  used  in  the  classification  tables: 


EO  12958  CLASSIFICATION  LEVELS 
TS  .  TC»>  SECRET 
S  -  SECRET 
C  -  CONFIDENTIAL 


CONTRCt  SYSTEMS 
B  - BYEMAN 
TK  -  TALENT-KEYHCHJE 

SI  -  COMONT 


OTHER  DATA 
U 

FOUO 

NF 

UMDIS 

sm 

5  EYES 

CRYPTO 

OCA 


UNCLASSIFIED 

FOR  OFFICIAL  USE  ONLY 

NOT  RELEASABLE  TO  FOREIGN  NATfONAT  s  rNnPTiDKn 
UMITED  DISTTUBUTTONI  ^ 


SPECIAL  HANDLING  INFORMATION 

US/UK/NZ/CAN/AUS 

CRYPTOGRAPHIC 

ORIGINAL  CLASSIFICATION  AUTHORITY 


(b)(3) 


22.0(U)  REASON  FOR  CLASSIFICATION 

S f"  “  classification  decision  must  be  documented.  To  meet 

(a) 

(b) 

(c) 

(d) 

(e) 

(f) 

(8) 


"Mili^  plans,  weapons  systems,  or  operations." 

"Foreign  govennnent  informatioa" 

^btelligence  activities,  mtelligence  sources  or  methods,  or  cryptology " 

b“J«bng  confidential  sources." 

bci^fic,  technological,  or  economic  matters  relating  to  the  national  security." 

United  St^  programs  for  safeguarding  nuclear  materials  or  fiicilities  " 

Vulnerabihties  or  capabilities  of  systems,  installations,  projecte  or  plans  relating  to  the  national  security." 


23.0(U)  DECLASSinCATION  INSTRUCTIONS 


Individuals  with  wiginal  classification  authori^^v  mfonnation  s  national  secunty  sensitivity, 

yond  10  years.  In  this  case,  the  informattoi  ini^t  be  i^^lassified  be- 


■sooner 
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-aCCRET 

XI  -  Reveals  an  intelligence  source,  method,  or  activities  or  a  cryptology  system  or  activity." 

X2  -  ^Reveals  information  that  would  assist  in  the  development  or  use  of  weapons  of  mass  destruction." 

X3  -  Reveals  information  that  would  impair  the  development  or  use  of  technology  within  a  United  States  weapons 
system." 

X4  -  Reveals  United  States  military  plans,  or  national  security  emergency  preparedness  plans." 

X5  -  "Reveals  foreign  government  information.” 

X6  -  "Would  damage  relations  between  the  United  States  and  foreign  government,  reveal  a  confidential  source,  ot 
undermine  diplomatic  activities  that  are  reasonably  expected  to  be  ongoing  for  period  greater  than  in 
paragraph  (b). 

X7  -  Wwld  in^air  the  ability  responsible  United  States  Government  officials  to  protect  the  President,  the  Vice 
President,  and  or  other  individuals  for  whom  proactive  services,  in  the  interest  of  national  security  are 
authorized." 

X8  -  "Would  violate  a  statute,  treaty,  or  international  agreement." 

24.0(U)  PORTION  MARKING 

(U)  Executive  Order  (E.O.)  12958  mandates  that  all  classified  information,  regardless  of  its  physical  form,  indinite 
which  prions  are  classified.  The  NRO  has  been  granted  a  limited  waiver  from  the  requironent  to  portion  mark 
information.  The  NRO  is  not  required  to  portion  mark  information  that  will  be  maintained  internal  to  the  NRO  by 
Its  government  staff  a^or  contractors.  Information  produced  by  the  NRO  that  is  disseminated  externally  must  be 
portion  marked.  In  this  case,  the  term  extonal  is  defined  as  any  organization  or  entity  outside  the  security  coeni- 
zance  of  the  Director  of  the  NRO. 


(U)  Documents  that  are  not  portion  marked  may  not  be  cited  as  source  documents  for  derivative  classification. 
Diere  documnts  shall  be  marked  "Warning  this  document  shall  not  be  used  as  a  source  for  derivative  classifica¬ 
tion."  This  "warning"  marking  will  be  promincikly  placed  on  the  first  page  of  the  rtnrumwit 

25.0(U)  REFERENCE  DOCUMENTS 


1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 


(U)  Executive  Order  (E.O.)  12958,  Classified  National  Security  Information,  dated  17  A}nil  1995. 

(10  Executive  Order  (E.O.)  12951,  Release  of  Imagery  Acquired  by  Space  -based  National  Intelligence  Recon¬ 
naissance  Systems,  dated  22  February  1995.  ® 

(U)  NRO  Qassification  Guide,  Version  4.0, 14  October  1995. 

(U)  National  Space  Policy,  NSC-49,  dated,  September  19%. 

W  Declassification  of  the  "Fact  or  Overhead  SIGINT,  The  National  SIGINT  Committee  dated. 

1  December  1995. 

(U)  Dirotor  of  Central  Intelligence  Directive  (DOD)  1/19,  Security  Policy  for  Sensitive  Conroattmented  In¬ 
fection  (SQ)  and  its  accompanying  Security  Policy  Manual  for  SQ  Control  Systems  (Attachment  A) 

(U)  Director  of  Central  IntelUgence  Directive  (DOD)  5/5,  Conduct  of  SIGINT  Liaison  with  Foreign  Govern¬ 
ments  and  the  Release  of  U.S.  SIGINT  to  Foreign  Governments,  May  1983. 

(U)  l^ctof  of  Central  IntelUgence  Directive  (DOD)  5/6,  InteUigence  Disclosure  Policy,  dated  30  Jun  98 
(U)  Director  of  Central  IntelUgence  Directive  (DCID)  1/7,  Security  Contorts  on  the  Dissemination  of  IntelU¬ 
gence  Information,  dated  30  Jun  98. 

i  99g  Security  Regulations  (SISR),  "Review  Comment  and  Coordination  DRAFT,"  July 


(U)  DOD  FreedOTi  of  Information  Act  Program,  DoD  5400.7-R,  dated  May  1997. 

PdiciTD^'I^OS^^  ^^9^  Security  Manual,  C:ainmunications  InteUigence  (COMINT) 

W  National  Imagery  and  Mapping  Agency  Policy  Series,  Section  5,  Part  A,  Qassification  Tables,  dated  17  Sep 


I^TTCTBYEMAN  Security  Manual,  8  June  1993.  (Interim) 

Implementation  Plan  for  BYEMAN  Conqiartmentation  Restructure,  18  November  1993. 

DecOTqjartmentation  and  Declassification  of  the  National  Reconnais- 

sance  umce,  /4April  1995. 

^^^3^  Restricted  Knowledge  (BRK)  for  BYEMAN  Special  Handling  Information,  14  October 


18.  (U)  Further  Declassification  of  NRO  Contractor  Associations,  1  August  1997. 

19.  (5/B;SOCOMM  message,  "Declassification  of  NRO  Launch  and  Associated  Facts " 
84%,  aka  PoUcy  Notice  001/97. 

20.  (U)  Implementation  Plan  for  NRO  Launch  Declassification,  1  March  1997. 


0721 14  March  1997,  Cite 
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21 .  (U)  OPNAL  Notice  5510  (Limited  Dissemination  Controls)  29  Dec  89 

22'  ^  - 

23 

24 

25 
26.1 


27.  (^)  National  Imagery  and  Mapping  Agency  Policy  Series.  Section  5.  Part  A.  aa.ssificatinn  Tahlat,  HatH  yj  Sep 

28.  (U)  Data  Communications  Group  Classification  Guide,  25  September  1997. 

29.  W  SKimty  Classification  Guide  for  Integration  and  Launch  of  NRO  Satellites  on  die  Titan  and  Atlas  Uunch 

Vehicle  Systems,  8  April  1997. 

Manual  and  Qassification  Guide  for  National  MASINT  Reconnaissance  Materials 
(MASINT  Pohcy  Series). 

3 1 .  (U)  Dula^^don  of  the  terms  TALENT-KEYHOLE”  and  the  satellite  mission  designamr  "KH"  and  their 

general  reladiMiship  to  intelligence.  Fetmiarv  23. 1995. _ 

32. ^  - - 


33.  (U)  ueclassmcation  ot  the  terms  -TALENl-KtiYMOLE"  and  the  satellire  ini««i»n  and  th«r 

genera]  relationship  to  intelligence,  February  23, 1995. 

26.0(U)  RATIONALE 

^  !««*  to  ^  type  of  information  would  be  revealed  by  a  compromise 

'**'*^^  » **“  appn^inate  rational  appears  in  the  classification  table  in  the  ration- 


2. 

3. 

4. 


I.  (U) 
(U) 
(U) 
(U) 

5.  (U) 

6.  (U) 

7.  (U) 

8.  (U) 

9.  (U) 

10.  (U) 

II.  (U) 

12.  (U) 

13.  (U) 

14.  (U) 

15.  (U) 

16.  (U) 

17.  (U) 

18.  (U) 


Reveals  a  covert  or  classified  relationship. 

Reveals  vulnerability  or  survivability. 

^veals  totri  system  design  to  include  communications  network  and  connectivity 
^veab  technology  advances  in  state-of-the-art  c^abilities  or  unique  new  capabilities.  ’ 

Reveals  system  design  and  communications  network  details. 

Reveals  sub-system  design  and  communications  netwtxk  details. 

Reveals  system  perfonnance  not  needed  product  analysis. 

Integration  infonnatkm  reveaUng  design  details  or  mission. 

Reveals  intelligence  mission. 

Reveals  ctamnand  and  control  techniques  heightening  vulnerability. 

UuKh  wlwdulw  and  logistics  reveaUng  system  design  details,  capabiUties,  or  mission 

Reveals  sensitive  sources  and  mediods 

£vS!  iT*“  “  adversary  to  gain  technical  competence  or  advantage 

^^s  details  of  collection  capabihty  over  denied  are.  tiun  cannot  be  attributed  to  any  senmr  other  than  a 


SEGRB I  "Hnudie  via  BYfcWAi^  iALEWT.it  i.ytttm?' 

Channels  Jointly 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 
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items  are  controlled  within  s/tk  channels  when  associated 

WITH  THE  NRO.  DOUBLK  ASTF.RISKlT.n  mrvTG  adv  c/n  wuitxt  A  corxrvi  A  wrvntwv 


J)AFP _ 

J)AFSCN _ 

DAFSPACECOM 

DAFSPC _ 

PAGE _ 

riAOIES _ 

r)ARV _ 

r)AS&TD 

r)ASE  _ 

r)ASPO _ 

}ATP 


Air  Foree  Program. _ 

Air  Force  Satellite  Conlrol  Network. _ 

Air  Force  Space  Commanrt _ 

Air  Force  Space  Command. _ 

Aerospace  Ground  Egmoment.  _ 

Automated  Operational  Technical  Exchange  System- 

Aerospace  Research  Van- 

Advanced  Systems  &  Technology  Directorate. 

Aerospace  Support  Equipment _ 

Army  Space  Program  Office. 

Advanced  Tracking  Prototype. 


■(b)(1) 

=(b)(3) 


-(b)(1) 

-(b)(3) 


OQCCO 

fmCDRl^ 


nCIA/OD&E 
nClassic  Wizard* 

OCMCC _ _ 

rX^OMPTT 

OCOMSEC 

rx:0N0PS 

rK:oNus 

)CPEO  _ 

xatmcoMM 

^CSTC 

)CW 


(U)DARPA 

(U)DQ 

(U)DCID 

(IQDEFSMAC 

fUlDNRO 

rU)DOD 

fU)DRSP 

:U)DSCS 

TJ)DSP 


)EAGE 


Booster  Vehicle. 

'-fS»)BYH^tAN. 

Contract  Advisory  &  Assistance  Services. 

Computer  Aided  Logistics  Suonon. _ 

.  Calibration  Van  Group. _ 

COMINT  Channels  Only.  _ _ 

I  _Canttact  Hata  Remiiritnentc  T  Sctc 

Central  Intelbeence  Aecikv. 

Central  Intelligence  Agency/Ofifice  of  Develop 

unclassified  Program  Name. _ 

Command  Management  Control  Center. 

Communications  Intelligence.  _ 

Communications  Security. _ 

Concept  of  Operations. 

Continental  United  States. 

!  Cross  Program  ELINT  Grolocation. 

_  Critical  Intelligence  Communications  Systems. 
Consolidated  Space  Test  Center. 

Continuous  Wave. _ 


Defense  Advanced  Research  Projects  Agency. 

Director  of  Central  Intelligence. _ • 

Director  Of  C^tral  Intelligence  Directive. _ 

Defense  Special  Missile  and  Astronautics  Center. 

;  Director  of  the  National  Reconnaissance. _ 

Department  of  Defense.  ~~ 

Defense  Reconnaissance  Support  Prograni _ 

Defense  Satellite  Comiminications  System. _ 

Defense  Support  Program. 


Defense  Special  Security  Communications  Svstan. 
Electrical  Aerospace  Ground  Equimnent. 


(b)(1) 

(b)(3) 


:(b)(1)- 

-(b)(3): 


at  &  Engineering. 


■(b)(1) 

:(b)(3) 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


-(b)(1) 

■(b)(3) 
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Approved  for  Release:  2018/12/21  C051 02692 


C05102692 


Approved  for  Release;  2018/12/21  C051 02692 


lEUNT 


(U)Elsets 


Electronic  Intelligence. 

Qement  sets.  A  set  of  six  numbers  (mean  motion,  eccentricity,  inclinatirtn, 
right  ascension  of  the  ascending  node,  argument  of  perigee,  and  mean 
anomaly)  that  make  19  the  element  set  and  describe  the  satellite’s  orbit).  The 
orbital  elements  are  used  by  the  satellite  owner/operator  and  the  space  sur- 

veillance  sites  to  track  space  objects. _ 

Expendable  Launch  VeMcle.  ' 

Electro-magnetic  Compatibilitv. 

Electro-magnetic  Interference. _ _ 

Electro-mametic  Pulse. 

Electronic  Processing  Data  System. _ _ _ 

Eastern  Range.  - - 

Effective  RaHiatM  Power.  " 


Satellite  nickname 


(b)(ll 


(UJFOSC 

(U)FOUO 

ftcility  Operations  Support  Centerfg). 

For  Official  Use  Only. 

.fUXjEO 

Geostationary/  Geosvnchronmu  Earth  Orbh. 

(OTiCLORIA  (G-L  G-H.  etc.1 
(UX3TG 

OJIHEMP 

ODHEO  - - 

OJIHULTEC  ^ — 

Satellite  nickname. 

Ground  Terminal  Group. 

High  Energy  Magnetic  Pulse. 

Highly  Elliptica]  Orbit 

Hull  to  Emitter  Correlation 
indications  and  Warning. 

Improved  communication  Eauipment  Enclosure 
Initial  Launch  Capability. 

Imagery  Inteiiiirenee 

OJH&W 

(U)I<3iB0X 

oniLc  “ 

^IMDSTT 

(b)(1) 

(b)(3) 


JIUEOSPO _ 

J)LMCC  _ 

J)LOCC _ 

WBjLORRI  (L-L  L-n.  eto 

j)ijk) 

J)LSI  SPO  fSAF/SP) 

J)LSI  SPO  (SMC/IMO) 
OLSISPOfSAF/SLi 
OLSIC  _ 

5lv“^ 


)MASINT 

)MCC 

MCS 


Low  Earth  Orbit 

System  Program  Office  for  Low  AltitudePtog 

Launch  Management  Control  rp.nt(»r. _ 

Launch  Operations  Control  Centw 

Satellite  nicknanM!  _ 

Launch  Program  Office.  ~ 


IJ  (b)(1) 
^)((b)(3) 


Launch  Systems  Integ 
Launch  Systems  Integ 
Launch  Systems  Integ 
Launch  Systems  Integ 
Launch  Vehicle. 


ition  Systems  Prop 
iiion  Systems  Brofi 
ttion  Systems  Prog 
ition  Contractor. 


,_Mechanicai  AerospTO  Ground  Equipment 
Measurement  and  Signature  Intelligence. 
Mission  Control  Center. 

Mission  Contrd  Station.  ^ 


1  Office  fSAF/SPV 
I  Office  (SMCTIMOY 
>  Office  (SAF/SLV 


■(b)(1) 

:(b)(3) 


Chatmels  Jointly 


Approved  for  Release;  2018/12/21  C051 02692 


C05102692 

Approved  for  Release:  201 8/1 2/21  C051 02692 


imiNKL 

(U)NRO 


(U)NRP 


(U)NSA 


(U)NSG 

(U)NSOC 


(U)NSRL 


(U)OBP 


(U)OCA 


(UXXJ^C 


Naval  Researeh  LabmatMv 


National  Reconnai.MaTM»^ 


r(b)(i) 
M3) 


National  Reconnaissance  Proera 


National  Security  Agency 


Naval  Security  Group, 


National  Security  Operations  Genter 


National  SIGINT  Requirements  List. 


On-board  ftocessing. 


Original  aassification  Authority. _ 

Overhead  rollprlinn  Manai»iTO»nt  Piwter 


(b)(3) 

(b)(1) 


(b)(1) 

(b)(3) 
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(U)SED 
(UlSELORS 


gJISEO 

(U)SETA 


(inSGLS 


(U)SI 


(U)SMaCL 

mc/cuT 

SMCVIMO 
-tf^OCOMM 


(U)SOI 


gjisow 


(U)SPO 
aJ)SSD/lMO 


(U)SSD/OD-l 
(U)SSIC 


gjisspo 

ODSTS 
(U)SV 


ansvspo 

ansvc 


OJIRRC 

Regional  Reporting  Center. 

ODRSOC  — 

Regional  SIGINT  Operations  Center. 

Collateral  Secret  ~  ^ 

-#«S/B 

“fO  SECRET  BYEMAN.  ~ 

ojisa: 

Spacecraft. 

(U)S/TK 

SECRET/TALENT-KEYHOLE 

Siecretarv  of  the  Air  Force  /Space  T  miivh 

(U1SAF/SO 

Secretary  of  the  Air  Force/Space  Operations 

(U)SAF/SP 

Secretary  of  the  Air  Fotce/Snecial  Proiects. 

(U)SAF/SS** 

Secretary  of  the  Air  Fwcc/Soace  Systems 

(insAo 

Space  Applications  Office 

finSAF/ST 

-Secretary  of  the  Air  Force  /Science  &  Technoloev. 

(U)SBS 

Spacecraft  Bus  System. 

(inscc 

Space  Classified  Cataloe. 

(U)SCC 

Spacecraft  Control  Center. 

(U)SCG 

Security  Classification  Guide. 

fUlSCI 

Sensitive  Comoartmented  Informntion. 

(UlSOF 

Sensitive  Comnartmented  Inforrmrinn  Facilitv 

(IDSCTS 

rinsp/OTJ 

Space  Cargo  Transportation  System 

(b)(1) 

(b)(3) 


(b)(3) 


(b)(1) 

(b)(3) 


ot  uetens^ 
Signal  Externals  Data. 


■(b)(1) 

_(b)(3) 


Ship  Emitters  Location  Report 
Systems  Engineering  Office 


Support  Engineering  anri  Technical  Asgistanr.i> 
Space  Ground  Link  System _ _ 


Special  Handling. 


Special  Intelligence- 


Space  Missile  Center/Atlas  Propam  Offir^ 

Space  MissUe  Center/Operations  Support  &  Integration  Office- 
Space  Missile  Ccnter/Infonnatioii  Management  Office- 
Special  Operations  Coromunicadons. 


Signals  of  Interest. 


Statements  of  work. 


Systems  Progam  Office 


Space  Systems  Pivisioii/InfOTmation  Management  Office. 


Space  Systems  Diviskw/Opeiating  Division  - 1 


Space  Segment  Integration  Contractor. 


Space  Systems  Program  Office- 


Space  Transportation  System. 


Satellite  Vehicle. _ 

Satellite  Vehicle.  Systems  Program  Of^ 


Satellite  Vehicle  r.nnrr«rtnr 


tactical  Data  Information  Exchange  System  Broadcast. 


‘(b)(1) 

:(b)(3) 


SECRET 
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(IDTENCAP 


(U)TEP 


(U)TK 


ggCHlT 


Tactical  Exploitation  of  National  Capabilities. 


Tactical  EUNT  Processor. 


Db)(1) 

-(b)(3) 


TALENT-KEYHOLE. 


aj)T-K 

fU)TLD 


TALENT-KEYHOLE. 


(UITMGS 

fimops 


Titan  Launch  Dispenser. 


Transportable  Mobile  Ground  Station. 


(tOTrailblazer 


Tactical  On-B<Mrd  Processing  System. 


A  test  to  verifir  the  compatibility  of  the  SV  and  its  interface  with  the  LV. 


(b)(1) 

(b)(3) 


gjiTs 


•<eTS/B 


TOP  SECRET. 


TCHOP  SECRET/BYEMAN. 


(U)TS/SI 


TOP  SECRET/COMINT . 


ODTS/TK 


(UITSF 

fU)TT&C 


TOP  SECRET/TALENT-KEYHOLE. 


Technical  Support  Facility. 


Telemetry,  Tracking  &  Cwnmanding. 


njDE _ 

■SALA  fU-I.  U-n.  etc.1 


Teletype  User  Data  Entry- 


Satellite  nickname. 


OOUSA 


(U)USAF 


onusMC 

fUlUSN 


-fUlVRK, 


U.S.  Army. 


U.S.  Air  Force. 


U.S.  Marine  Corps. 


U.S.  Naw. 


"(b)(1) 

-(b)(3) 


Very  Restricted  Knowleriw 


labie  aoove  is  ciassitied 


(b)(1) 

"(b)(3) 
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11  August  1965 


AGREEMENT  FOR  REORGANIZATION  OF  THE 
NATIONAL  RECONNAISSANCE  PROGRAM 


A.  The  National  Reconnaissance  Progran 

1.  The  NRP  is  a  single  program^  national  in  character,  to  meet  the 
intelligence  needs  of  the  Government  under  a  strong  national  leadership, 
for  the  development,  swnagement,  control  and  operation  of  all  projects, 
both  current  and  long  range  for  the  collection  of  intelligence  and  of 
mapping  .and  geodetic  information  obtained  through  overflights  (excluding 
peripherel  reconnaissance  operations).  The  potentialities  of  U.  S. 
technology  and  all  operational  resources  and  facilities  must  be 
aggressively  and  isuiginatively  exploited  to  develop  and  operate  systems 
for  the  collection  of  intelligence  vhich  are  fully  responsive  to  the 
Government's  intelligence  needs  and  objectives. 

2.  The  National  Reconnaissance  Program  shall  be  responsive 
directly  and  solely  to  the  intelligence  collection  requirements  and 
priorities  established  by  the  United  States  Intelligence  Board. 

Targeting  requirements  and  priorities  and  desired  frequency  of  coverage 
of  both  satellite  and  tsanned  aircraft  missions  over  denied  areas  shall 
continue  to  be  the  responsiblity  of  USIB,  subject  to  the  operational 
approval  of  the  303  Committee. 

B.  The  Secretary  of  Defense  will; 

1.  Establish  the  NRO  as  a  separate  agency  of  the  DoD  and  will  have 
the  ultimate  responsibility  for  the  management  and  operation  of  the  N&O 
and  the  NRP; 

2.  Choose  a  Director  of  the  NRO  yiho  will  report  to  him  and  be 
responsive  to  his  instructions; 

3.  Concur  in  the  choice  of  the  Deputy  Director  of  the  NRO  who  will 
report  to  the  DNRO  and  be  responsive  to  his  instructions; 

4.  Review  and  have  the  final  power  to  approve  the  NRP  budget; 

5.  Sit  with  Biembers  of  the  Executive  Conmittee,  when  necessary,  to 
reach  decisions  on  issues  on  which  committee  agreement  could  not  be 
reached. 
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C.  The  Director  of  Central  Intelligence  will; 


1.  Establish  Che  collection  priorities  and  requirements  for  Che 
targeting  of  NRP  operations  and  the  establishment  of  their  frequency  of 
coverage ; 


2.  Review  the  results  obtained  by  the  NRP  and  recommend,  if 
appropriate,  steps  for  improving  such  results; 

3.  Sit  as  a  member  of  the  Executive  Committee; 

4.  Review  and  approve  the  NR?  budget  each  year; 

5.  Provide  security  policy  guidance  to  maintain  a  uniform  system 
in  the  whole  NRP  area. 

D.  National  Reconnaissance  Program  Executive  Committee 

1.  An  NRP  Executive  Committee,  consisting  of  the  Deputy  Secretary 
of  Defense,  the  Director  of  Central  Intelligence,  and  the  Special 
Assistant  to  the  President  for  Science  and  Technology,  is  hereby 
established  to  guide  and  participate  in  the  formulation  of  the  NRP 
through  the  DNRO.  (The  DNRO  will  sit  with  the  Executive  Committee  but 
will  not  be  a  voting  member.)  If  the  Executive  Committee  can  not  agree 
oil  an  issue  the  Secretary  of  Defense  will  be  requested  to  sit  with  the 
CoRomittee  in  discussing  this  issue  and  will  arrive  at  a  decision.  The 
NIEIP  Executive  Committee  will: 

a.  Recommend  to  the  Secretary  of  Defense  an  appropriate  level  of 
effort  for  the  NRP  in  response  to  reconnaissance  requirements  provided 
by  USIB  and  in  the  light  of  technical  capabilities  and  fiscal 
limitations. 

b.  Approve  or  modify  the  consolidated  National  Reconnaissance 
Program  and  its  budget. 

c.  Approve  the  allocation  of  responsibility  and  the  corresponding 
funds  for  research  and  exploratory  development  for  new  systems.  Funds 
shall  be  adequate  to  ensure  that  a  vigourous  research  and  exploratory 
development  effort  is  achieved  and  maintained  by  the  Department  of 
Defense  and  CIA  to  design  and  construct  new  sensors  to  meet  intelligence 
requriesients  aimed  at  the  acquisition  of  intelligence  data.  This  effort 
shall  be  carried  out  by  both  CIA  and  DoD. 

d.  Approve  the  allocation  of  development  responsibilities  and  the 
corresponding  funds  for  specific  reconnaissance  programs  with  a  view  to 
ensuring  that  the  development,  testing  and  production  of  new  systems  is 
accomplished  with  nm^lmum  efficiency  by  the  component  of  the  Government 
best  equipped  with  facilities,  experience  and  technical  competence  to 
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undertake  the  assignment.  It  will  also  establish  guidelines  for 
collaboration  between  departments  and  for  mutual  support  where 
appropriate.  Assignments  of  responsibility  for  engineering  development 
of  sensor  subsystems  will  be  made  to  either  the  CIA  or  DoD  components  in 
accordance  with  the  above  criteria.  The  engineering  development  of  all 
other  subsystems,  including  spacecraft,  reentry  vehicles,  boosters  and 
booster  interface  subsystems  shall  in  general  be  assigned  to  an  Air 
Force  component,  recognizing  however,  that  sensors,  spacecrafts  and 
reentry  vehicles  are  integral  components  of  a  system,  the  development  of 
which  must  proceed  on  a  fully  coordinated  basis,  with  a  view  to  ensuring 
optimum  sytem  development  in  support  of  intelligence  requirements  of 
overhead  reconnaissance.  To  optimize  the  primary  objective  of  systems 
developBient,  design  requiresients  of  the  sensors  will  be  given  priority 
in  their  integration  within  the  spacecraft  and  reentry  vehicles. 

e.  Assign  operational  responsibility  for  various  types  of  manned 
overflight  missions  to  CIA  or  DoD  subject  to  the  concurrence  of  the  303 
Cosmiittee. 


f.  Periodically  review  the  essential  features  of  the  major  program 
elements  of  the  NRP. 

2.  The  Executive  Committee  shall  meet  on  the  call  of  either  Deputy 
Secretary  of  Defense  or  the  Director  of  Central  Intelligence.  All 
meetings  will  be  attended  by  the  DNRO  and  such  staff  advisors  as  the 
Deputy  Secretary  of  Defense  or  the  Director  of  Central  Intelligence 
consider  desirable. 

E.  National  Reconnaissance  Office 


1.  To  implement  the  NRP,  the  Secretary  of  Defense  will  establish 
the  NRO  as  a  separate  operating  agency  of  the  DoD.  It  shall  include  the 
SOC  which  shall  be  jointly  manned. 

2.  The  Director  of  the  NRO  shall  be  appointed  by  the  Secretary  of 
Defense.  The  Director  NRO  will: 

a.  Subject  to  direction  and  control  of  the  Secretary  of  Defense 
and  the  guidance  of  the  Executive  Coimsittee  as  set  forth  in  Section  D 
above,  have  the  responsibility  for  managing  the  NRO  and  executing  the 
NRP. 


b.  Subject  to  review  by  the  Executive  Committee  and  the  provisions 
of  Section  D  above,  have  authority  to  initiate,  approve  modify,  redirect 
or  terminate  all  research  and  development  programs  in  the  NRP.  Ensure, 
through  appropriate  recommendations  to  the  Executive  Committee  for  the 
assignment  of  research  and  development  responsibilities  and  the 
allocation  of  funds,  that  the  full  potentialities  of  agencies  of  the^ 
Government  concerned  with  reconnaissance  are  realized  for  the  invention, 
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improveaeat  and  development  o£  reconnaiesance  systems  to  meet  USIB 
requirements . 

c.  Have  authority  to  require  that  he  be  kept  £ully  completely 
in£ormed  by  all  Agencies  and  Departments  o£  the  Government  o£  all 
programs  and  activities  undertaken  as  part  o£  the  NRP. 

d.  Maintain  and  provide  to  the  members  o£  the  Executive  Committee 
records  o£  the  status  o£  all  projects,  programs  and  activities  o£  the 
HRP  in  the  research,  development,  production  and/or  operational  phases. 

e.  Prepare  a  comprehensive  budget  £or  all  aspects  or  the  Hational 
Reconnaissance  Program. 

£.  Establish  a  £iscal  control  and  accounting  procedure  to  ensure 
that  all  £unds  expended  in  support  o£  the  National  Reconnaissance 
Program  are  £ully  accounted  £or  and  appropriately  utilised  by  the 
agencies  concerned.  In  particular,  the  budget  shall  show  separately 
those  £unds  to  be  applied  to  research  and  exploratory  design 
development,  systems  development,  procurement,  and  operational 
activities.  Funds  expanded  or  obligated  under  Public  Lav  110  shall  be 
administered  and  accounted  £or  by  CIA  and  will  be  reported  to  DNRO  in 
accordance  with  agreed  upon  procedures. 

g.  Sit  with  the  USIB  for  the  matters  a££ecting  the  NRP. 

3.  The  Deputy  Director  HRO  shall  be  appointed  by  the  DCI  with  the 
concurrence  o£  the  Deputy  Secretary  o£  De£ense  and  shall  serve  £ull  time 
in  a  line  position  directly  under  the  Director  NRO.  The  Deputy  Director 
shall  act  for  and  exercise  the  povers  o£  the  Director,  NRO  during  his 
absence  or  disability. 

4.  The  NRO  shall  be  jointly  sta££ed  in  such  a  £ashion  as  to 
re£lect  the  best  talent  appropriately  available  £rom  the  CIA,  the  three 
military  departments  and  other  Government  agencies.  The  NRO  sta££  will 
report  to  the  DNRO  and  DDNRO  and  will  maintain  no  allegiance  to  the 
originating  agency  or  Department. 

F.  Initial  Allocation  o£  Program  Responsibilities 

1.  Responsibility  £or  existing  prograais  o£  the  NEP  shall  be 
allocated  as  indicated  in  Annex  A  attached  hereto. 


(signed)  Cyrus  Vance 
Deputy  Secretary  o£  De£ense 


_ (signed)  W.  F.  Rabon 

Director  o£  Central  Intelligence 
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.  ANNEX  A 


The  following  assigosients  for  Che  development  of  new  optical  sensor 
subsystems  are  made  to  take  full  advantage  of  technical  capability  and 
experience  Co  the  agencies  involved. 

1.  The  CIA  will  develop  the  improvements  in  Che  CORONA  general 
search  optical  sensor  subsystems. 

2.  '  Following  the  selection  of  a  concept,  and  a  contractor,  for 
full-scale  development,  in  the  area  of  advanced  general  search,  Che  CIA 
will  develop  the  optical  sensor  subsystem  for  that  system. 

3.  The  Air  Force  (SAFSP)  will  develop  the  6-3  optical  sensor 
subsystem  for  the  advanced  high-resolution  pointing  system. 

4.  SAFSP  will  develop  the  optical  sensor  subsystems  (manned  and 
unmanned)  for  the  MOL  program. 

The  Director,  NRO  will,  in  managing  Che  corresponding  overall 
systems  developments,  ensure  that: 

1.  The  management  of  and  contracting  for  the  sensors  is  arranged 
so  Chat  the  design  and  engineering  capabilities  in  the  various 
contractors  are  most  efficiently  utilized. 

2.  The  sensor  packages  and  other  subsystems  are  integrated  in  an 
over-all  system  engineering  design  for  subsystem,  with  DNRO  having 
responsibility  for  systems  integration  of  each  over-all  system. 


HANDLE  VIA  BYEMAN 
CONTROL  SYSTEM  ONLY 

BYE#5678-65 
PAGE  5  of  5 


Approved  for  Release:  2018/12/21  C051 10301 


C05111730 


Approved  for  Release;  2018/12/28  C051 1 1 730 


(U)  NRO  MGS  Declassification  Guide 

15  OCT  2008 


RALPifHALLEI^ 

Prtodpiri  DqMQr  IMRetar,  Ntikmal  Rccoautea»»  OfBcc 

DECL  ON:  25X1 ,20580915,  RRG  dated  July  2005 
DRV  FROM;  Original  Classification  Authority 


Approved  for  Release:  201 8/1 2/28  C051 1 1 730 


C05111730 


Approved  for  Release;  2018/12/28  C051 11730 


(U)  FOREWORD 

(U)  The  declassification  of  National  Reconnaissance  Office  (NRO)  Mission  Ground  StatioiK 
(MGS)  has  resulted  in  many  changes  to  how  the  NRO’s  association  witii  its  MGSs  are  classified. 

This  guide  provides  authoritative  classification  and  compartmentation  guidance  for  NRO 
infonn^on  based  on  criteria  established  in  Executive  Ordo"  12958,  as  amended,  Intelligence 
Community  Policy  Memorandums  (ICPM)  and  classification  guidance  of  other  Intelligence 
Community  members. 

(U)  The  ovCTall  objective  of  this  guide  is  to  ensure  that  proper  classification  and 
compartmentation  determinations  are  made  for  NRO  information  in  order  to  protect  flie  NRO’s 
people,  operations,  assets  and  sensitive  intelligence  sources  and  methods.  Also,  as  NRO  systems 
are  itrtpgrntffrf  into  tactical  operations,  we  must  strive  to  classify  and  compartment  our  data  at  a 
level  that  is  most  usable  to  the  customer. 

This  guide  is  designed  to  be  a  focused  guide  dedicated  to  specific  near-term 
information  protection  issues  that  have  resulted  fiom  the  decision  by  the  DDNI  to  declassify  the 
location  of  the  NRO  |dGSs  and  acknowledge  a  NRO  presence  at  RAFMH  in  the  UK  (b)(1 ) 

and  JDFPG  in  Australia  effective  15  October  2008.  Due  to  the  scope  of  possible  changes,  there  (b)(3) 

may  be  discrepancies  between  other  NRO  program  classification  guides  and  Ihe  guidance 
provided  herein.  As  of  15  October  2008,  THIS  GUIDE  TAKES  PRECEDENCE  OVER  ALL 
OTHER  GUIDES.  Oth«r  guides  will  be  modified  in  an  expeditious  manna-,  but  until  further 
notice,  information  related  to  the  MGS  declassification  will  be  classified  as  specified  in  tiie 
classification  table  of  this  guide. 

(U)  The  NRO  Director  of  Security  for  System  Operations  (SO)  is  responsible  for  maintainii^  the 
currency  of  this  guide.  Discrqrancies  or  conflicts  r^arding  classification  issues  must  be  brought 
to  the  attention  of  your  Program  Security  Offica-  (PSO)  and,  if  j^opriate,  referred  to  the 
Security  Policy  Staff  in  order  that  the  classification  guidance  may  be  properly  amended.  Once 
die  cognizant  program  security  office  detomines  that  there  is  cause  for  changing  this  ‘ 


(b)(3) 

(U)  Effective  1 5  Oct  2008  this  guide  is  approved  for  use  by  ail  NRO  govonment  and  contractor 
personnel,  as  well  as  members  of  the  hitelligence  Community  who  are  authorized  access  to  NRO 
program  informatiorL 
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documentation  should  be  approved  by  the  CO  before 
any  charges  are  incurred.  Archived  documents  ^ould 
not  be  revised  to  reflect  new  names.  If  archived 
documents  need  to  be  put  back  into  circulatjon.  new 

versions  should  be  created  taid  the  ne\^ _ 

names  should  be  used. 


is  term  is  retired,  effective  1 5 


This  term  remains  classified,  its  routine  use  (post  1 S  Oct 
2008)  in  official  corre^ndence  is  prohibited. 
Government  legacy  documentation  should  be  modified 
to  replace  this  legacy  term  widi  the  approved  MGS 
identifier  when  documentation  is  revised.  Modification 
of  legacy /archived  contractor  provided  documentation 
should  be  approved  by  fiie  CO  before  any  chargK  are 
incurred.  Arrived  documents  should  not  be  revised  to 
reflect  new  names.  If  archived  documents  need  to  be  put 
back  into  ciroulation.  new  versions  should  be  created 
andthenevA  KiGS  names  should  be  used. 
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(AOTO 


iNew  name  is  ADF  Colorado 


_ \is  not  to  be  revealed  at  the  unclassified  level. 

Therefore,  die  fact  diatj  _ ; 

[  ts  dasgfied  S//TK//REL. _ 

5.  (U)  Menwith  Hill  Station  (MHS). 

Note:  (U)  Hus  is  a  term  uniquely  used  by  NSA  for  ^ 

dieir  location  on  RAFMH.  The  base’s  name  is  Royal 

Air  Force  Menwith  Hill  (RAFMHl. _ 

6.  (SmiWUELlI 


TK  USA,FVEY  1.4(c) 


TK  USA,FVEY  1.4(c) 


S  TK  USA.FVEY  1.4(c)  25X1  NRO 


_ _ FACTS  ABOUT 

8.  (U)  Fact  that  NRO  has  multi-mission  MGSs  U  I 

9.  (U)Fact  Aat  the  NRO  has  Aree  MGSs -ADF  E,  Ij 

ADF  C  and  ADF  SW. _ _] _ I  _ 


1USA.FVEY 
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1  js  'if4  it,,. jii.-  iS," 

1^ 

Ir 

(b)(1) 

(b)(3) 

(b)(1) 

(b)(3) 

(b)(1) 

(b)(3) 

(b)(1) 

(b)(3) 

^jssei ^ 

S 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

1 1 .  (U)  Fact  of  United  Kingdom  (UK),  Australian 
(AUS),  Canadian  (CAN)  or  New  Zealand  (NZL) 
oetscmnel  residinit  in  NRO  Headouarters. 

u 

12.  (U)  Fact  of  United  Kingdom  (UK),  Australian 
(AUS),  Canadian  (CAN)  or  New  Zealand  (NZL) 
nersonnel  residina  in  NRO  MGS. 

u 

13.  (U)  Total  number  of  NRO  government  personnel 
assigned  to  anv  or  all  NRO  MGSs. 
Noterf57rnf//8Bl4  i 

(U)  The  NRO  is  authorized  by  statue  to  widihold 
numbers  ofNRO  personnel  at  eadi  location.  Only  the 
total  number  of  government  personnel  in  the  NRO  has 
been  revealed  in  the  past. 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

14.  rTffT1f>'/Bn()Thr  association  of  an  individual’s 
name  with  the  fact  that  they  are  assigned  at  and 
work  for  the  NRO  1 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

1 5.  (U)  Mission  statement  for  ADF  (E,C,SW)  is: 

The  ADF  (  E,C,SW)  is  a  multi-mission  ground  station 
reqmnsible  for  supporting  worldwide  defonse 
operations  and  mdti-agency  collection,  analysis, 
reporting,  and  dissemination  of  intelligence  information, 
it  provides  data  to  defense,  intelligence,  aid  dvil 
agencies  supportinK  the  U.S.  Government  and  its  allies. 

u 

16.  fU)  Location  of  ADF  East  on  Ft  Belvoir.  VA. 

u 

1 7.  (U)  ADF  East  as  a  NRO  MGS 

u 
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18.  (U)  ADF  East  as  a  System  Operatioas  MGS  that 
mav  include  IMINT.  SIGINLiZDMM  missions 

U 

l9.7S//TK//i<litTl|  l(nowADF 

EASndFtBelvoir,  VAj  / 

S 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

[ 

NntenfSryHCi^LI  Associatine  ADF  E  with  the  term 
)ost  1 5  Oct  2008  is  classified  S//TK//REL  TO 
USA.FVEY. 

20.  (U)  Location  of  ADF  Colorado  on  Buckley  AFB 
(BAFBV 

U 

21.  (U>  ADF  Colorado  as  m  NRO  MGS 

U 

22,  (U)  ADF  Colorado  as  a  Syston  Operations  MGS 
thar  may  include  IMINT,  S1C3NT,  COMM  missions 

U 

23.  (S^TKiWEdI 

1  1 - 

S 

IK 

USA.FVEY 

1.4(c) 

25X1 

NRO 

24.  (U)  Location  of  AK'  Southwest  on  White  Sands 

Missile  Test  Rangfe _ 

Note:75m/«ELll  1 

; - ' 

U 

25.  fUl  ADF  Soudtwest  as  an  NRO  MGS 

u 

26.  (U)  ADF  Southwest  as  a  System  Operations  MGS 
that  mav  inrIyHe  IMINT  SlfiTNT.  COMM  missions 

u 

2'/~T5ii/mj'/HhL)l 

n  r  — 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

28.  rtB  Fact  that  NGA  and  NSA  are  present  at  ADFs, 

u 

FOUO 

29.  fin  Fact  that  CIA  is  oresent  at  ADF  E 

u 

31 

I.TSBWHM 

1 

S 

USA,  FVEY 

1.4(c) 

25X1 

CIA 

3 

:  fU)  “Fact  or  a  PRESENCE  of  the  NRO  at 

u 

(b)(1) 

(b)(3) 

(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 


(b)(1) 

(b)(3) 

(b)(3) 

(b)(3) 
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RAFMHandJDFPG 

OPERATIONS 

( INFO 

32.  (U)  Mission  Statement  for  NRO  presence  at 
RAFMHandJDFPG. 

“(U)  The  NRO  supports  the  joint  missions  at  JDFPG  and 
RAfMH  through  die  provision  of  technical  systems  and 
shared  research  and  development.  The  NRO’s  participation 
is  achieved  with  die  consent  of  die  Host  governments  and 
contributes  to  the  national  security  of  the  countries 
involved.” 

u 

33.  (U)  Specific  -INT  association  with  an  ADF 

Note:  Mission  statement:  The  ADF  ( E,C,SW)  is  a 
muhi-inission  ground  station  responsible  for  supporting 
worldwide  defense  operations  and  multi*agancy 
collection,  analysis,  reporting,  and  dissemination  of 
intdligence  information,  it  provides  data  to  defense, 
intelligence,  and  civil  agencies  supporting  the  U  S. 
Government  and  its  allies. 

u 

34.  (U)  Acknowledgement  of  support  (post  1 S  Oct 

2008)  to  a  specific  operation/mission  (e.g.  GWOT, 
counter-narcotics,  named  military  operations,  e.g. 
Iraqi  Freedom,  Enduring  Freedom)  at  an  ADF. 

Note:  Classification  of  "fact-of"  an  ADF’s 
support  (post  IS  Oct  2008)  must  be  consistent 
with  die  classification  of  the  "fact  of’  the 
mission  being  supported.  If  the  support  reveals  a 
satellite's  system  performance,  that  sqiport  will 
be  protected  as  S//TK//REL  USA.  FVEY. 

u 

See  Note 
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35.  (U)  Details  of  how  the  satellite  5ystein(s)  controlled 
by  the  MGS  contributed  to  the  support  of  the 
operation/mission. 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

36.  (U)  Successful  support  at  an  ADF  described  in  terms 
of  an  INT’s  (post  15  Oct  2008)  general  contribution 
to  specific  aspects  of  the  operation  not  revealing 
other  classified  information. 

Note:  Genera]  contribution  can  be  explained  in  terms  of 
using  an  . . .  int  to  provicte  information.  For  example, 
“ADF  C  assisted  in  die  successful  recoveiy  of  a  downed 
airman  by  provide  real  time  SIGINT  collection  support 
to  fhe  extraction  team.” 

u 

37.  (U)  Type  of  ...INT  diat  may  be  sigiported  at  an  ADF 
(post  15  Oct  2008). 

u 

38.  (U)  "Fact  of’  failure/limitation  of  any  system  to 
si^iport  an  operation. 

Note:(U)  Details  diat  describe  the  inability  of  collection 
support  related  to  an  inherent  performance  limitation  of 
overhead  collectors  shall  be  protected  as 
TS//SI//rK//REL. 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

39.  (U)  Scope  of  support 

i.  (U)  Number  of  satellites  in  the  total 
NRO  constellation 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

ii.  (U)  Number  of  satellites  in  either  the 
COMM,  IMINT  or  SICHNT 
constellations 

s 

TK 

USA.  FVEY 

1.4(c) 

25X1 

NRO 

iii.  (U)  Number  of  intercepts/images 
collected  in  support  of  an  operation 
if  that  number  reveals  the 
performance,  timeliness  or 
throughput  of  a  systeiiL 

Note:(U)  Numbers  that  are  generalized 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

USA.  FVEY 
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such  Aal  diey  cannot  be  used  to  den  ve 
p^ormance  metrics  may  be 
UNCXASSIFIED.  Consult  your  local 
PSO  for  specific  euidance. 

iv.  (U)  Health  and  status  of  any  NRO 
satellite 

S 

TK 

USAJFVEY 

1.4(c) 

25X1 

NRO 

1.  (U)  Technical  details  of  why  a 
satellite  is  less  than  100% 
ready 

S 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

2.  (U)  Corrective  action  taken  to 
restore  a  malfwictioning 
subsystem. 

S 

TK 

USAJtVEY 

1.4(c) 

25X1 

3.  (lJ)Identifictaionof  a 

subsystem  nogo  as  a  cause  for 
an  outaae. 

S 

TK 

USAJVEY 

1.4(c) 

25X1 

NRO 

4.  (U)  Date  and  time  a 
subsystem  was  restored  to 
operational  system 

s 

TK 

USAJtVEY 

1.4(c) 

25X1 

NRO 

40.  (U)  Tedmicid  details  that  describe  Satellite 
operations 

Note;  This  refers  to  information  that  reveals  how 
satellite  operators  oommand/control  the  sateUite, 
includinR  the  collection  payloads 

s 

TK 

USAJ'VEY 

1.4(c) 

25X1 

NRO 

41.  (U)  Countiy  location  of  targets. 

Note:  (U)  For  performance  reports  use  only,  only  the 
countries  of  Iraq  and  Afghanistan  may  be  acknowledged 
asatareet 

s 

TK 

USA,  FVEY 

1.4(c) 

25X1 

NRO 

CONTRACT  INFO 

42~(577TK//niifc)| 

s 

nc 

USA,FVEY 

1.4(c) 

25X1 

NRO 

(b)(1) 

(b)(3) 
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48.  (U)  Contractor  unclassilied  project  names/numbers 
(e.g.  P81,  P642.  DIAMOND,  ^c)  associated  with 
legacy  unclassified  MGS  names. 

s 

TK 

USA.FVEY 

1.4(c) 

25X1 

NRO 

(b)(1) 

(b)(3) 


■ 

ADFE 

ADFC 

ADFSW 

RAFMH* 

JDFPG* 

U 

U 

U 

U 

Presoice  Only 

U 

Presence  Only 

S//RELTO 

USAJVBY 

S//RELTO 

USA.FVEY 

S//RELTO 

USA,FVEY 

■iKCTiiirCT 

U 

U 

u 

U//FOUO 

U//FOUO 

Bi 

u 

U 

U//FOUO 

U//FOUO 

*  Note- 

OiMiitaHlonal  AwoolMtieM 
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